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Abstract. It is known that deep neural networks (DNNs) are vulner-
able to adversarial attacks. The so-called physical adversarial examples
deceive DNN-based decision makers by attaching adversarial patches to
real objects. However, most of the existing works on physical adversarial
attacks focus on static objects such as glass frames, stop signs and images
attached to cardboard. In this work, we propose Adversarial T-shirts, a
robust physical adversarial example for evading person detectors even if
it could undergo non-rigid deformation due to a moving person’s pose
changes. To the best of our knowledge, this is the first work that models
the effect of deformation for designing physical adversarial examples with
respect to non-rigid objects such as T-shirts. We show that the proposed
method achieves 74% and 57% attack success rates in the digital and
physical worlds respectively against YOLOv2. In contrast, the state-of-
the-art physical attack method to fool a person detector only achieves
18% attack success rate. Furthermore, by leveraging min-max optimiza-
tion, we extend our method to the ensemble attack setting against two
object detectors YOLO-v2 and Faster R-CNN simultaneously.
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1 Introduction

The vulnerability of deep neural networks (DNNs) against adversarial attacks
(namely, perturbed inputs deceiving DNNs) has been found in applications span-
ning from image classification to speech recognition [33,21,34,37,6,32,2]. Early
works studied adversarial examples only in the digital space. Recently, some
works showed that it is possible to create adversarial perturbations on physical
objects and fool DNN-based decision makers under a variety of real-world condi-
tions [28,14,1,15,25,7,30,5,20]. The design of physical adversarial attacks helps to
evaluate the robustness of DNNs deployed in real-life systems, e.g., autonomous
vehicles and surveillance systems. However, most of the studied physical ad-
versarial attacks encounter two limitations: a) the physical objects are usually
considered being static, and b) the possible deformation of adversarial pattern
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Fig. 1: Evaluation of the effectiveness of adversarial T-shirts to evade person detection
by YOLOv2. Each row corresponds to a specific attack method while each column
except the last one shows an individual frame in a video. The last column shows the
adversarial patterns applied to the T-shirts. At each frame, there are two persons, one
of whom wears the adversarial T-shirt. First row: digital adversarial T-shirt generated
using TPS. Second row: physical adversarial T-shirt generated using TPS. Third row:
physical adversarial T-shirt generated using affine transformation (namely, in the ab-
sence of TPS). Fourth row: T-shirt with physical adversarial patch considered in [30]
to evade person detectors.

attached to a moving object (e.g., due to pose change of a moving person) is
commonly neglected. In this paper, we propose a new type of physical adver-
sarial attack, adversarial T-shirt, to evade DNN-based person detectors when a
person wears the adversarial T-shirt; see the second row of Fig. 1 for illustrative
examples.
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Related work Most of the existing physical adversarial attacks are generated
against image classifiers and object detectors. In [28], a face recognition system
is fooled by a real eyeglass frame designed under a crafted adversarial pattern.
In [14], a stop sign is misclassified by adding black or white stickers on it against
the image classification system. In [20], an image classifier is fooled by placing a
crafted sticker at the lens of a camera. In [1], a so-called Expectation over Trans-
formation (EoT) framework was proposed to synthesize adversarial examples ro-
bust to a set of physical transformations such as rotation, translation, contrast,
brightness, and random noise. Moreover, the crafted adversarial examples on
the rigid objects can be designed in camouflage style [35] or natural style [11]
that appear legitimate to human observers in the real world. Compared to at-
tacking image classifiers, generating physical adversarial attacks against object
detectors is more involved. For example, the adversary is required to mislead the
bounding box detector of an object when attacking YOLOv2 [26] and SSD [24].
A well-known success of such attacks in the physical world is the generation of
adversarial stop sign [15], which deceives state-of-the-art object detectors such
as YOLOv2 and Faster R-CNN [27].

The most relevant approach to ours is the work of [30], which demonstrates
that a person can evade a detector by holding a cardboard with an adversarial
patch. However, such a physical attack restricts the adversarial patch to be
attached to a rigid carrier (namely, cardboard), and is different from our setting
here where the generated adversarial pattern is directly printed on a T-shirt. We
show that the attack proposed by [30] becomes ineffective when the adversarial
patch is attached to a T-shirt (rather than a cardboard) and worn by a moving
person (see the fourth row of Fig. 1). At the technical side, different from [30]
we propose a thin plate spline (TPS) based transformer to model deformation
of non-rigid objects, and develop an ensemble physical attack that fools object
detectors YOLOv2 and Faster R-CNN simultaneously. We highlight that our
proposed adversarial T-shirt is not just a T-shirt with printed adversarial patch
for clothing fashion, it is a physical adversarial wearable designed for evading
person detectors in the real world.

Our work is also motivated by the importance of person detection on intel-
ligent surveillance. DNN-based surveillance systems have significantly advanced
the field of object detection [18,17]. Efficient object detectors such as Faster
R-CNN [27], SSD [24], and YOLOv2 [26] have been deployed for human de-
tection. Thus, one may wonder whether or not there exists a security risk for
intelligent surveillance systems caused by adversarial human wearables, e.g., ad-
versarial T-shirts. However, paralyzing a person detector in the physical world
requires substantially more challenges such as low resolution, pose changes and
occlusions. The success of our adversarial T-shirt against real-time person detec-
tors offers new insights for designing practical physical-world adversarial human
wearables.

Contributions We summarize our contributions as follows:

{ We develop a TPS-based transformer to model the temporal deformation
of an adversarial T-shirt caused by pose changes of a moving person. We
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also show the importance of such non-rigid transformation to ensuring the
effectiveness of adversarial T-shirts in the physical world.

{ We propose a general optimization framework for design of adversarial T-
shirts in both single-detector and multiple-detector settings.

{ We conduct experiments in both digital and physical worlds and show that
the proposed adversarial T-shirt achieves 74% and 57% attack success rates
respectively when attacking YOLOv2. By contrast, the physical adversarial
patch [30] printed on a T-shirt only achieves 18% attack success rate. Some
of our results are highlighted in Fig. 1.

2 Modeling Deformation of A Moving Object by Thin
Plate Spline Mapping

In this section, we begin by reviewing some existing transformations required in
the design of physical adversarial examples. We then elaborate on the Thin Plate
Spline (TPS) mapping we adopt in this work to model the possible deformation
encountered by a moving and non-rigid object.

Let x be an original image (or a video frame), and t(�) be the physical trans-
former. The transformed image z under t is given by

z = t(x): (1)

Existing transformations. In [1], the parametric transformers include scaling,
translation, rotation, brightness and additive Gaussian noise; see details in [1,
Appendix D]. In [23], the geometry and lighting transformations are studied via
parametric models. Other transformations including perspective transformation,
brightness adjustment, resampling (or image resizing), smoothing and saturation
are considered in [29,9]. All the existing transformations are included in our
library of physical transformations. However, they are not sufficient to model the
cloth deformation caused by pose change of a moving person. For example, the
second and third rows of Fig. 1 show that adversarial T-shirts designed against
only existing physical transformations yield low attack success rates.
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Fig. 2: Generation of TPS. (a) and (b): Two frames with checkerboard detection re-
sults. (c): Anchor point matching process between two frames (d): Real-world close
deformation in (b) versus the synthesized TPS transformation (right plot).


