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Abstract. With the maturity of depth sensors, point clouds have re-
ceived increasing attention in various applications such as autonomous
driving, robotics, surveillance, etc., while deep point cloud learning mod-
els have shown to be vulnerable to adversarial attacks. Existing attack
methods generally add/delete points or perform point-wise perturbation
over point clouds to generate adversarial examples in the data space,
which may neglect the geometric characteristics of point clouds. Instead,
we propose point cloud attacks from a new perspective—Graph Spec-
tral Domain Attack (GSDA), aiming to perturb transform coefficients in
the graph spectral domain that corresponds to varying certain geomet-
ric structure. In particular, we naturally represent a point cloud over a
graph, and adaptively transform the coordinates of points into the graph
spectral domain via graph Fourier transform (GFT) for compact repre-
sentation. We then analyze the influence of different spectral bands on
the geometric structure of the point cloud, based on which we propose to
perturb the GFT coefficients in a learnable manner guided by an energy
constraint loss function. Finally, the adversarial point cloud is generated
by transforming the perturbed spectral representation back to the data
domain via the inverse GFT (IGFT). Experimental results demonstrate
the effectiveness of the proposed GSDA in terms of both imperceptibility
and attack success rates under a variety of defense strategies. The code
is available at https://github.com/WoodwindHu/GSDA.
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1 Introduction

Deep Neural Networks (DNNs) are known to be vulnerable to adversarial exam-
ples [43,12], which are indistinguishable from legitimate ones by adding trivial
perturbations, but lead to incorrect model prediction. Many efforts have been
made into the attacks on the 2D image field [8,30,22,46], which often add im-
perceptible pixel-wise noise onto images to deceive the DNNs. Nevertheless, ad-
versarial attacks on 3D point clouds—discrete representations of 3D scenes or
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Fig. 1. (a) Existing point cloud attacks generally perturb point coordinates by shifting
points in the data domain. (b) We explore perturbation in the graph spectral domain,
leading to more imperceptible and effective adversarial examples. This is enlightened by
spectral characteristics: most energies are concentrated in low-frequency components
that represent the rough shape of point clouds while high-frequency components encode
fine-grained details. When attacked with bounded spectral noise, spectra of the point
cloud keeps similar patterns with the clean one, thus preserving geometric structures.

objects that consist of a set of points residing on irregular domains—are still
relatively under-explored, which are however crucial in various safety-critical
applications such as autonomous driving [4] and medical data analysis [41].

Existing 3D point cloud attacks [53,50,61,65,45,64,66,14] are all developed in
the data space. Some of them [53,61,50,65] employ the gradient search method
to identify critical points from point clouds and modify (add or delete) them
to distort the most representative features for misclassification. Recently, more
works [49,45,2,14,26,29,63] follow the C&W framework [12] to learn to perturb
xyz coordinates of each point by gradient optimization in an end-to-end manner.
Although the above two types of works achieve high attack success rates, the
perturbed point clouds are often easily perceivable to humans, such as outliers
and uneven distribution. This is because preserving geometric characteristics of
point clouds is generally not considered yet in these methods.

To this end, we propose point cloud attacks from a new perspective—Graph
Spectral Domain Attack (GSDA), aiming to exploit the elegant characterization
of geometric structures in the graph spectral domain and thereby perturb graph
transform coefficients that explicitly varies certain geometric structure. On the
one hand, we provide graph spectral analysis of point clouds, which shows that
the rough shape of point clouds is represented by low-frequency components
while the fine details of objects are encoded in high-frequency components in
general. With trivial perturbation in the spectral domain, the point cloud could
retain the original rough shape with similar local details, as shown in Figure 1.
On the other hand, the spectral characteristics of point clouds represent higher-
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