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Abstract. Data privacy is a central problem for embodied agents that
can perceive the environment, communicate with humans, and act in
the real world. While helping humans complete tasks, the agent may
observe and process sensitive information of users, such as house en-
vironments, human activities, etc. In this work, we introduce privacy-
preserving embodied agent learning for the task of Vision-and-Language
Navigation (VLN), where an embodied agent navigates house environ-
ments by following natural language instructions. We view each house
environment as a local client, which shares nothing other than local up-
dates with the cloud server and other clients, and propose a novel Fed-
erated Vision-and-Language Navigation (FedVLN) framework to pro-
tect data privacy during both training and pre-exploration. Particu-
larly, we propose a decentralized federated training strategy to limit
the data of each client to its local model training and a federated pre-
exploration method to do partial model aggregation to improve model
generalizability to unseen environments. Extensive results on R2R and
RxR datasets show that, decentralized federated training achieve compa-
rable results with centralized training while protecting seen environment
privacy, and federated pre-exploration significantly outperforms central-
ized pre-exploration while preserving unseen environment privacy. Code
is available at https://github.com/eric-ai-lab/Fed VLN

Keywords: Privacy-preserving Embodied Al, Vision-and-Language Nav-
igation, Federated Learning

1 Introduction

A long-term goal of Al research is to build embodied agents that can perceive
the environment, communicate with humans, and perform real-world tasks to
benefit human society. However, since the agent interacts closely with humans
and environments, it often receives sensitive information during training and in-
ference. For example, as shown in Fig. in the task of Vision-and-Language
Navigation (VLN) [4], where an agent learns to navigate towards a target loca-
tion in an indoor environment given natural language instruction, the training
and inference data may include private information such as what the user’s
house looks like, what the user said, and what the user did. Data privacy is a
central problem for building trustworthy embodied agents but seldomly studied
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Fig. 1. Data privacy: centralized VLN learning vs. our federated VLN learning. Ex-
isting VLN approaches centralize all the client data in a server, including house envi-
ronments and user instructions, which ignores users’ privacy concerns. Our federated
VLN framework keeps client data used only locally and the server receives nothing
other than local model updates, so the client data privacy is preserved.

before [I4]. Thus, in this work, we introduce privacy-preserving embodied agent
learning for the task of vision-and-language navigation.

VLN models are typically trained on seen environments with ground-truth
instruction-trajectory pairs and then deployed to unseen environments without
any labeled data. After deployment, the agent may explore the unseen environ-
ment and adapt to the new environment for better performance, which is known
as pre-exploration. However, as shown in Fig. most of the existing methods
assemble all the data in a server to train a navigation agent for both seen envi-
ronment training and unseen environment pre-exploration. This is not practical
in reality since users may not want to share the data in their own house due
to privacy concerns. Privacy-preserving VLN requires the agent to protect the
data privacy during both seen environment training and unseen environment
pre-exploration while maintaining comparable navigation performance.

In this paper, we propose a novel Federated Vision-and-Language Navigation
(FedVLN) framework, to address the aforementioned data privacy issues and
improve the adaptation performance on unseen environments at the same time.
Specifically, on the seen environment training stage, as shown in Fig. we
treat each house environment as a client. The client’s local models (a VLN agent
for navigation and a speaker for data augmentation) are trained on private local
data, and then the model updates are sent to the server for model aggregation.
No private data except the local model updates will be shared with the server
and there is no communication between clients. During pre-exploration, we train
the client models on seen environments and unseen environments simultaneously
under federated learning paradigm—the client models do partial model aggre-
gation (language encoder only) and partial local adaptation, enabling better
adaptation to the local visual environment while maintaining general language
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understanding. Under our FedVLN framework, users do not need to share their
data with any other party, thus the privacy of training data and inference data
is protected.

Our experiments on Room-to-Room (R2R) [4] and Room-across-Room (RxR)
[28]E| datasets validate the effectiveness of our framework. Our federated learn-
ing framework achieves comparable results with centralized training while pre-
serving data privacy. More importantly, on the pre-exploration stage, we show
that centralized pre-exploration hinders the agent from adapting to each specific
environment, and our federated pre-exploration method achieves the best per-
formance among prior pre-exploration methods such as centralized [42J40] and
environment-based pre-exploration [II]. Our contributions are three-fold:

— We are the first to discuss data privacy concerns for vision-and-language
navigation and define the privacy-preserving embodied Al problem for the
two learning stages in VLN.

— We propose a novel federated learning framework for privacy-preserving VLN
to ensure that users do not need to share their data to any party.

— Extensive results on R2R and RxR show that our federated learning frame-
work not only achieves comparable results with centralized training, but also
outperforms centralized and environment-based pre-exploration methods.

2 Related Work

2.1 Vision-and-Language Navigation

With the development of deep learning and human’s vision of more helpful Al
agents, embodied Al becomes an emerging research area. Vision-and-language
navigation(VLN) [42825I35] is one of the most popular tasks of embodied Al, in
which an embodied agent learns to navigation to a goal location in indoor envi-
ronments following language instruction and given dynamic visual information.
Anderson et al. [4] first propose a LSTM-based seq-to-seq model for naviga-
tion. For better understanding vision-and-language information, there are works
working on vision-and-language pre-training [I7J30/T9J34T5] and model struc-
tures [I9J6I13]. Reinforcement learning and navigation planning methods were
also introduced into VLN to perform better action decisions [4243273]. Limited
labeled data was another bottleneck to train a better model. To this end, Fried et
al. [10] propose a speaker-follower model which can generate pseudo instructions
for a sampled path by a trained speaker. Further, to mitigate the gap between
seen and unseen environments, pre-exploration was proposed [42J40JTT], which
can learn and adapt to new environments after deployment. However, most cur-
rent research ignores the practicality in real-life application scenarios, especially
data privacy issues. Fu et al. [I1] consider the implementation problem of pre-
exploration and proposed environment-based pre-exploration, but they did not
consider the privacy issue of training data. Also, we showed that environment-
based pre-exploration might suffer from data scarcity and data bias.

1 We conduct experiments on the English data of the RxR dataset.
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2.2 Privacy-preserving Machine Learning

Over the years, researchers propose many methods [7I33J41121] to address dif-
ferent data privacy problems [QI39JT2/18] in machine learning. First, during the
training stage, if the training data are from different parties, sharing their data
with other parties might leads to privacy concerns. At the inference stage, there
are multiple privacy attacks, especially in the scenario of Machine Learning as a
Service (MLaaS), in which cloud providers offer machine inference hosted on the
cloud [7]. For example, membership inference attack [39] can judge if a specific
data sample exists in training data, model inversion attack [945] aims to infer
training data given white-box or black-box access to the model. Also, in MLaaS,
users might not be willing to directly upload their data to the cloud server [7].
Facing these privacy problems for training data and inference data, researchers
propose many privacy-preserving methods, including federated learning, homo-
morphic encryption, differential privacy, etc [41J3T3329]. However, most of their
work focuses on single modality tasks and static data, and seldomly study the
data privacy of embodied AI. In embodied Al tasks like vision-and-language
navigation, the data contains more human-robot interaction and more complex
private information, such as corresponding language-image pairs, dynamic visual
information in the indoor environments. VLN also has a unique training stage,
pre-exploration. Both of these may make the privacy problems and solutions
for VLN more complex. In our work, we elaborate on privacy-preserving VLN
training scenarios and propose a solution.

2.3 Federated Learning

Federated learning [41] is a technique that allows client models to train locally
and then be sent to the central server for model aggregation. In this way, the
clients do not need to send their sensitive data to any party. Thus the pri-
vacy of training data is protected. The first federated learning algorithm [41]
uses weighted sum for aggregating clients’ models. Later, researchers proposed
different federated learning algorithms for heterogeneous data distribution and
personalization [29/820122]. Especially, Collins et al. [8] proposed to keep clas-
sification head locally for personalization. Compared with our framework, they
were trying to solve the problem of label heterogeneity and learn a general data
representation, and their setting does not have the difference between validation
data and training data. Reddi et al. [37] summarized these first-order aggre-
gation methods into one framework as FEDOPT, whose server aggregation is:

wis1 = SERVEROPT (wy, — Awy, 1, t) (1)

Where SERVEROPT is the aggregation algorithm, 7 is server learning rate.
Application wise, federated learning framework has been used on various
tasks in computer vision [I6J20] and natural language processing [32I23]. Re-
cently, there are also some works for federated learning on multi-modal machine
learning [1/46]. Zhao, et al. [46] try horizontal federated learning(FL), verti-
cal FL, and Federated Transfer Learning on different multi-modal tasks and
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datasets, and [I] using semi-supervised FL to extract hidden representations
of multi-modality. However, the tasks they discussed is not embodied agent for
individual users. In vision-and-language navigation, the training paradigm is dif-
ferent from formerly discussed tasks, which has two different training objectives,
training scenarios in two training stages. To solve this, we proposed a novel
Federated Vision-and-Language Navigation(FedVLN) framework.

3 Privacy-preserving Vision-and-Language Navigation

3.1 Vision-and-Language Navigation (VLN)

The goal of the VLN task is to navigate from a given location and reach a
destination following natural language instruction. The task can be formally
defined as follow: given an language instruction U = {uq,us,...,u,}. At each
step, the agent will receive current visual information v; as input. The agent
will need to choose an action a; at each step based on the instruction U, cur-
rent /history visual information{v, }._,, and history actions{a, }:Z}. The agent’s
state, which consists of the agent’s navigation history and current spatial loca-
tion, will change according to the agent’s action. The navigation terminates
when the agent chooses a ‘stop’ action. The environments that contain labeled
training data are seen environments. There are also unseen environments that
do not have training data and are invisible during training.

VLN agents In general, VLN agents consist of a language encoding module
to understand the instruction, a trajectory encoder to encode visual observation
and actions, and a multimodal decision module to jointly process multi-modal
information including encoded language information Le,., visual information
Vene, and action information A.,. and predict the next action a;:

Lenc - EL(“l;UQa"-aun) (2)
Vtsnca Aenc = ET('Ula V2, ..., V¢, 01, 42, ..., at—l) (3)
ag = M(Lenz:7 Vvenca Aenc) (4)

Speaker-based data augmentation To tackle the problem of data scarcity,
Fried et al. [I0] propose a back-translation speaker model which can generate
corresponding instructions U from the visual information and action sequence
of sampled routes in the environment:

U = Speaker(vy,va, ..., v, a1, a9, ..., at) (5)

The speaker is trained by original labeled route-instruction pairs, which takes

the visual and actions information of routes as input and predict the instruc-

tions. The generated pseudo instructions along with sampled routes can be the
augmented training data for better agent learning.

Pre-exploration After training on seen environments and deploying on unseen
environment, the agent can adapt to the new environment via pre-exploration [TTI42/40].
There are different variants of pre-exploration includes self-imitation learning [42],
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Fig.2. Comparison between different pre-exploration strategies on performance-
privacy trade-off. Federated pre-exploration achieves the best navigation performance
while maintaining good inference data privacy protection.

graph-based methods [475], etc. In our work, we consider the paradigm that
sampling routes R’ from a new environment and generate instructions 1 / using
the trained speaker mentioned before. Then the agent can be trained on the new
environment using sampled routes and pseudo instructions(R/, I /).

3.2 Privacy-preserving VLN

Considering the data may have sensitive information, users may have different
levels of concern about the privacy of their data. In our work, we consider the case
that the users do not want their data to be directly shared with the server (e.g.,
companies) and any other parties. Based on this, we define privacy-preserving
vision-and-language navigation learning setting on two training stages: seen envi-
ronment training and unseen environment pre-exploration. For seen environment
training, including the training of navigation agent, speaker model and data aug-
mentation process, no labeled data within the house environment will be directly
shared with the server or any other client to prevent the leak of private infor-
mation. And our primary purpose is to train a model that can generalize well
on unseen environments. Thus, we need to utilize all the data indirectly to train
one model.

For pre-exploration, the unlabeled data in unseen environments also can not
be shared with others. However, the purpose in this stage is to adapt the model to
a specific environment. Thus, training on data in one environment (environment-
based pre-exploration) might not be a bad choice. In fact, our experiments show
that environment-based pre-exploration performs better than centralized pre-
exploration. Nevertheless, as elaborated in Sec. we can indirectly utilize
all the data in pre-exploration to boost the performance and preserve privacy.
As in Fig. 2| we aim to achieve the best performance-privacy trade-off in pre-
exploration.
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Fig. 3. The FedVLN framework. In the first stage (a), agents in seen environments will
be trained on local data and upload the model updates to the server for aggregation
(AGG), then download the global model from the server. In the second stage (b), all
the agents in seen and unseen environments join the federated training. During local
training, all the modules will be optimized, while only the language encoder will be
uploaded/downloaded.

4 The FedVLN Approach

We propose a federated vision-and-language navigation framework (FedVLN) as
shown in Fig. [3] in which user’s data can be kept locally during both training
and pre-exploration. In this section, we will introduce our FedVLN framework
for two training stages: Decentralized Federated Training and Federated Pre-
exploration. In decentralized federated training, each environment has a local
agent, which will be trained on local data, then uploaded to the server. Then
the global model on the server will be updated by the aggregation of local model
updates and sent to all the environments. In federated pre-exploration, to enable
the agent to both adapt to the new environment and maintain the ability to
understand language, only the language encoder will be shared with the server
after local training, instead of sharing the full model. All the agents from seen
and unseen environments will join the federated pre-exploration process.

4.1 Decentralized Federated Training

Original training data When training on the original training data, we first
divide the VLN dataset by environments. We treat each environment as a client,
then assign a local navigation agent w? on each environment, which is initialized
as the same as global navigation agent w®. At each communication round be-
tween clients and server, a certain percentage of clients will be randomly selected
for training, the local agent on each selected client will be trained for a certain
number of epochs on their own data d;:

w! = ClientUpdate(w' ™", d;) (6)
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Table 1. Comparison between
ground-truth (GT) and speaker
generated instructions on seen
validation. NoS means the av-
erage number of sentences.

other walk

Fig. 4. Comparison of verb frequency between
ground truth instructions and generated pseudo
instructions.

Where ClientUpdate is the local training process. Then each selected client
will send the update Aw;; = w! — w'~! of their model to the server, and the

server will aggregate all the models with a server learning rate n:

wt=w"t4q Z L B Aw? (7)
€Dy Zje"b‘ "

Here the weight of each local model ﬁ is the proportion of the use’s sample
JE€Pt
in the total training sample of this communication round.

Augmentation For data augmentation, we will assign each client a local
speaker. Following the federated learning paradigm mentioned above and the
training procedure of speaker from Sec. at each communication round, each
speaker from the selected clients will be trained on the labeled route-instruction
pairs in its environment.

The best global model (according to BLUE score) during the training process
will be sent to all clients. Each client can use the speaker model to generate
pseudo instructions I;"Y for sampled routes within the environment. Then the
augmented training of the agent will also follow the federated training process
mentioned above, except the local data will be the combination of original data
and augmented data {(d;,d;"9)}" ;.

Notice that during the whole training process, including original data train-
ing, speaker training, and augmented data training, no client share their data to
other clients or the server. Thus the training data privacy is preserved.

4.2 Federated Pre-exploration

Pre-exploration allows the agent to explore the newly deployed environment and
update itself based on the new information. From the perspective of data privacy,
centralized pre-exploration is impractical here, since it assumes one navigation
agent can get access to data from all the unseen environments. Fu et al.[I1]
proposed environment-based pre-exploration, which allows each agent to train
on only one environment. Thus no data will be shared with other parties, and the
data privacy in unseen environments is preserved. From the performance point
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of view, for centralized training, since the agent is trained on all the data from
all the environments, it should have better generalizability. However, training in
all the environments may hinder the agent from better adapting to one specific
environment. For environment-based pre-exploration, the agent can focus on
one specific environment, while the limited data amount and data bias in one
environment may lead to a less generalized agent.

Furthermore, as shown in Table [[]and Fig. @ we found that the instructions
generated by the speaker are statistically significantly different from human-
generated instructions. Moreover, the language pattern is much simpler than
human language. Since current methods only use augmented data with speaker-
generated instructions for training during pre-exploration, the agent might suffer
from the huge distribution shift between instructions in augmented data and
validation data, and can not understand instructions in validation data well.
This problem could be even worse on environment-based pre-exploration since
the data for one agent is of a smaller amount and from a single environment.

What is more, according to former research [44], the agent will perform better
on seen paths or environments. Thus, the best solution is to maintain the gen-
eralizability to understand language and adapt to a specific visual environment.
To this end, as in Fig. we propose federated pre-exploration. In federated
pre-exploration, The server will only maintain a global language encoder, which
is initialized with the global encoder after decentralized federated VLN train-
ing. During each communication round, the server will send the global language
encoder E'~! to the selected clients. Then the selected clients will update its
language encoder with E~1, and train the full agent on its local data:

E} i, Ef;, M} = ClientUpdate(E} !, EF ' M 7, ) (8)
After local training, the model will send only the language encoder Eil to the
server for aggregation as lines 9,11 in Alg. [I] In this way, the language encoder
will be jointly updated on data from all the participated environments, thus
being more generalized. Meanwhile, to further improve the generalizability of
the language encoder, we randomly sample a fraction of seen environments at
each communication round, where agents will also follow the training process
above. The trajectory encoding module E7; and multi-modal decision module
M; will keep training locally, which can help local agents adapt to their own
environments. For validation, we used the local models after local training. The
whole training procedure is in Alg. [I]

5 Experimental Setup

5.1 Datasets

We implement our federated learning framework on two datasets: Room-to-
Room (R2R) [ and Room-across-Room (RxR)(en) [28]. Both datasets are de-
veloped on the Matterport3D Simulator [4], a photorealistic 3D environment for
embodied AT research.
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Algorithm 1 Federated Pre-exploration
1: Parameters: Seen participation rate r1, unseen participation rate r2; local learning
rate A; server learning rate 17; number of communication rounds 7'; number of seen
environments n; number of unseen environments m; local training epochs 7.

2: Initialize: E} ; = Ef, By, = E9, M{ = M°, for i in {1,2,...,n+m}

3: for t in [1,T] do

4: Server sample ri1n seen environments and rem unseen environments as ¢

5:  Server send global language encoder to selected environments E*~*

6: for client in ¢; do

T Client update language encoder: Ef_l =Fgt!

8: Client local training: Ef ;, Bt ,;, M{ = ClientUpdate(EtLTil, EtTTil, M7 TN
9: Client upload delta of the language encoder AE! = E! — E'~! to the server
10:  end for

11:  Server update language encoder: Ef = B~ + ¢ Ziem %AEE

12: end for

R2R [4] is constructed by generating the shortest paths from sampled start
and end points. Then collect three associated navigation instructions for each
path using Amazon Mechanical Turk (AMT). The dataset contains 7,189 paths
from 90 environments, and each path contains 3 instructions. The environments
are split into 61 environments for training and seen validation, 11 for unseen
validation, and 18 for testing. The environments in unseen validation and unseen
test set do not appear in the training environments.

RxR [28] is proposed to mitigate shortcomings of former VLN datasets. Specif-
ically, it is a large-scale dataset with multilingual instructions. It contains 16,522
paths and 126,069 instructions, among which 42,002 instructions are in English.
RxR also ensures spatiotemporal alignments between instructions, visual per-
cepts, and actions for agent training. The RxR dataset samples arbitrary paths
from point to point (not necessarily shortest paths) to avoid data bias.

5.2 Evaluation Metrics

For both datasets, we report Success Rate (SR), Success Rate weighted by Path
Length (SPL), Oracle Success Rate (OSR), and navigation Error (NE) as goal-
oriented metrics. SR is calculated as the percentage of the agent stop within 3
meters from the end point. SPL [2] is defined as Success weighted by normalized
inverse Path Length, which considers both navigation effectiveness and efficiency.
OSR is the percentage of the agent visiting a point within 3 meters from the
end point. NE is the average distance between the agent’s final location and
the end point. We also report Coverage weighted by Length Score (CLS) [26]
and normalized Dynamic Time Warping (nDTW) [24] to validate the fidelity of
navigation paths, which penalize the deviation from the reference path. SR and
SPL are often considered as the primary metrics for VLN evaluation.
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5.3 Baselines

Currently, we do not consider pre-training privacy, and VLN data pre-training
infringes on data privacy. Thus, we choose two strong VLN baselines without
VLN pre-training for experiments:

1. Envdrop [40]: the environment dropout model uses Bi-directional LSTM as
the language encoder and attentive LSTM as the action decoder, a mixed
learning objective of imitation learning and reinforcement learning.

2. CLIP-ViL [3§]: the CLIP-ViL model adapts CLIP [36] visual encoder to
improve vision and language encoding and matching for vision-and-language
navigation.

5.4 Implementation Details

When training on seen environments, the total number of training steps of local
models is the same as centralized training steps. At each communication round,
we use the participation rate of » = 0.2, and train each local agent for 7 = 5
epochs on local data. For federated speaker training, we select the best model
on seen validation data according to BLEU2 score to generate instructions.
During pre-exploration, we use the participation rate of r; = 0.6 for un-
seen environments. And we train each agent for 73 = 1 epoch over unseen lo-
cal dataset. When training across seen and unseen environments, we use the
participation rate of ro = 0.18 for seen environments. To validate the effective-
ness of our framework, for centralized pre-exploration, environment-based pre-
exploration and federated pre-exploration, we use federated trained speaker to
generate pseudo-instruction and train from federated trained navigation agent.

6 Results

6.1 Decentralized Federated Training

Seen environment training In Table [2| and Table 3] we report the results for
seen environment training on R2R and RxR datasets for both baselines.

First, federated learning performs worse than centralized training on seen
environments with an average of 2.43% SR gap. This is reasonable, as centralized
training can easily overfit to the seen training data for better performance on
seen environments, while for federated learning, because of the decentralized
optimization over protected local data, the global model can not overfit to the
seen environments as well as centralized training.

The performance on unseen environments tests the generalization ability of
VLN models and is used for VLN evaluation. As seen in Table [2] and Table [3]
on unseen environments, decentralized federated training achieves comparable
results with centralized training, on both original data training and augmented
data training across different VLN models. For example, FedEnvdrop performs
better than Envdrop on R2R and nearly the same on RxR, and FedCLIP-ViLL
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Model Val-Seen Val-Unseen
NE| OSRt SPLt SRt CLST nDTW?|NE] OSR?T SPL1 SRt CLStT nDTW+?
Envdrop 4.71 65.6 53.2 56.1 66.8 55.0 |5.87 52.7 40.9 44.5 57.1 42.3

FedBnvdrop  |4.69 63.1 524 550 664  55.1 [5.66 53.0 434 465 59.0 455

Envdropaug 3.81 73.1 56.5 62.4 654 55.2 [5.37 61.7 40.9 50.0 50.5 38.1
FedEnvdropauwg [4.00 69.3 53.8 61.8 70.9 60.9 [541 56.9 46.3 49.8 60.3 47.1

CLIP-ViL 407 70.7 57.9 62.9 67.7 558 [5.02 63.1 47.5 53.6 58.1 44.5
FedCLIP-ViL _ |4.28 67.2 55.8 604 65.7 533 ]4.91 619 47.6 534 57.9 444

CLIP-ViLayg 3.52 75.0 61.7 66.8 69.3 58.6 [4.59 67.4 50.7 57.0 59.2 46.4
FedCLIP-ViLaug|4.13 69.8 58.2 62.6 67.3 56.7 [4.80 65.9 49.8 56.3 59.2  46.1

Table 2. R2R Results of seen environment training. Envdrop is the centralized En-
vdrop model, and FedEnvdrop is the federated Envdrop model. Envdropa.u,s means
the Envdrop model trained with augmented data. Our decentralized federated training
outpeforms centralized training with Envdrop and achieves comparable results with
CLIP-ViL on unseen environments.

Model Val-Seen Val-Unseen
NE| OSRt SPL1 SRt CLST nDTW?|NE] OSRt SPL1 SRt CLST nDTW+1
Envdrop 7.97 51.6 38.0 40.7 58.8 54.0 |8.42 45.1 31.8 35.0 55.6 50.6

FedEnvdrop [8.60 49.2 33.8 36.8 56.2 51.0 |8.59 44.3 31.0 34.2 55.1 49.7

CLIP-ViL 6.92 56.8 423 46.5 60.0 56.2 |7.38 50.6 34.9 39.5 55.6 51.2
FedCLIP-ViL|7.18 54.6 40.0 44.2 59.0 54.7 |8.54 50.1 35.0 39.4 56.0 51.5

Table 3. RxR results of seen environment training. Decentralized federated training
obtains comparable results with centralized training on unseen environments (e.g., only
0.1% SPL difference with the CLIP-ViL model).

obtains comparable results with CLIP-ViLi on both R2R and RxR. Thus, in
terms of generalization ability, our decentralized federated training method is
comparable with centralized training while protecting the training data privacy.
Federated speaker vs. centralized speaker From Table [2, we notice that
when training with augmented data, federated learning has an average gap of
0.45% on unseen SR, compared with centralized training, which is slightly worse
than results without augmented data. We suspect that it’s because the federated
speaker produce slightly worse augmented data than the centralized speaker. So
we compare the BLEU score between federated speaker and centralized speaker
in Table [ Results show that federated speaker performs 1.15 worse than cen-
tralized speaker on seen validation on BLEU2 score, but is 0.65 better on unseen
validation data, which is quite aligned with the navigation results. Since we do
data augmentation on seen environments, federated speaker generates slightly
lower-quality pseudo instructions.

To further validate this, we replace federated speaker with centralized speaker
to generate the augmented data. Results are on Table o] when trained with the
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Speaker Val-seen Val-unseen Speaker Envdrop CLIP-ViT
CLIP Cent 33.5 30.2 Centralized  49.9 56.6

CLIP Fed 32.7 31.5 Federated 49.7 55.9
ResNet Cent  33.6 307

ResNet Fed 32.1 30.7 Table 5. Comparison of SR between

two baselines on data generated by cen-
Table 4. Comparison of BLUE2 score tralized speaker and federated speaker
between federated speaker and central- on R2R validation unseen averaged on
ized speaker based on the CLIP en- two runs. Using centralized speaker im-
coder and the ResNet encoder on R2R. proves the navigation performance.

same augmented data by centralized speaker, whose quality is still worse than
original data, decentralized federated training also obtains comparable perfor-
mance with centralized training. Thus, federated learning can train a generalized
model on both original data and pseudo data.

6.2 Federated Pre-exploration

To validate the effectiveness of federated pre-exploration on unseen environ-
ments, we compare centralized pre-exploration, environment-based pre-exploration,
and different federated pre-exploration methods: full model sharing (Fed-Full),
sharing language encoder only (Fed-Lan), and sharing language encoder across
seen and unseen environments (Fed-Lan-+seen). Results are shown in Table [
Navigation performance For centralized pre-exploration and Fed-Full, in
which one agent is optimized on data from all the environments, the agent
can not adapt very well on one specific environment. For example, there is a
gap of 3.85% on SR between centralized training and environment-based pre-
exploration. When sharing only the language encoder during federated learn-
ing, the validation results improve significantly comparing with full model shar-
ing (e.g. 4.6% on SR) since the agents can adapt to each environment better.
Also, the generalization ability of language encoder is better than environment-
based pre-exploration, since it is trained on more data across different envi-
ronments. Thus sharing only the encoder in federated pre-exploration achieves
better results comparing with environment-based pre-exploration. Federated pre-
exploration with seen environments further improves the performance benefit-
ing from human labeled data, and achieves around 1.8% SR improvement than
environment-based pre-exploration.

Degree of privacy From the perspective of privacy preserving, environment-
based pre-exploration is the best, where nothing in the unseen environments will
be shared with others. Centralized training is clearly the worse, where all the ob-
servable data from unseen environments will be directly shared with the server.
Federated pre-exploration only uploads the model updates to the server. Among
federated methods, sharing only the language encoder protects data privacy bet-
ter than full model sharing: it only shares the updates of language encoder, which
accounts for only 24.6% of the parameters and keeps other modules completely
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Model  Method NE/ OSRt SPL} SRt CLSt nDTW+ Privacy?t

Centralized  3.81 75.8 61.2 64.6 71.4 64.6 O - sharing data
Env-based 3.63 77.2 62.0 65.9 72.3 66.5 3 - no sharing

Envdrop Fed-Full 394 749 594 629 70.8 63.0 1 - model sharing (100%)
Fed-Lan 3.56 78.4 63.0 66.7 73.1 67.1 2 - model sharing (24.6%)
Fed-Lan+seen 3.51 78.5 63.6 67.6 73.1 67.3 2 - model sharing (24.6%)

Centralized  3.66 75.4 61.7 66.1 70.1 62.5 0 - sharing data
Env-based 3.45 78.0 65.2 69.2 72.5 65.8 3 - no sharing

CLIP-ViT Fed-Full 3.78 749 60.5 64.8 69.2 61.0 1 - model sharing (100%)
Fed-Lan 3.27 79.8 66.4 70.1 74.4 69.3 2 - model sharing (24.6%)
Fed-Lan+seen 3.21 79.8 67.3 71.0 74.4 (8.7 2 - model sharing (24.6%)

Table 6. Comparison between different pre-exploration methods on R2R unseen val-
idation. Fed-Full means full model sharing federated learning, Fed-Lan means sharing
only language encoder in federated learning, Fed-Enc+seen means federated training
with seen environments and sharing encoder only.

local. Training with seen environments will not make the training process less
private, as seen environments already shared their parameter updates with the
server in decentralized federated training process.

Overall, our federated pre-exploration method achieves a good performance-
privacy trade-off. Centralized training is both worst in terms of navigation ability
and privacy protection. Environment-based pre-exploration has the best privacy
protection of unseen environment data. Federated pre-exploration achieves the
best navigation results with little privacy cost by keeping all client data locally,
and sharing only the language encoder model updates with the server.

7 Conclusion and Future Work

In this paper, we study the data privacy problems in vision-and-language naviga-
tion with respect to two learning scenarios: seen environment training and unseen
environment pre-exploration. We propose a novel federated vision-and-language
navigation (FedVLN) framework to preserve data privacy in both learning stages
while maintaining comparable navigation performance. Furthermore, we present
that federated pre-exploration can even outperform all previous pre-exploration
methods and achieves the best performance-privacy trade-off. As the first work
along this direction, our work does not consider adversarial attacks that can
potentially recover data information from shared local model updates, and we
believe future work can consider more embodied AI tasks and defend against
privacy attacks for more data security.
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