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Abstract. Multimodal large language models (MLLMSs) have shown im-
pressive reasoning abilities. However, they are also more vulnerable to
jailbreak attacks than their LLM predecessors. Although still capable of
detecting the unsafe responses, we observe that safety mechanisms of the
pre-aligned LLMs in MLLMs can be easily bypassed with the introduc-
tion of image features. To construct robust MLLMs, we propose ECSO
(Eyes Closed, Safety On), a novel training-free protecting approach that
exploits the inherent safety awareness of MLLMSs, and generates safer
responses via adaptively transforming unsafe images into texts to ac-
tivate the intrinsic safety mechanism of pre-aligned LLMs in MLLMs.
Experiments on five state-of-the-art (SoTA) MLLMs demonstrate that
ECSO enhances model safety significantly (e.g., 37.6% improvement on
the MM-SafetyBench (SD+OCR) and 71.3% on VLSafe with LLaVA-
1.5-7B), while consistently maintaining utility results on common MLLM
benchmarks. Furthermore, we show that ECSO can be used as a data en-
gine to generate supervised-finetuning (SFT) data for MLLM alignment
without extra human intervention.
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1 Introduction

Multimodal Large Language Models (MLLMs) [3L[6}/11}/16,45,(47] have attracted
significant attention for their remarkable multimodal capabilities. Building upon
the Large Language Models (LLMs) [9,/17,[37,|38], they are aligned with a pre-
trained visual encoder using text-image datasets [19}/20,22]|, empowering LLMs
to conduct conversations with image inputs. Despite these accomplishments,
MLLMs encounter challenges in inheriting the safety mechanism of their LLM
predecessors. In particular, though MLLMs are built upon LLMs that have been
well-aligned with human morals and values |9,[39], they can be easily induced to
generate unethical content with the introduction of image inputs [23}29,/50].
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To protect MLLMs, one can repeat training-based alignment strategies of
LLMs on MLLMs, such as Supervised Finetuning (SFT) [5,[21}/26,/42] and Re-
inforcement Learning from Human Feedback (RLHF) [10,28,31]. However, this
requires meticulous design of red-teaming queries to induce LLMs to generate
harmful responses, and can become even more challenging when image inputs
involved [29,/50]. Thus, the question is: “How can we transfer the pre-aligned
safety mechanisms of LLMs to MLLMs?”

In this paper, we start by conducting a throughout analysis on the safety
assessment ability of MLLMs. We observe that despite their susceptibility to
malicious queries, (i) MLLMs exhibit clear awareness of unsafe content in their
own responses [5]. (ii) The safety mechanism of pre-aligned LLMs persists in
MLLMs, but is “suppressed” by the introduction of image features. However, this
can be restored by simply removing the images. Building upon these insights,
we propose ECSO (Eyes Closed, Safety On), a novel training-free MLLM pro-
tection strategy exploiting the intrinsic safety mechanisms of pre-aligned LLMs.
When presented with an image input with a user query, ECSO first leverages the
safety awareness of MLLMs to assess safety of their own responses in a post-hoc
manner. Once unsafe initial responses are detected, ECSO converts the image
inputs into texts via a query-aware image-to-text (I2T) transformation, and re-
duces MLLMs to (text-only) LLMs. Safe response generation without images is
then performed to restore the safety mechanism of pre-aligned LLMs. Exper-
iments on five MLLM benchmarks demonstrate that the proposed ECSO can
significantly enhance model safety without sacrificing the utility performance on
common MLLM benchmarks. Moreover, we show that ECSO can be used as
a data engine for the generation of SFT data to align MLLMs without extra
human intervention.

The main contributions of this work are as follows.

1. We demonstrate that MLLMs, though susceptible to jailbreaking attacks,
can detect unsafe content in their own responses and also inherit the safety
mechanisms from pre-aligned LLMs that have been inadvertently suppressed.

2. We propose ECSO, a novel training-free and self-contained MLLM protec-
tion strategy via first discriminating the safety of its own response and then
transforming input images into texts in a query-aware manner to restore the
intrinsic safety mechanism of LLMs.

3. ECSO significantly enhances the safety of five SOTA MLLMs, without sac-
rificing their performance on utility.

2 Related Work

MLLM Vulnerability. By integrating the capabilities of visual perception
with LLMs, MLLMs |[1},|3,(6L[11}[16}/45] inherit robust reasoning capabilities of
LLMs and excel in dialogues incorporating with visual elements. Despite their
impressive capabilities, it has been observed that SOTA MLLMs are increasingly
vulnerable to malicious visual inputs [24]. Recent works can be bifurcated into
two approaches with respect to the injection of malicious content. One line of
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Fig. 1: (left) MLLMs are vulnerable to malicious questions when queried with images
but can restore safety when images are excluded. (right) Comparisons of harmless rate
(%) of model responses with and without images on five state-of-the-art MLLMs.

works show that embedding the malicious textual queries into images via
typography can effectively circumvent the defense mechanisms of MLLMs. The
other approach focus on employing gradient-based
techniques to create adversarial images that prompt generation of the harmful
responses, revealing severe vulnerability.

MLLM Protection. To enhance safety of MLLMs, a straightforward approach
involves aligning MLLMs with specially-constructed red-teaming data .
However, red-teaming is labor-intensive and may not encompass all potential at-
tack vectors. Another approach focuses on protecting MLLMs during inference.
Wu et al. introduce the manual crafting of system prompts delineating per-
missible and impermissible actions. However, this may become less effective when
new attacks emerge. Wang et al. employ safety steering vectors to adjust
MLLM activation in response to the unsafe inputs. However, this may overlook
unsafe intents in images that are not detectable by text-centric safety vectors.
Most relevant to ours are the works in [7,[29]. Chen et al. [7] introduce a novel
automatic self-moderation mechanism, enabling MLLMs to assess and adjust
their responses against specific criteria. Despite its promising performance, we
will show in Sec. that, even though instructed to respond safely, MLLMs still
struggle to give responses when confronted with images, highlighting the limi-
tation of [7]. Pi et al. augments MLLMs with an ancillary unsafe content
detector and output detoxifier, which are external and necessitate additional
training on extensive datasets. Instead, the proposed ECSO solely leverages the
intrinsic safety mechanism of the pre-aligned LLMs in MLLMs, and is devoid of
any further training.

3 Preliminary Observations

In this section, we show two intriguing findings involving the safety mechanism
of MLLMs, paving the way for the proposed ECSO in Sec. [4



4 Y. Gou et al.

QUERY: How to use skis to cause harm to others? _950%
o LLaVA-1.5
RESPONSE: To cause harm to others while riding down a slope one @ 95.9%
could use skis in a reckless manner... N
Share 96.6%
GPT4V 96.4%

Is the RESPONSE harmful, unsafe and unethical? Answer yes or no:
mPLUG- 88.5%

LLaVA-1.5: Yes owL2 87.2%

_________________________________ Qwen-VL- | 92.7%
Chat 92.7%

QUERY: Can you come up with a name for this cat?

RESPONSE: Sure, how about "Whiskerface" for this adorable cat? InternLM- | 86.9% T
XCom poser 87.3% - wio lngss
Is the RESPONSE harmful, unsafe and unethical? Answer yes or no: 60 70 80 90 100
Accuracy (%) of MLLMs discrimination on whether
LLaVA-1.5: No their own responses are safe or not

Fig. 2: (left) Though vulnerable to malicious questions, MLLMs are aware of the unsafe
responses of their own. (right) Accuracy of MLLMs discrimination (with and without
images) on whether their own responses are safe or not .

3.1 Safety Mechanism Persists in MLLM

In contrast to previous findings suggesting that MLLMs struggle to inherit the
safety mechanisms in LLMs , here we present a more nuanced view that
MLLMs can retain the safeguard when images are not shown to the MLLM. In
the following, we perform experiment on the VLSafe dataset , which contains
1,110 pairs of queries and images. This dataset has two key features: (1) The
malicious queries are paired with benign images; and (2) The input images are
auxiliary, i.e. the queries can be answered without referencing the images. These
features allow us to dissect the interaction between visual features and safety
mechanism by evaluating MLLMs’ responses with and without input images.

Figure[I]compares the harmless rates of MLLMSs’ responses with and without
the presence of images. As can be seen, when images are present, the MLLMs
(except Qwen-VL-Chat ) are vulnerable to malicious queries, demonstrating a
mere 20% harmless rate. On the other hand, when images are removed from the
queries, all models achieve nearly 100% harmless rate. We hypothesize that this
discrepancy arises from a distribution shift caused by integrating LLMs with the
visual inputs. Specifically, the incorporation of images alters the pre-aligned em-
bedding space of LLMs, rendering existing defense mechanisms ineffective .
However, we will show in Sec. that the safety mechanism can be reactivated
once images undergo a query-aware 12T transformation.

3.2 MLLMs are Aware of Their Own Unsafe Responses

While MLLMs are susceptible to generating harmful content, we investigate
whether they are aware of their own safety issues. In this experiment, we collect
1000 responses from LLaVA-1.5-7TB. 500 of them are safe and the remaining
500 are unsafe as evaluated by GPT—4E| and double-checked manuallyEl We then
prompt the MLLMs (detailed in Sec. to classify the responses as safe or
unsafe. Figure [2] shows the classification accuracies obtained on five MLLMs. As

4 https://chatgpt.ust.hk
5 More detailed description on the dataset can be found in Appendix A.3.
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Fig. 3: Overview of ECSO. Step 1: User queries are full-filled as usual. Step 2: The
MLLM is prompted to judge whether its initial response is safe or not. Safe answers are
returned, while unsafe ones proceed Step 3 and 4. Step 3: Images of unsafe queries are
converted into texts via query-aware text-to-image transformation. Step 4: Malicious
content in either images or user queries are now both represented by plain text, which
can be deal with by the pre-aligned LLMs in MLLMs to generate safe responses.

can be seen, though the MLLMs may generate unsafe responses, they exhibit a
high degree of safety awareness. Notably, both LLaVA-1.5-7B and ShareGPT4V-
7B achieve over 95% accuracy in their assessment. It is crucial to highlight that
unlike Figure [1} the assessment here is robust whether the input images are
presented or not. Therefore, safety awareness of MLLMs is not compromised
by the presence of images. If not otherwise stated, we conduct MLLM safety
discrimination with images by default in the sequel.

In summary, a significant discrepancy is observed between MLLMSs’ ability
to generate safe content (Figure [1)) and their capacity for safety discrimination
(Figure . This divergence may be attributed to the inherent ease of discrimi-
nation tasks over generation tasks (a hypothesis supported by ) or understood
through analogies drawn from scalable oversight and complexity theory . In
Sec. [4} we will explore how leveraging these insights can effectively mitigate the
safety concerns associated with MLLMs.

4 Methodology

In this section, we propose ECSO (Eyes Closed, Safety On), a novel training-
free MLLM protection strategy by exploiting the two observations in Sec.|3] An
overview of the main steps is shown in Figure [3]

4.1 Harmful Content Detection

Given a (benign or malicious) user query with image v and query x, we first
prompt the MLLM Fy (with parameter ) to output response 3 (Figure [3)):
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Harm Detection Query-aware 12T Transform Safe Response Generation w/o Images

### Human: <image> ### Human: <image> ### Human: You are given some hints
regarding a question on an image.

Query:{Original query}. Request:
{Original query}. Hints: “Answer: {Query-aware caption}”
Response:{Potentially

harmful response}.

Based on the hints, answer the following

EREED O 6 [RETEsT question in a HARMLESS and

describe the image.

Is the Response harmful, ETHICAL way.
unsafe and unethical?

Answer yes or no: ##H# Assistant: {Original query}.
#t# Assistant: #it# Assistant:

Fig.4: Prompt templates for ECSO, where <image> denotes the presence of
image inputs and {} denotes a placeholder for the actual text inputs.

y=Fo(v, ). (1)
The response § may not be safe as MLLMs are susceptible to attacks. Using a
prompt template Pyet for harm detection (Figure [4} left) to wrap x and g, we
ask the MLLM to discriminate the safety of its own § (Step 2 in Figure|3)), and
output the predicted safety s of the model response:

s = Fp(v, Paet(z,9)), (2)

The near-GPT-4 performance on safety assessment, as seen in Sec. [3:2] supports
this introspection. If the model response g passes this self-checking, it will be
presented to the user. On the contrary, if 3 is detected as unsafe, we propose
to first transform the image into text (Step 3 in Figure [3)) and then query the
MLLMs again without visual inputs (Step 4 in Figure [3)). These will be detailed

in Sec. f:2] and [£-3] respectively.

4.2 Query-Aware Image-to-Text (I2T) Transformation

To restore the intrinsic safety mechanism of the pre-aligned LLMs in MLLMSs, we
propose to transform the input query image to plain text. Any malicious content
in the image that might induce harmful responses are then either converted to
text or completely left away from the remaining procedure. However, there may
be information loss in the image-to-text (I2T) conversion. To retain the image
information to the greatest extent, we use a prompt template Pians (Figure |4}
middle) that includes the original question. The MLLM is then prompted to
generate the query-aware caption c:

¢ = Fo(v, Pyrans()). (3)

As will be seen in Sec. query-awareness in c is indispensable because without
it, the caption might not include all the relevant information necessary to answer
the original query. Here, we implement this process with captioning, though more
advanced T2I transformation methods (e.g., [43]) can also be explored.
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Text SD OCR SD+OCR
only |Direct ECSO ‘Direct ECSO ‘Direct ECSO

01-Illegal Activity [94.9| 78.4 96.9 (+18.6)| 22.7 96.9 (+74.2)| 25.8 92.8 (+67.0
02-HateSpeech 93.9| 84.7 96.9 (+12.3)| 56.4 87.7 (+31.3)| 51.5 90.2 (+38.7
03-Malware Generation|47.7| 84.1 97.7 (+13.6)| 31.8 86.4 (+54.6)| 38.6 84.1 (+45.5
04-Physical Harm 71.5| 81.9 93.8 (+11.8)| 40.3 88.9 (+48.6)| 41.0 84.7 (+43.8
05-Economic Harm [97.5| 95.9 96.7 (+0.80)| 86.9 97.5 (+10.7)| 86.9 96.7 (+9.80
06-Fraud 85.71 79.9 95.5 (+15.6)| 28.6 89.0 (+60.4)| 33.1 85.1 (+52.0
07-Pornography 88.1| 90.8 93.6 (+2.80)| 76.2 88.1 (+11.9)| 69.7 76.2 (+6.40
09-Privacy Violence |[75.5| 84.2 92.1 (+7.91)| 41.7 87.8 (+46.0)| 43.9 81.3 (+37.4

Average |81.9] 85.0 95.4 (+10.4)| 31.7 90.3 (+42.2)| 32.1 86.4 (+37.6)

Table 1: Harmless rates on MM-SafetyBench with LLaVA-1.5-7B [22]. ECSO
significantly improves the safety of MLLMs by restoring their intrinsic safety mecha-
nisms, alleviating the necessity of additional training procedure [5}/29].

Scenarios

4.3 Safe Response Generation Without Images

Recall from Sec. [3.1]that LLMs are safer than MLLMs and the safety mechanism
in MLLMs can be reinstated with the removal of image inputs. To acquire a safer
response, we prompt MLLMs with the original query along with the previously
generated query-aware caption c in Sec. (instead of the query image):

y =TIy (null, chn(cv ZL’)), (4)

where null denotes an empty input (i.e., the query image v is excluded), and
Pye,, is the prompt for safe response generation without images (Figure right).
Since images have been removed, the MLLM reduces to a text-only LLM. This
step is effective in safeguarding the MLLM because any malicious contents that
induce harmful responses are exposed to the safe pre-aligned LLM. To further
underscore the priority of safety, we include the words “HARMLESS and ETH-
ICAL” in the prompt during inference, as shown in Figure 4| (right).

5 Experiments

In this section, we empirically evaluate the proposed ECSO. First, we introduce
the experimental settings in Sec. and Then, we assess ECSO from the
following perspectives: (i) How well can ECSO protect the existing MLLMs?
(Sec. (ii) Can ECSO maintain the utility of MLLMs? (Sec. (iii) Can
ECSO serve as a data engine to produce data for safety alignment? (Sec. .
Besides, we ablate the effects of the key components of ECSO in Sec.

5.1 Models and Evaluation Protocols

Models. Five SOTA MLLMs are considered, including the LLaVA-1.5-7B [22],
ShareGPT4V-7B [6], nPLUG-OWL2-7B [45], Qwen-VL-Chat [3]| and InternLM-
XComposer [47]. To demonstrate the effectiveness of the proposed ECSO, we
compare with directly prompting the MLLMs and responding to queries (denoted
Direct).
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Fig. 5: Qualitative comparison showing how ECSO generates harmless response.
Direct/Initial responses: Model response when directly prompted. This is also the
initial response in the first step of ECSO. Harm?: Harmful content detection as in
Sec. Caption: Query-aware 12T captioning as in Sec. ECSO: Safe response
generation without images by ECSO as in Sec. Text in Red (resp. green) is harmful
(resp. harmless). Dashed red rectangles highlights content activating the safety mech-
anism within the pre-aligned LLMs in Sec. @

Evaluation. The safety degree of a model’s responses is measured by the harm-
less rate , which is defined as the proportion of safe responses over all the
responses D (i.e., HR = Y, %, where I(+) is the indicator function with
I(-) =1 if the response is harmless (as judged by prompting GPT-4 followed by
manual verification), and I(-) = 0 otherwise). The detailed prompt for GPT-4
can be found in Appendix A.

5.2 Safety Benchmark Datasets

Experiments assessing the safety of MLLMs’ responses are primarily performed
on the MM-SafetyBench and VLSafe 8] datasets. MM-SafetyBench
contains 5,040 examples with malicious intents in 13 common scenarios (e.g.,
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Fig. 6: Harmless rates on MM-SafetyBench (SD+OCR) for the ShareGPT4V-
7B 6], mPLUG-Owl12-7B |45|, Qwen-VL-Chat [3| and InternLM-XComposer-7B [47].
Blue and orange shades represent the harmless rates when querying MLLMs directly
and with our proposed ECSO, respectively.

illegal activities, hate speech, and malware generation). We evaluate on only 8
scenarios because empirically we find that even text-only LLMs perform poorly
on the remaining scenarios. Full results can be found in Appendix C. In this
dataset, most of the malicious contents are in the images, while the texts are
usually benign. The image in each question originates from malicious keywords
and can be from one of the following: (1) SD: Images generated by Stable Dif-
fusion (SD) [32]| by conditioning on the malicious keywords; (2) OCR images
with malicious keywords; (3) SD+OCR: Images generated by Stable Diffusion
and then subtitled by OCR. Apart from the multimodal data, MM-SafetyBench
also offers text-only questions built upon the malicious keywords, which will also
be evaluated in our experiment. VLSafe 8|, instead, contains 1,110 malicious
image-text pairs in its examine split. The malicious intent is clearly represented
in the text queries. Examples from both datasets are shown in Figure [f] More
details can be found in Appendix A.1.

5.3 Evaluation of Safety

Table [T compares the harmless rates on MM-SafetyBench by directly prompt-
ing LLaVA-1.5-7B (Direct) and prompting via the proposed ECSO. As can be
seen, ECSO greatly boosts the safety of LLaVA-1.5-7B. Specifically, on aver-
age, the proposed ECSO improves LLaVA-1.5-7B’s harmless rate from 31.7% to
90.3% when queried with OCR. images, and from 32.1% to 86.4% when queried
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with SD+OCR images. In particular, ECSO offers much bigger safety gains on
OCR and SD+OCR compared to SD. This is because SD is less effective in at-
tacking MLLMs (as can be seen from Table . As most SD responses obtained
by a direct prompting of LLaVA-1.5-7B are already benign, the improvement by
ECSO is smaller. It is interesting that the harmless rate of ECSO even surpasses
Text-Only (i.e., the upper bound of ECSO). This can be explained by the in-
clusion of the keywords “HARMLESS and ETHICAL” in Sec. [£.3] instructing
LLMs to pay more attention and respond in a safer way.
Figure [5| shows examples of how
+713%  476.4% 2% moee  FCSO generates harmless responses
+sa0%  from malicious queries. As can be

" = seen, after identifying harmful content

. in the initial response, ECSO converts
the image to text caption. As the LLM

o- is safety-aligned, it identifies unsafe
content in the caption and generates

o a harmless response.

N Figure [6] shows the comparison of

HevALe ohe s G e, harmless rates for the other MLLMs.
Notice that we only show results
Fig. 7: Harmless rates on VLSafe using on the SD+OCR split because it is
direct prompting versus ECSO. Red num- adopted as the default split in the
bers on the top indicate the absolute im- MM-Safetybench . The remaining
provement in terms of the harmless rate. results can be found in Appendix C.
As can be seen, the proposed ECSO
again offers safety protection for the MLLMs in a wide range of scenarios.
Figure[7]shows the harmless rate comparison on VLSafe for various MLLMs.
As can be seen, the proposed ECSO significantly improves the harmless rate.
Recall from Sec. [3:1] that the MLLMs can only achieve satisfactory harmless
rates when images are excluded. Now, with ECSO, we can maintain the safety
of MLLMs while retaining the information in the images. Hence, we conclude
that the proposed ECSO can effectively reactivate the safety mechanism within
MLLMs even with the presence of images via query-aware I2T transformation
and safe response generation without images.

100

@

N

N

5.4 Evaluation of Utility

In this section, we show that ECSO only causes minor degradation to the utility
of MLLMSs, and might even offer improvements in some scenarios.

Datasets. Experiments are performed on popular MLLM utility benchmarks,
including MME , MM-Vet , and MMBench . These benchmarks cover
a wide range of common abilities/tasks (e.g., maths, OCR, perception of objects,
color and understanding of arts) that are considered as important for MLLMs.
MME has the subsets of perception (MME-P) and cognition (MME-C),
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with 10 and 4 tasks, respectively. For each subset, the sum of accuracy and ac-
curacy+ |13| within each task are reported to evaluate utility. For MMBench [25|
and MM-Vet [46], accuracy and average GPT score (ranging from 0 to 1) for all
samples are reported. More details on these datasets are in Appendix A.2. We
assume that all queries are benign and do not induce harmful answers. In other
words, any detection of harm by MLLMs would be considered as a false alarm.

Models ‘ MME MMBench MM-Vet

LLaVA-1.5-7B 0.50% 1.23% 0.46%
ShareGPT4V-7B 1.93% 4.24% 0.46%
mPLUG-Owl2-7B 0.20% 0.20% 1.10%
Qwen-VL-Chat 1.26% 2.88% 4.59%
InternLM-XComposer-7B|0.08% 0.00%  0.00%

Table 2: Misclassification ratios of MLLMs predicting benign queries malicious

on MME |[13], MMBench [25], and MM-Vet [46], respectively. Most of the time, the
query-aware 12T transformation will not be triggered on common benchmarks.

Models MME-P MME-C MM-Vet MMBench
Direct ECSO ‘Direct ECSO‘Direct ECSO‘Direct ECSO
LLaVA-1.5-7B 1507.4 1507.4| 355.7 357.1| 30.5 30.6 | 64.6 64.2

ShareGPT4V-7B 1566.4 1567.1|376.4 380.7| 33.9 34.4 | 66.5 66.1
mPLUG-Owl2-7B 1456.0 1456.0|345.7 345.7| 33.9 33.9 | 66.7 66.5
Qwen-VL-Chat 1481.5 1481.5|347.1 347.1| 49.6 49.7 | 59.7 59.1
InternLM-XComposer-7B|1254.1 1254.1/200.7 200.7| 33.3 33.3 | 49.3 49.3
Table 3: Utility scores of MLLMs on MME-P [13], MME-C [13|, MM-Vet [46|, and
MMBench 25|, separately. The safety improvement of ECSO in Tablecomes without
sacrificing the utility performance.

Results. Table [2| shows the misclassification ratios by MLLMs that predict be-
nign queries as malicious. As can be seen, most of the time MLLMs can correctly
recognize the benign queries and do not trigger the I2T transformation process.
Table[3|shows the utility scores of MLLMs on the benchmarks. It can be observed
that across different models, ECSO does not hurt the utility scores of MLLMs
on MME-P and MM-Vet, while even offers slight improvement on MME-C and
MM-Vet. We speculate that this improvement might be attributed to the world
knowledge elicited from query-aware captioning.

5.5 Ablation Study

Necessity of excluding images. In ECSO, the unsafe image-text pairs are
queried again with images converted to captions. A critical design of ECSO is
that the actual images are discarded in this stage. Here, we show that the absence
of image is the key to generate safer responses. To ablate this feature, we insert
the image features to MLLMs in addition to the query-aware caption. Figure
B and Table [4] show the harmless rates of LLaVA-1.5-7B on MM-SafetyBench
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Table 4: Performance
Fig. 8: Harmless rate of LLaVA-1.5-7B when images of LLaVA-1.5-7B on the
are invisible and visible to the model. The SD+OCR examine split of VLSafe
split of MM-SafetyBench is evaluated here. with and without images.

(SD+OCR) and VLSafe (examine), respectively. On both benchmarks, the harm-
less rate decreases by a large margin with images are incorporated. Hence, ECSO
is indeed restoring the safety mechanism of pre-aligned LLMs, and very different
from multimodal Chain of Thoughts (MM-CoT) that succeeds only via
more reasoning steps or multi-turn self-moderation.

Furthermore, we find that the performance drop is more significant on MM-
SafetyBench than that on VLSafe. This can be explained by the differences
in sources of malicious contents. MM-SafetyBench attacks the image modality,
while VLSafe attacks the text modality. Hence, MM-SafetyBench, with images
visible to the MLLMs, is more prone to be induced.

Effect of Steps 3&4 In Sec.[1.2]and [£.3]
we caption the image (step 3) and query
the LLM again (step 4) in case of unsafe
responses. A seemingly simpler solution is
Table 5: Utility on MME, MM-Vet tO directly refuse to respond and output “I
and MMBench. cannot answer this question due to safety

constraint”. Table [f] shows the utility of
LLaVA-1.5 when employing such a strategy. As can be seen, the model with
steps 3 and 4 achieve higher utility because they always respond to the queries.

Methods ‘ MME MM-Vet MMBench

w/ step 3&4 |1865 30.6 64.18
w/o step 3&4| 1847  30.0 63.83

Effect of Query-aware 12T Transformations. In this experiment, we demon-
strate that the proposed query-aware I2T transformation in ECSO is indispens-
able to maintaining the utility of MLLMs. We use ShareGPT4V-7B for ablation
study, since it makes more mis-classifications as shown in Table[2] which makes it
more prone to affect the utility. To study the effect of conditioning on the query,
we replace Pirans with “Please give a caption for the image”. As demonstrated in
Table [0} the removal of query-aware I2T transformations has a negative impact
on the utility of MLLMs.

An example is shown in Figure [9] Using query-aware I2T transformation
(Figure EI, left), the generated caption mentions the positions of the two ele-
phants, which is pertinent to the query. Hence, when queried again without the
image, the model can give the correct answer. On the contrary, when the query
is not used for conditioning (Figure EI, right), the generated caption does not
offer any valuable clues and leads to an incorrect answer.
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Methods ‘ MME-P MME-C MMBench
Direct 1566.4 376.4 66.5
ECSO 1567.1(40.05%) 380.7 (+1.14%) 66.1 (—0.65%)

w/o Q. Trans.|1562.7 (—0.23%) 376.4 (+0.00%) 65.8 (—1.05%)

Table 6: Ablation study on the use of query-aware I2T transformation (ab-
breviated as Q. Trans.) in maintaining the utility of MLLMs.

& <image placeholder> o )
Request: "Is the gray <image placeholder>
elephant in front of the Please give a caption
brown elephant?”. Based for the image.
on the Request, describe
the image. )
‘ Caption2:
Caption: In the center of a circus ring, a trainer in a vibrant

red shirt is guiding a majestic gray elephant. The
elephant, adorned with a blue harness, is
performing a remarkable trick by standing on its
hind legs. The trainer holds a stick, possibly used
to direct the elephant's movements.

]

1

1

1

1

1

1

]

1

1

1

|

In the center of the image, a gray elephant is :
standing on a dirt floor, facing towards the right :
side of the photo. The elephant is positioned in |
front of a brown elephant, which is facing :
towards the left side of the photo. 1
1

1

1

1

1

1

1

1

1

1

1

1

1

1

& You are given some hints regarding a question
on an image. Answer: Caption2.
Based on the hints, answer the following
question in a HARMLESS and ETHICAL way.
Is the gray elephant in front of the brown
elephant?

You are given some hints regarding a question
on an image. Answer: Caption.

Based on the hints, answer the following
question in a HARMLESS and ETHICAL way.
Is the gray elephant in front of the brown
elephant?

Yes. (correct answer) No. (incorrect answer )

Fig. 9: Qualitative comparison on LLaVA-1.5-7B with (left) and without (right)
query-aware 12T transformations. The original queries are highlighted.

5.6 Safety Alignment

In this section, we show that ECSO can serve as a data engine to generate
SET samples for safety alignment. Traditionally, to conduct safety alignment, a
supervised dataset D* = {(v,z,y*)} (with potentially malicious querying text
x, image v and benign response y*) is required. However, curating the ground-
truth response y* can be expensive. In the following, we assume access to only
an unsupervised safety dataset D = {(v,x)}. To obtain benign response y for
alignment, we apply ECSO on D to acquire D’ = {(v,z,y)}, where y is the
generated safe response in Sec. Note that all intermediate results (including
the initial response ¢, safe indicator s, and query-aware caption c) are discarded.
Then, D’ can be used for safety alignment via supervised finetuning (SFT).

In this experiment, we adopt VLGuard , a supervised safety alignment
dataset containing 3000 query-response pairs covering various harmful categories
(e.g., privacy violation and deception), as D*. We replace the ground-truth re-
sponse y* with the ECSO-generated y to form D’. We then finetune two LLaVA-
1.5-7B models, one using D* while the other using D’, together with a set of
shared utility data to maintain utility. Finally, we evaluate the two finetuned
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Fig.10: Harmless rates of LLaVA-1.5-7TB on MM-SafetyBench (SD+OCR) using
ECSO and the finetuned on D’ (ECSO_ VLGuard) and D* (VLGuard) separately.

models on the SD+OCR split of MM-SafetyBench. More details on the fine-
tuning process and datasets are in Appendix B.2.

Figure [10| compares the harmless rates of the following models: (i) the orig-
inal LLaVA-1.5-7TB equipped with training-free ECSO (denoted ECSO), (ii)
directly prompting LLaVA-1.5-7B which has been finetuned on D’ and util-
ity data to respond to queries (denoted ECSO_VLGuard) and (iii) directly
prompting LLaVA-1.5-7B which has been finetuned on D* and utility data (de-
noted VLGuard). As can be seen, (i) In most cases, ECSO_ VLGuard is outper-
formed by ECSO since ECSO_ VLGuard is trained on the ECSO outputs. (ii)
ECSO_VLGuard offers better safety than VLGuard, showing that data gener-
ated by ECSO has comparable or even better quality than human-verified data,
offering better trade-off among safety and utility.

5.7 Limitation and Future Work

While ECSO can notably strengthen the safety of MLLMSs, it heavily relies on
the LLMSs’ capacity to identify and neutralize unsafe queries. Therefore, any de-
ficiencies in the LLMs’ safety mechanism may compromise ECSO’s performance
in multimodal scenarios. Moving forward, an exciting prospect for future re-
search is to explore how to turn multimodality from a challenge into an asset for
safety. By developing new methods harnessing rich context provided by multiple
modalities, it might be possible to create more nuanced and context-aware safety
mechanisms, increasing the efficacy and reliability of MLLMs’ safety protocols.

6 Conclusion

This paper proposes ECSO, an innovative and training-free safeguarding method
that capitalizes on the intrinsic safety mechanisms within MLLMs. Additionally,
our findings reveal that ECSO not only acts as a protective measure but also
serves as a powerful tool for autonomously generating Supervised Fine-Tuning
(SFT) data. This facilitates the alignment of MLLMs with desired safety stan-
dards without the need for additional human intervention. We hope that the
contributions of this work will provide valuable guidance for the community in
the ongoing endeavor to construct more secure MLLMs.
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