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Abstract. The trustworthy machine learning (ML) community is in-
creasingly recognizing the crucial need for models capable of selectively
‘unlearning’ data points after training. This leads to the problem of ma-
chine unlearning (MU), aiming to eliminate the influence of chosen data
points on model performance, while still maintaining the model’s utility
post-unlearning. Despite various MU methods for data influence erasure,
evaluations have largely focused on random data forgetting, ignoring the
vital inquiry into which subset should be chosen to truly gauge the au-
thenticity of unlearning performance. To tackle this issue, we introduce a
new evaluative angle for MU from an adversarial viewpoint. We propose
identifying the data subset that presents the most significant challenge
for influence erasure, i.e., pinpointing the worst-case forget set. Utiliz-
ing a bi-level optimization principle, we amplify unlearning challenges at
the upper optimization level to emulate worst-case scenarios, while si-
multaneously engaging in standard training and unlearning at the lower
level, achieving a balance between data influence erasure and model util-
ity. Our proposal offers a worst-case evaluation of MU’s resilience and
effectiveness. Through extensive experiments across different datasets
(including CIFAR-10, 100, CelebA, Tiny ImageNet, and ImageNet) and
models (including both image classifiers and generative models), we ex-
pose critical pros and cons in existing (approximate) unlearning strate-
gies. Our results illuminate the complex challenges of MU in practice,
guiding the future development of more accurate and robust unlearn-
ing algorithms. The code and supplementary material (appendix) are
available at https://github.com/OPTML-Group/Unlearn-WorstCase.

1 Introduction

In this work, we study the problem of machine unlearning (MU) [6, 7, 39, 45],
which aims to erase unwanted data influences (e.g., specific data points, classes,
or knowledge concepts) from a machine learning (ML) model, while preserv-
ing the utility of the model post-unlearning (termed ‘unlearned model’) for
information not targeted by the unlearning process. The concept of MU was
initially developed to meet data protection regulations, e.g., the ‘right to be
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forgotten' [30, 50]. Given its ability to evaluate data's impact on model perfor-
mance, the application of MU has expanded to address a variety of trustworthy
ML challenges. These include defending against ML security threats [33, 40],
removing data biases for enhanced model fairness [12, 46, 52], protecting copy-
right and privacy [1,19,76], and mitigating sociotechnical harms by,e.g., erasing
generative models' propensity for producing toxic, discriminatory, or otherwise
undesirable outputs [20,21,72].

With the growing signi�cance and popularity of MU, a wide array of un-
learning methods has been devised across various domains, such as image clas-
si�cation [20, 25, 32, 33, 60, 64], text-to-image generation [20�22, 29, 37, 72, 76],
federated learning [9,41,63,65], graph neural networks [11,13,14], and large lan-
guage modeling [19,66,69,70,73]. In this work, we delve into MU in vision tasks,
primarily concentrating on image classi�cation but also extending our investiga-
tion to text-to-image generation. For a detailed review of existing MU methods,
we refer readers to Secs. 2 and 3.

Our study concentrates on improving the reliability of MU evaluation, consid-
ering the diversity of unlearning tasks and methodologies. Our motivation stems
from the limitations in current MU evaluation methods, which heavily rely on ar-
ti�cially constructed random data forgetting scenarios [16,20,33,38], particularly
noticeable in MU for image classi�cation. However, the observation in [20] and
our own investigations (in Sec. 3) indicate that the e�ectiveness of unlearning
methods can signi�cantly vary with the selection of the forget set (i.e., the spe-
ci�c data points designated for forgetting), resulting in substantial performance
variance. This unlearning variability based on forget set choices leads us to re-
consider the possibility of exploring a worst-case forget setselection scenario.
Such a scenario would ideally represent the most challenging conditions for an
unlearning method's performance, reducing unlearning variance and facilitating
a more reliable assessment. This leads us to the following research question:

(Q) How can we pinpoint the worst-case forget set for MU to accurately assess
its unlearning e�cacy under such challenging conditions?

Fig. 1: Overview of unlearning under our proposal
(worst-case forget set) vs. random forget set. The
data in�uence is di�cult to remove under worst-case
forget set vs. random forget set.

Tackling (Q) can also be
viewed as creating an ad-
versarial evaluation to chal-
lenge the e�ectiveness of MU.
Yet, di�erent from existing
adversarial metrics such as
membership inference attacks
(MIAs) [8, 57] or adversar-
ial prompts in MU for im-
age generation [77], the worst-
case forget set method as-
sesses MU from adata selectionperspective, and is compatible with other metrics
for evaluating unlearning e�ectiveness and utility. We will show that the method
of selecting a worst-case forget set can be readily extended to di�erent unlearn-
ing scenarios, including class-wise forgetting (aiming to remove the impact of
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