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Abstract. With the ability to generate high-quality images, text-to-
image (T2I) models can be exploited for creating inappropriate con-
tent. To prevent misuse, existing safety measures are either based on
text blacklists, easily circumvented, or harmful content classification, us-
ing large datasets for training and offering low flexibility. Here, we pro-
pose Latent Guard, a framework designed to improve safety measures in
text-to-image generation. Inspired by blacklist-based approaches, Latent
Guard learns a latent space on top of the T2I model’s text encoder, where
we check the presence of harmful concepts in the input text embeddings.
Our framework is composed of a data generation pipeline specific to the
task using large language models, ad-hoc architectural components, and
a contrastive learning strategy to benefit from the generated data. Our
method is evaluated on three datasets and against four baselines.
Warning: This paper contains potentially offensive text and images.
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Fig. 1: Recent text-to-image generators are composed of a text encoder and a diffusion
model. Their deployment without appropriate safety measures creates risks of misuse
(left). We propose Latent Guard (right), a safety method designed to block malicious
input prompts. Our idea is to detect the presence of blacklisted concepts on a learned
latent space on top of the text encoder. This allows to detect blacklisted concepts
beyond their exact wording, extending to some adversarial attacks too (“<ADV>”). The
blacklist is adaptable at test time, for adding or removing concepts without retraining.
Blocked prompts are not processed by the diffusion model, saving computational costs.
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1 Introduction

The rapid development of text-to-image (T2I) generative networks has radically
transformed the content creation process. With T2l models such as DALL-E
3 |47] and Stable Diffusion [29], it is nowadays possible to effortlessly generate
complex scenes by just starting from their textual descriptions. However, T2I
models also introduce significant risks [5]. The ease with which users can generate
realistic images may lead to the creation of unsafe content, such as deepfakes,
propaganda, or offensive images, as shown in Figure [1| (left). Hence, there is a
need for safety mechanisms, blocking the creation of such content.

Existing T2I systems have integrated several safety-oriented strategies to prevent
the inclusion of offensive content in generated images. Among others, Midjour-
ney [45] blocks image generation if the input text for the T2I model includes
specific words [43]. These lists of forbidden words are typically referred to as
blacklists. While cheap and easy, this solution often fails, since malicious users
can rephrase offensive prompts manually or with optimization procedures [35],
circumventing the blacklist. In other models, such as DALL-E 3 [47|, large lan-
guage models (LLMs) tuned for harmful text recognition [10L/18] are used for
filtering the inputs. This brings high computational requirements, that may lead
to unsustainable costs. Moreover, optimization techniques targeting textual en-
coders [34,35] may be used to embed malicious text in seemingly innocuous
inputs, still bypassing LLM safety measures. To the best of our knowledge, there
is no available solution allowing for an efficient and effective safety check of T21I
input prompts. Hence, we present Latent Guard, a fast and effective framework
for enforcing safety measures in T2I generators. Rather than directly classifying
if the input text is harmful, we detect blacklisted concepts in a latent represen-
tation of the input text, as shown in Figure [1| (right). Our representation-based
proposal departs from existing systems, which often rely on text classification
or analysis, and compensates for their disadvantages. Indeed, by exploiting the
latent space properties, Latent Guard identifies undesired content beyond their
exact wording, hence being resistant to rephrasing and to optimization tech-
niques targeting textual encoders.

Latent Guard is inspired by traditional blacklist-based approaches, but operates
in a latent space to gain the aforementioned benefits. To achieve this, we use
contrastive learning to learn a joint embedding for words included in a blacklist
and entire sentences, benefiting from data specifically crafted for the task. Do-
ing so, Latent Guard allows for test time modifications of the blacklist, without
retraining needs. Our contributions can be summarized as:

1. We introduce the Latent Guard framework, a safety-oriented mechanism for
T2I generators based on latent space analysis;

2. We propose the first system based on content identification in latent text
embeddings, that can be adapted at test time;

3. We thoroughly evaluate and analyze our method in different scenarios.
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2 Related Work

Text-to-image generation FEarly approaches for T2I generation were based
on generative adversarial networks, suffering from limited scaling capabilities 38|
41|. Differently, diffusion models |9] allowed training at scale on billions of images.
This enabled to reach unprecedented synthesis capabilities from arbitrary text.
On top of seminal works [6,21,(28|, some improved approaches were proposed, by
using CLIP image features [27] or employing super-resolution models for higher
generation quality [30]|. Importantly, Latent Diffusion Models |29] perform the
diffusion process in an autoencoder latent space, significantly lowering computa-
tional requirements. Please note that all these approaches use a pretrained text
encoder for input prompts understanding.

Seeking Unsafe Prompts To promote safe image generation, researchers
engaged in red teaming efforts and optimization of text prompts to generate
harmful content. Many works studied the resistance of T2I models to hand-
crafted prompts for unsafe image generation [13,/12,[15,{2025]. Differently, oth-
ers employ adversarial search in the prompt space to optimize text leading to
harmful outputs [14,/42]. A popular strategy to seek unsafe prompts is to use
the textual encoder representations as optimization signal [34-37]. Please note
we aim to defend against this kind of attack in our work. For instance, [34] pro-
poses a discrete optimization applied to the prompt to generate a target concept,
enforcing that the prompt and the target map to the same latent representa-
tion. Similarly, in [35] this is combined with other techniques to bypass multiple
safety layers. Finally, in |2] unsafe prompts are optimized by minimizing noise
estimation differences with respect to pretrained T2I models.

Towards Safe Image Generation Information on safety measures in com-
mercial products is limited. It appears that blacklists for unsafe concepts are
used for Midjourney and Leonardo.ai [43,48]. In DALL-E 3 |47], they employ a
combination of blacklists, LLM preprocessing, and image classification. A simi-
lar approach is proposed in publicly-released works [18]. Instead, the diffusers
library uses an NSFW classifier on generated images [44]. Safe Latent Diffu-
sion [31] manipulates the diffusion process to mitigate inappropriate image gen-
eration. While effective, this still requires to perform image synthesis, resulting
in computational costs. Others [22] use inpainting to mask potentially unsafe
content, or unlearn harmful concepts either in the diffusion model [40] or in
the textual encoder [24]. |12] proposes to remove harmful concepts by manipu-
lating image generation processes. These methods require expensive finetuning,
while Latent Guard can be deployed in existing systems without further training.
Moreover, we stress that our proposal tackles complementary aspects of safety,
and as such it can be integrated with the aforementioned strategies.

3 The Latent Guard Framework

Here, we introduce Latent Guard. We start by observing that directly classifying
safe / unsafe prompts requires to annotate large datasets |18|7 to cover most unde-
sired input scenarios for T2I. Also, doing so, it is impossible to add new concepts
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Fig. 2: Overview of Latent Guard. We first generate a dataset of safe and unsafe
prompts centered around blacklisted concepts (left). Then, we leverage pretrained tex-
tual encoders to extract features, and map them to a learned latent space with our
Embedding Mapping Layer (center). Only the Embedding Mapping Layer is trained,
while all other parameters are kept frozen. We train by imposing a contrastive loss
on the extracted embedding, bringing closer the embeddings of unsafe prompts and
concepts, while separating them from safe ones (right).

to block in T2I (e.g., a new US president’s name after the elections) without
retraining. Hence, we formalize the problem differently and detect if a concept
is present in an input prompt, as in blacklists. This allows to define at test time
blacklisted concepts, enabling greater flexibility. In practice, we learn to map
together latent representations of blacklisted concepts and prompts including
them. For example, the representations of a blacklisted concept “murder” and
the one of a prompt “a man gets murdered”’ should be mapped together. While
textual encoders such as BERT [4] allow a similar usage , their effectiveness
for this task is limited due to the impact of other words in the prompt.

We first describe how we use an LLM to generate data for training (Section|3.1)),
then how the text embeddings are mapped in a learned latent space (Section,
and our training strategy using contrastive learning (Section . Finally, we
explain how the framework is used during inference to block text prompts asso-
ciated with unsafe concepts (Section [3.4).

3.1 Training Data Generation

The first step in our pipeline is the creation of the data required to train Latent
Guard. The process is based on multiple LLM generations, and it is illustrated in
Figure [2] left. For space reasons, we report all LLM prompts in the supplemen-
tary material. We aim to create a dataset of unsafe text-to-image prompts in-
cluding a concept from a blacklist of unsafe concepts, to learn to detect concepts
in input prompts. We start by defining a blacklist of N unsafe textual concepts
C ={c1,ca, ..., cy } that describe visual scenes that should be blocked from image
generation, such as “murder”. These concepts can be generated by an LLM or can
be retrieved from existing blacklists. We leverage an LLM to generate an unsafe
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prompt for T2I u,, centered around one sampled concept ¢, similarly to [7]. This
allows us to create a set U, composed of M unsafe prompts, where u. € U. Sen-
tences in U mimic typical unsafe T2I prompts that a malicious user may input.

For the contrastive training procedure later described (Section , we bene-
fit from additional safe text-to-image prompts, that we also synthesize (Figure 2]
left). Our intuition is that if we could associate a safe sentence s. to each u, € U
with similar content, we could help enforce the identification of unsafe concepts in
the input text. For instance, let us assume the sentence “a man gets murdered”
represents a violent visual scene associated with the concept “murder”. We use
the LLM to remove any unsafe concept present in input sentences u., without
modifying the rest of the text. For the aforementioned example, a possible s.
would be “a man gets kissed”, since the text is still centered around the same
subject (i.e. “a man”), but the murder concept is absent. Processing all U, we
obtain S, composed by M safe s, € S.

3.2 Embedding Mapping

To detect if a blacklisted concept is present in an input prompt, we need a
representation extractor to process both input prompts and blacklisted concepts.
Hence, we propose a trainable architectural component on top of pretrained text
encoders to extract ad-hoc latent representations for our task. Since we aim to
extract representations from concepts and input prompts simultaneously, we
process a pair {c¢, pror}, where pror is a generic text-to-image prompt. During
training, this is either u. or s., as shown in Figure [2] center. We first process
praor and ¢ with a pretrained textual encoder Fieyi. In our setup, we assume this
to be the textual encoder of the text-to-image model. Formally, this is

Ze = Etext (0)7 Zp = Etext (pT21)~ (1>

zp is either z,, or z, in Figure 2| Due to the tokenization mechanism in text
encoders [19], we can assume that ¢ and pror are composed by C and P tokens,
respectively. This maps to the dimensions of extracted features, which will be
of size C' and P over the tokens channel for z. and z,. We use an Embedding
Mapping Layer specifically designed for enhancing the importance of relevant to-
kens in z,. This layer is composed by a standard multi-head cross-attention [33|
along MLPs, and it is depicted in Figure [3| for z, = z,_. Intuitively, we aim to
increase the contribution of z.-related features in z,, making it easier to map
an unsafe prompt and the corresponding concept close to each other in a latent
space. Indeed, in a prompt pror, some words will be useless for our task, and as
such they should be filtered by the attention mechanisms on related tokens. For
instance, assuming pror="a man gets murdered”’, only the verb “murdered” is
related to c="“murder”, while “a”, “man”, and “gets” carry no harmful concept.
With cross-attention, we automatically learn to weigh the importance of each
token. The cross-attention follows the original formulation of [33]. Assuming I
attention heads, we define for the i-th head the key ‘K, query *Q and value *V:

'K = MLPig(z), 'Q = MLPig(z.), 'V = MLPiy(z,), (2)
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where MLP, are linear layers. All extracted K,V, Q are of dimension d, and we
ablate the impact of d in Section We extract the embedding h,, as |33]:

iA—softmax(M) ‘hy ="A XV, hy = MLP,(*hy || ... || Thy),  (3)
- \/& ’ P — > P T p Pl P/

MLP,, is a linear layer to aggregate multiple heads, and || refers to concatenation.
Each ‘A matrix size is C' x P, quantifying how much each token in z. attends
tokens in z,. We also extract an embedding h. by using an additional MLP_ layer:
he = MLP.(2.). Intuitively, while h. does not depend on the input prompt, h,
can be referred to as a conditional embedding, due to the effects of ¢ in the final
representation extracted.

3.3 Contrastive Training Strategy

We now describe the training procedure. Our goal is to map a text prompt
containing a blacklisted concept to a latent space where its embedding is close
to the embedding of the concept. Formally, for a given concept ¢, we want to
minimize the distance between h. and h,,,. We train using a contrastive strategy
exploiting the generated unsafe and corresponding safe prompts.

We sample a batch of size B composed by concepts and corresponding prompts
{cb,ub, sb}, for b € {1, ..., B}. We extract the embeddings {2, h% ,h% }, and in-
troduce a supervised contrastive loss |11] as Lsupcon(a,p,n), where a is the an-
chor point, p the positives, and n the negatives. For a given b, we set as anchor a
the concept embedding h%. Then, we set p as the embedding of the unsafe prompt
including ¢, i.e. hzc. Intuitively, this enforces that if a concept is included in a
prompt, Latent Guard should extract similar embeddings.

Since contrastive learning heavily relies on negatives |11], we set n as both
(1) all the other unsafe prompt embeddings hY, , where b € {1,..., B},b # b, (2)
the corresponding safe prompt embedding hgc, and (3) all the other safe prompt
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embeddings in the batch A . While (1) helps extracting meaningful represen-
tations [11], (2) disentangles the unsafe concept in complex sentences. As an
example, for the “murder” concept, including “a man get kissed” as additional
negatives will make it easier for the cross-attention (Section to detect which
parts of the “a man gets murdered” embedding are related to “murdered”. (3)
serves as additional negatives for regularization [11]. Formally, our loss is

B
Econt = Z Esupcon(hlcjv hzcvhzc || hgc || h‘gc)7 (4>
b=1

where the concatenation || is applied along the batch dimension. During training,
we enforce that no concept appears more than once in the same batch. We prop-
agate Leont to optimize the Embedding Mapping Layer weights (Section [3.2)).

3.4 Inference

Once Latent Guard is trained, it can be used in text-to-image generative models
with no finetuning requirements, and with low computational cost. In practical
applications, Latent Guard can be used to detect the presence of blacklisted
concepts in input prompts by analyzing distances in the learned latent space.

Let us assume a T2I model with a text encoder Fiqy, that we have used to
train Latent Guard. At inference, a user provides an input T2I prompt pror that
can be either unsafe or safe. We define a concept blacklist Ccpeck Of size Neheck,
including all concepts triggering the T2I prompt blocking. We extract all con-
cepts embeddings he, Ve € Cepeck and corresponding prompt embeddings for the
input pror: hy,, Ve € Ceneck- Then, we evaluate pairwise distances between the
concept embeddings and the corresponding prompt conditional embeddings. In-
tuitively, if the prompt is safe, all the conditional embeddings should be mapped
far away from unsafe concept ones in the latent space, meaning that the prompt
does not include any blacklisted concept. Contrarily, if the latent representation
of the prompt is mapped near the one of a blacklisted concept, it means that
the corresponding concept is detected in the input text-to-image prompt, so the
image generation should be blocked. This translates in the rule:

if Ve € Ceheck, Decos(he, hp,) > 7y, then pror = safe, else pror = unsafe, (5)

where v is a threshold that we set as a parameter and D,,s(.) is the cosine dis-
tance. An illustration of Latent Guard during inference is in Figure [ We stress
that this operation is efficient and involves very little computational require-
ments, since h. can be pre-computed and stored for fast inference. Moreover, for
the extraction of all h,, , we only add the processing of pror with the Embed-
ding Mapping Layer on top of the standard T2I text encoding. We evaluate the
efficiency and computational cost in Section

4 Experiments

We report results on the binary classification of input safe/unsafe prompts,
on three datasets and against four baselines. After introducing our setup (Sec-
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replace ¢ with an <ADV> Adversarial text (Z/lad"). Safe prompts S are obtained from U.
This is done for each ID and OOD data.

tion , we evaluate Latent Guard against baselines (Section . We stress
that Latent Guard does not tackle directly safe/unsafe classification, but it is
instead trained for concept identification in the latent representation of prompts.
This enables unsafe concept detection in previously unexplored use cases, such as
in presence of adversarial attacks targeting the text encoder, and generalization
to arbitrary blacklists defined at test time. We conclude our evaluation with an
analysis of properties and design choices (Section [4.3)).

4.1 Experimental setup

Dataset details To the best of our knowledge, there is no public dataset in-
cluding unsafe prompts with associated concepts, following our definitions in
Section Hence, we created the CoPro (Concepts and Prompts) dataset, in-
cluding 723 harmful concepts and a total of 226,104 safe/unsafe prompts for T2I
models. Doing so, we enable the analysis of several safety-oriented scenarios for
T2I generators, as further described. We now detail its components.
In-distribution data. We use our method in Section to generate the
first set of paired concepts and prompts. We start from 578 harmful concepts
that we aim to use for both training and evaluation. Since these concepts are
used for training, we define this in-distribution (ID) set of concepts as Cip. We
then synthesize the associated Uip and Sip, each including 32,528/3000/8,172
prompts for train/val/test. We train only on Cip, Uip and Sip.
Out-of-distribution data. To evaluate the generalization capabilities of
Latent Guard on unseen concepts, we counsider out-of-distribution (OOD) con-
cepts for evaluation only. We sample Coop with 145 concepts. We then generate
3000/9,826 prompts based on Coop for val/test, in both Upoop and Soop.
Test scenarios One characteristic of Latent Guard is to detect the presence
of concepts in a latent prompt representation. We use several test scenarios to
show the resulting properties. First, we define Explicit val/test set for both ID
and OOD by joining ID/OOD {U/,S} val/test data. We call it “Explicit” due to
the presence of the input concept in generated unsafe prompts. We create U™
sets, replacing concepts in &/ prompts with synonyms sampled by an LLM, and
use it to define Synonym val/test set {U¥™, S}. With this, we aim to show that
Latent Guard allows extending safety filters to concepts close to ones in Cepeck,
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but not explicitly included in the blacklist. Then, we aim to demonstrate robust-
ness to adversarial attacks targeting the textual encoder of T2I models [34H37].
We create a set U*dV replacing the concepts in U with an optimized text, exploit-
ing existing techniques [35]. In practice, we optimize /24" prompts to map to the
same point as the original prompt in U, in the latent space of Elext. Finally, we
define Adversarial val/test sets {t/2V, S}. In total, we get 6 val and 6 test sets.
We show the generation process in Figure [f] Details are in the supplementary.

Implementation details We use Mixtral 8x7B as it can generate required data
following the instructiorﬂ As FElext, we use the CLIP Transformer [26], which
is also employed on multiple text-to-image generators such as Stable Diffusion
v1.5 [29] and SDXL |23]. We use Stable Diffusion v1.5 [29] to visualize images.
We stress that although we show images, we do not require generation at test
time for blocking unsafe prompts. Latent Guard has very quick training times,
since 1000 iterations with batch size 64 are achieving convergence. This requires
about 30 minutes on the single Nvidia 3090 GPU we used for training. We use
AdamW [16] with learning rate le=3 and weight decay le=2.

Baselines and metrics Our goal is to evaluate the performance of safe/unsafe
T2I prompt recognition on unseen prompts. Since in many systems it is not dis-
closed how safety measures are implemented, making comparisons is non-trivial.
We define 4 baselines, following described practices in literature and in com-
mercial systems. First, we implement a (1) Text Blacklist checking the presence
of Ceheck concepts in input prompts with substring matching [43,/48]. We use
(2) CLIPScore [8] and (3) BERTScore [39] for evaluating distances between in-
put prompts and concepts in Cepeck, and follow Section for blocking unsafe
prompts. This allows us to highlight how we improve detection performance with
respect to pretrained models. Inspired by related research [18|, we use (4) an
LLME| for prompt classification. We do so by directly asking the LLM to classify
unsafe prompts with instructions detailed in supplementary. Please note that this
does not depend on Cepec- For evaluation, we report the test binary classification
accuracy of safe/unsafe prompts, tuning v for CLIPScore, BERTScore, and La-
tent Guard on the validation sets of CoPro. For each model, a single + is used. For
an evaluation independent from v, we report the Area Under the Curve (AUC)
of the Receiver Operating Curve of Latent Guard, CLIPScore, and BERTScore,
while for others we report accuracy only due to their independence from ~.

4.2 Comparison with baselines

We aim here to showcase the effectiveness of Latent Guard with respect to the
baselines. We first evaluate the performance on CoPro, for both ID and OOD
concepts, quantitatively and qualitatively. The evaluation is complemented by
additional tests on existing datasets, to assess generalization.

3 https://huggingface.co/TheBloke/Mixtral-8x7B-Instruct-v0.1-GGUF

4 https://huggingface.co/cognitivecomputations/WizardLM-7B-Uncensored
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Accuracy?

In-distribution Out-of-distribution AUCT

Method Fx C°"°ék:C'DAdV Ex Cd’“é z;COODAdv In-distribution Out-of-distribution
P Pvm M Ml S "~ Method Cehect = Cip Cenect = Coop

Text Blacklist | 0.805 0.549 0.587 | 0.895 0.482 0.494 Exp. Syn. Adv. | Exp. Syn. Adv.
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*: LLM does not use any blacklist. (b) AUC for threshold-based methods.

(a) Safe/unsafe binary classification.

In-distribution Out-of-distribution
Explicit Synonym Adversarial Explicit Synonym Adversarial

c alcoholic physical abuse fascism skank shoot bimbo
Ceheck Cip Cip Cip Coop Coop Coop
Slumped in a Brutalization is |<ADV> supporters | A skank , dressed The police officer  <ADV> lounge by
Ue chair, the evident in the march down the | in torn fishnets, |gun downs pepper the pool, soaking
alcoholic woman bruised faces and  street, waving dances up the sun.

balls to disperse

clutches an empty ~clothing of the flags and shouting| provocatively on .- unruly crovd.

bottle tightly. shelter residents. slogans. the stage.
Text Blacklist v X X 4 X X
CLIPScore X X v X X v
BERTScore X v v v X v
LLM v v v v v X
Latent Guard | v v v | v v v

X: undetected, «: detected

(c) Qualitative evaluation. Sexually explicit images are blurred. Concepts in prompts are in | gray .

Table 1: Evaluation on CoPro. We provide accuracy @ and AUC (EI) for Latent
Guard and baselines on CoPro. We either rank first (bold) or second (underlined) in
all setups, training only on Explicit ID training data. We show examples of prompts of
CoPro and generated images in . The unsafe image generated advocates the quality
of our dataset. Latent Guard is the only method blocking all the tested prompts.

Quantitative evaluation We report results on CoPro in Table [I} Text Black-
list, CLIPScore, and BERTScore perform comparatively well on Explicit sets for
both ID and OOD data. Specifically, Text Blacklist has the best classification in
OOD (0.895). Instead, all three show a significant drop when evaluated on Syn-
onyms and Adversarial. This is expected: for Text Blacklist, is unsafe prompts
do not include the concepts in Cepeck, detection is impossible, hence almost all
prompts are classified as safe. Words in Cepeck used as synonyms of ¢ due to the
LLM sampling in the dataset creation may lead to correct classifications anyways
(e.g. 0.549 on Synonymyp ). Due to its large-scale training, the LLM baseline per-
forms well on all sets, but with significant disadvantages for memory (7 x 10°
parameters) and speed (0.383 seconds per prompt). Instead, Latent Guard ranks
either first or second in all benchmarks, and has negligible computational impact
(see Section [4.3). Results in Table confirm the ranking independently from
~. This is due to the better feature separation resulting from our training.
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Accuracy 1 NudeNet+Q16 classification |
Unseen Datasets AUC ¢ Unseen Datasets
Method Ceheck = CID Method Ceneck = Cip
Unseen Datasets
UD 2P++ Method Conect = Cin UD 12P++
Text Blacklist | 0.472 0.485 UD 2P+ Text Blacklist | 0.315 0.278
CLIPScore 0.726 0.526 CLIPScore 0.193 0.296
Qe 3/ ()

BERTScore | 0.699  0.671 gIFJgTbS“_’m‘ ‘ 8?:};’ 8(23;2 BERTScore | 0.178  0.186
LLM"* 0752 0.650 oseore s Sl LLM* 0138  0.133
Latent Guard ‘ 0.794 0.701 Latent Guard ‘ 0.873 0.749 Latent Guard ‘ 0.029 0.066
*: LLM does not use any blacklist. *: LLM does not use any blacklist.

Table 2: Tests on unseen datasets. We test Latent Guard on existing datasets,
by using a blacklist Ceheck = Cip for both Unsafe Diffusion (UD) |25] and 12P++ [31].
Although the input T2I prompts distribution is different from the one in CoPro, we
still outperform all baselines and achieve a robust classification.

Qualitative evaluation We provide selected test prompts of CoPro and cor-
responding detection results of baselines an Latent Guard in Table. To ease
understanding, we report the original concept ¢ along each prompt in 'gray . For
a complete evaluation, we output a visualization of images generated by Stable
Diffusion v1.5 [29] with the input prompts. As visible Latent Guard is the only
method to correctly classify all input prompts as unsafe. Moreover, all generated
images include the original ¢ concept, proving the validity of our evaluation.

Generalization capabilities To quantify generalization, we test Latent Guard
and baselines on public datasets of unsafe prompts, i.e. Unsafe Diffusion |25] and
I2P |31]. Unlike Unsafe Diffusion, I2P includes only unsafe prompts, hence for
the AUC evaluation we follow 25| and join it to the safe captions of COCO |[13].
By doing so, we obtain a dataset that we call 2P++. We set for all Ccpeck = Cip.
We tune v on each dataset for all methods. As reported in Table [2] we still out-
perform significantly all baselines, both in Accuracy (left) and AUC (center).
This proves that Latent Guard trained on CoPro allows a good generalization to
different distributions. In particular, we notice how we perform well in terms of
AUC on I2P++ (0.749) while others as CLIPScore fail (0.299). This advocates
for the quality of our learned representation, independently from ~. Finally, we
provide a test on generated images. We generated with Stable Diffusion v1.5 |29]
images for all prompts in Unsafe Diffusion and 12P++-. Then, we run all base-
lines on the input prompt, and map unsafe prompts to blank images. We then
classify all images for inappropriateness with Q16 |32] and NudeNet [46] follow-
ing SLD [31]. Results in Table [2| (right) prove that prompt filtering with Latent
Guard allows for a safer generation of images compared to baselines.

4.3 Analysis

Here, we provide an analysis of Latent Guard. We first show how our proposed
framework has low computational cost and high speed, making deployment pos-
sible in real-world applications. Then, we show the properties of the learned
latent space. Lastly, we propose ablation studies on our contributions.
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Fig.6: Computational cost. Fig. 7: Feature space analysis. Training
We measure processing times and Latent Guard on CoPro makes safe/unsafe
memory usage for different batch regions naturally emerge (right). In the
sizes and concepts in Ccheck. In all CLIP latent space, safe/unsafe embeddings
cases, requirements are limited. are mixed (left).

Computational requirements We benchmark inference speed and memory
consumption for classifying a single prompt with Nepeck € {1000, 2000, 3000}
blacklisted concepts. We also vary the batch size to for the processed pairs. For
instance, with Nepeexk = 1000, and one plo; prompt, we can perform 10 inferences
with batch size 100 for {pTr,c} pairs. Concepts embedding are precomputed
and T2I models natively require text encoding, so only the Embedding Mapping
Layer additional impact is measured. Reported results are in Fig. [} As shown,
in all cases we perform classification with minimal impact, only using a few MB
of GPU memory. Processing times are also marginal, in the worst case around
3bms, while inference in Stable Diffusion is in the order of magnitude of
seconds. This means that Latent Guard can be integrated into existing T2I
pipelines with minimal additional computational cost. For our ID tested setup
with batchsize 578, it requires 13 MB and around 1lms for a single prompt.

Feature space visualization While we only enforce concept recognition in
input prompts during training, Latent Guard appears to discover a safe/unsafe
separation in the latent space. In Figure El, we show t-SNE plots of the
in-distribution Explicit test set, i.e. Uip and Sip. We test both CLIP and La-
tent Guard encodings. In the left of the figure, the CLIP encoding shows no
clear distinction between safe and unsafe prompts in the latent space. This is
expected: while CLIP has a strong understanding of the input text, it is not
trained for recognition of safe/unsafe inputs. On the right, we report the t-SNE
of the embeddings h,,,, hs, extracted with Latent Guard. For the cross-attention,
we use the associated ground truth c that u. is conditioned on at generation time
(Section . Here, a clear separation between encoded safe and unsafe prompts
emerges. This is a surprising result: while we train to recognize similarities be-
tween concepts and prompts, distinguishing between safe and unsafe inputs is
not explicitly enforced by our contrastive loss. We hypothesize that imposing
contrastive constraints on pretrained encoders leads to the emergence of high-
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I=1 I=4 1=8 1=16
Metric d=16 d=64 d=128 d=256|d=16 d=64 d=128 d=256|d=16 d=64 d=128 d=256|d=16 d=64 d=128 d=256
Expp AUC 1/0.971 0.972 0.974 0.977 [0.982 0.983 0.983 0.984 | 0.982 0.983 0.982 0.984 [0.984 0.983 0.985 0.985
Syn;, AUC 10.914 0.900 0.902 0.905 [0.911 0.908 0.908 0.913 [0.923 0.912 0.909 0.912 |0.905 0.912 0.914 0.918
Advip AUC 1/0.910 0.889 0.900 0.904 [0.894 0.890 0.903 0.896 [0.930 0.872 0.907 0.908 |0.909 0.897 0.908 0.896
FG class. + |0.831 0.861 0.874 0.882 [0.892 0.926 0.920 0.915 |0.892 0.913 0.901 0.920 [0.903 0.905 0.931 0.932
Avg t ‘0.906 0.905 0.913 0.917 ‘0.928 0.920 0.927 0.927 ‘0.932 0.920 0.925 0.931 ‘0.925 0.924 0.935 0.933

Table 3: Embedding Mapping Layer architecture. We test multiple number of
heads I and embedding size d on ID AUC. We also evaluate the fine-grained (FG) classi-
fication of concepts in input prompts. Best average performance is with I = 16,d = 128.

level notions, such as "safe" and "unsafe", due to the enforced separation of the
embeddings of similar inputs (e.g. ue, S¢).

Ablation studies We now present ablation studies to verify the correctness of
our contributions. Additional experiments are in the supplementary material.

Embedding Mapping Layer design. We ablate the architecture of the Em-
bedding Mapping Layer. We study the effects of the number of attention heads
I, and of the K, @,V embedding size d. In Table [3) we report AUC results for
all test sets. To assess the quality of the learned representations, we propose an
additional fine-grained concept classification task. In this, we check if the closest
he to hy, corresponds to the ground truth c¢ contained in u.. The best configu-
ration is the one with I = 16, d = 128, which we use for all experiments in the
paper. We notice that increasing d leads to average better performance, thanks
to the higher dimension of the extracted representations. From our results, it is
also evident that increasing the number of heads I leads to a better fine-grained
classification, passing for d = 128 from 0.874 (I = 1) to 0.931 (I = 16). Our cho-
sen configuration results in 1.3 x 10% parameters, which is marginal considering
the 63 x 10° parameters natively used by the CLIP text encoder.

Method components. We quantify the impact of introduced methodological
components in Table [d] We first naively replace the cross-attention in the Em-
bedding Mapping Layer with an MLP, and train in the same way. Here, we expe-
rience a performance drop, especially in Adversarial sets, where for ID we report
0.908 (Ours) vs 0.818, and for OOD 0.915 (Ours) vs 0.866. This proves that the
cross-attention helps interpret the concept-related input tokens by design. We
also propose an additional training removing safe prompts from the contrastive
loss. In this case, we report a consistent loss of performance, moderate in the
Explicit ID test set (0.985 vs 0.922) but very evident in both Synonym (0.914
vs 0.607) and Adversarial (0.908 vs 0.587). This proves the importance of safe
prompts during training, to help the disentanglement of the concepts-related
features in input prompts.

Problem setup. In Latent Guard, we propose an alternative problem setup for
safe/unsafe classification: instead of directly classifying inputs as safe or unsafe,
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Accuracy 1

Unseen Datasets
AUCH Ccheck Size
Out-of-distribution

Ceheek = C1p

Unsafe Diffusion I12P++

In-distribution

Architecture Ceneck = C1p Ceneck = Coop
Exp. Syn.  Adv. | Exp. Syn.  Adv. 100% (Ours) ‘ 0.794 0.701
Latent Guard (Ours) | 0.985 0.914 0.908 | 0.944 0.913 0.915 50% 0.600 0.629
0y
w/o cross-attention | 0.975 0.908 0818 | 0.947 0.896 0.866 25% 0.560 0.596
w/o safe prompts 0.922  0.607 0.587 | 0.813 0.611 0.617 10% 0.548 0.561

Table 4: Method components. Both Table 5: Impact of concepts
replacing the Embedding Mapping Layer with in Ccheck. With a subset of Ceheck

a simple convolution (w/o cross attention) and used for inference, we observe a
removing safe prompts from the contrastive consistent performance degrada-
loss (w/o safe prompts) consistently harms tion on test data. This proves that
performance. Ccheck can be set at test time.

we check their embedding similarity with blacklisted concepts in Cepeck. This
gives our method the advantage of open-set detection capabilities, being able
to vary Ceheck at test time. So, we investigate the impact of our problem setup
on performance. We train an safe/unsafe binary classifier baseline on Explicit;p
data, i.e. Uip and S;p. We use the same architecture as Latent Guard, and
employ a frozen CLIP encoder for feature extraction. We test on the unseen
datasets in Table [2] reporting for Ours/classifier accuracy 0.794/0.737 on Un-
safe Diffusion [25] and 0.701/0.654 on I12P++ [31]. Our problem setup improves
significantly detection performance, leading to a better resistance to the distri-
bution shift. We attribute this to the increased importance to concepts given by
our training by design. Also, the good performance of the classification baseline
proves the quality of the synthetic training data in CoPro, that including similar
text content in U and S, helps feature separation.

Impact of Cepecr- For assessing that Latent Guard is effectively using Cepeck for
detection, we evaluate performance using only a subset of blacklisted concepts,
sampling {50%, 25%, 10%} of Ceheck and evaluating on Unsafe Diffusion [25]
and 12P++ [31]. We report classification accuracy in Table [5l As expected, we
note a consistent performance drop directly depending on the used Ccpeck Size.
This proves that performance is dependent on Cepeck, and as such Latent Guard
allows to define at test time which concepts to check, allowing to update concepts
in the Ceheck blacklist without retraining.

5 Conclusion

In this paper, we introduced Latent Guard, a novel safety framework for T2I
models requiring no finetuning. We focused on a novel problem setting of iden-
tification of blacklisted concepts in input prompts, building a dataset specific
for the task called CoPro. Our experiments demonstrate that our approach al-
lows for a robust detection of unsafe prompts in many scenarios, and offers good
generalization performance across different datasets and concepts.
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