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Abstract. Text-to-Image (T2I) Diffusion Models (DMs) excel at cre-
ating high-quality images from text descriptions but, like many deep
learning models, suffer from robustness issues. While there are attempts
to evaluate the robustness of T2I DMs as a binary or worst-case prob-
lem, they cannot answer how robust in general the model is whenever
an adversarial example (AE) can be found. In this study, we first for-
malise a probabilistic notion of T2I DMs’ robustness; and then devise an
efficient framework, ProTIP, to evaluate it with statistical guarantees.
The main challenges stem from: i) the high computational cost of the
image generation process; and ii) identifying if a perturbed input is an
AE involves comparing two output distributions, which is fundamentally
harder compared to other DL tasks like classification where an AE is
identified upon misprediction of labels. To tackle the challenges, we em-
ploy sequential analysis with efficacy and futility early stopping rules in
the statistical testing for identifying AEs, and adaptive concentration in-
equalities to dynamically determine the “just-right” number of stochastic
perturbations whenever the verification target is met. Empirical exper-
iments validate ProTIP’s effectiveness and efficiency, and showcase its
application in ranking common defence methods.
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1 Introduction

Recent advancements in Text-to-Image (T2I) Diffusion Models (DMs), including
state-of-the-arts (SOTA) like DALL-E 3 [3], Imagen [44], Parti [60] and Stable
Diffusion [42], enable the generation of high-quality images from text prompts.
However, studies [10,11,67] have shown that small perturbations in textual input
can substantially degrade the performance of T2I DMs. Fig. 1 illustrates how
minor prompt changes can lead to substantial differences in generated images,
raising concerns about model robustness in downstream applications [5, 32]. As
such, a pivotal question arises: how can we systematically evaluate and verify
(when a specific verification target is provided) the robustness of T2I DMs?
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Fig. 1: Examples illustrating perturbations applied to the prompt for Stable Diffusion.

The lack of robustness in T2I DMs is unsurprising, given similar issues in
the broader realm of Deep Learning (DL) [14, 48]. Generally, robustness refers
to the model’s consistent decision-making despite small input perturbations. A
small perturbation that changes the prediction is termed an Adversarial Example
(AE). Over the past decade, numerous studies have attempted to frame DL
robustness evaluation as a binary or worst-case problem, addressing questions
like “if AEs exist (in a small local region of the original input)?” or “what is
the closest AE to the original input?” [6, 23, 61]. Recently, emerging studies are
adopting a probabilistic view, formulating robustness verification as a statistical
inference problem [7, 8, 22, 50, 51, 55, 64]. Such a probabilistic robustness notion
is arguably of more practical interest than binary/worst-case ones, because it
provides an overall evaluation of how robust the model is whenever an AE can be
found [22,55] and accepts residual risks that are more realistic to achieve [51,64].
We concur with this view and argue that T2I DMs also necessitate probabilistic
robustness verification, which, to the best of our knowledge, is absent in SOTA.

In this paper, we define the probabilistic robustness of T2I DMs against
stochastic perturbations and introduce ProTIP, an efficient framework for ver-
ifying this robustness. Unique challenges arise due to the generative nature of
DMs, including computational insensitivity of the generation process and the
difficulty of identifying AEs which entails comparing distributional differences
of images. Thus, we use sequential analysis with early stopping rules and adaptive
concentration inequalities to determine the “just-right” number of perturbations.

In summary, key contributions of this paper include:
a) Problem formulation: For the first time, we formulate the probabilistic

robustness verification problem for T2I DMs against stochastic perturbation.
b) Efficient solution: To solve the formulated problem, we develop an effi-

cient framework, ProTIP, which incorporates several sequential analysis methods
to dynamically determine the sample size and thus enhance the efficiency.

c) Open-source repository: A public repository at https://github.com/
wellzline/ProTIP/ containing the codes, datasets, models and experiments.

2 Preliminaries and Related Work

2.1 Text-to-Image Diffusion Models

Generative AI has thrived in the multi-modal field, with DMs excelling in ap-
plications like video generation [58], image reconstruction [49], and T2I gen-

https://github.com/wellzline/ProTIP/
https://github.com/wellzline/ProTIP/
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eration [3]. DMs, probabilistic models using noise injection and reverse sam-
pling, offer control through guidance, enabling complex tasks like T2I genera-
tion [19] [26] [46]. Models such as Stable Diffusion [42] and Imagen [44], trained
on large text-image datasets, produce high-quality images from text descrip-
tions. Commercial products like DALL-E 3 [3] and Midjourney [1] demonstrate
remarkable T2I capabilities. See Appendix A for more details on T2I DMs.

2.2 Deep Learning Robustness

DL models are notoriously unrobust to small perturbations [6, 23, 61]. While
definitions of robustness vary in literature, they share a common intuition that
a DL model’s decision should remain invariant against small perturbations on
a given input—typically it is defined as all inputs in a region η have the same
prediction label, where η is a small norm ball (in a Lp-norm distance) of radius
γ around an input x. A perturbed input (e.g., by adding noise on x) x′ within η
is an AE if its prediction label differs from x.

In the Safe AI community, DL robustness has been the property in the spot-
light. Many studies on evaluating DL robustness have been done, framing the
problem in different ways. In Fig. 2, we summarise 4 common ways of formu-
lating the problem, inspired by [8]. Earlier works, such as [13, 25, 43], formulate
the verification problem as a binary question by asking if any AEs can be found
within a given input norm-ball of a specified radius, cf. Fig. 2(a). Such “binary
robustness” can be normally evaluated in two ways [25, 43, 59]: either through
reachability algorithms that aim to determine the lower and upper bounds of
the output within the input norm-ball η, using layer-by-layer analysis; or by
solving it using SAT/SMT solvers as a variety of constraint-based programming
problems. Fig. 2(b) poses a similar yet different question: what is the maxi-
mum radius of η such that no AE exists within it? Intuitively, it is finding the
“largest safe perturbation distance” for input x [2,35,56,57]. While in Fig. 2(c),
it evaluates the model’s robustness by introducing adversarial attacks to cause
the maximum prediction loss in the specified norm ball η. It is often applied in
adversarial training to enhance the model’s robustness to resist attacks [33,52].

The three aforementioned methods all estimate the robustness of the model
by detecting the presence of AE or the AE that gives the maximum loss/safe-
radius, the so called deterministic robustness [64]. As argued by [55], they suffer
from two major drawbacks: i) they fail to convey how robust the model is when-
ever an AE is found; ii) they pose scalability challenges when the model is large.
Thus, recent works [7,8,21,22,50,51,55,64] develop a probabilistic view, by defin-
ing robustness as the proportion of AEs inside the norm-ball η, cf. Fig. 2(d). This
probabilistic notion is arguably more practical, because: i) binary/worst-case ro-
bustness focusing on extreme cases is neither necessary nor realistic, especially
when the model is large; knowing the proportion of AEs is more relevant; ii) since
all practical applications have acceptable levels of risk, it suffices to demonstrate
that the violation probability is below a required threshold, rather than con-
firming it to be exactly zero. Without loss of generality (WLOG), we illustrate
probabilistic robustness using a DL classification task as:
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Fig. 2: Four common formulations of robustness verification in DL—binary (a), worst-
case (b & c), and probabilistic (d) robustness.

Definition 1 (Probabilistic Robustness). For a DL classifier f that takes
input x ∈ X and returns a prediction label, the probabilistic robustness of an
input x in a norm ball of radius γ, denoted as B(x, γ), is:

R(x, γ) :=

∫
x′∈B(x,γ)

I{f(x′)=f(x)}(x
′)Pr(x′) dx′ (1)

where IS(x) is an indicator function—it is equal to 1 when S is true and equal
to 0 otherwise; Pr(·) is the local distribution of inputs representing how pertur-
bations x′ are generated, which is precisely the “input model” used by [55,56].

In this paper, we re-frame such a generic definition of probabilistic robustness
for T2I DMs and provide an efficient solution to its verification.

2.3 Robustness of Text-to-Image Diffusion Models

Despite variations of definitions, the key to evaluating and improving the model’s
robustness is detecting AEs. The approaches to this end are often referred to
as “adversarial attacks” via input perturbations. Although such perturbations
are commonly referred to as “attacks”, they are not necessarily malicious actions
of attackers [66]. They may also represent natural sensor white noise [17] or
benign human errors that follow a stochastic generation process. Note that in
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this work, we adopt such a generalised terminology of AEs to represent small
and random perturbations. For T2I models, such perturbations can be classified
into character-level, word-level, sentence-level or multi-level, depending on the
granularity of input perturbations. Recent studies [10,34] show that T2I DMs are
very sensitive to black-box attacks like text perturbation. In [11,67], T2I DMs are
shown to be vulnerable to realistic human errors (e.g., typos, glyphs, phonetic
errors), exposing significant robustness issues due to weak text encoders.

These studies focused only on deterministic robustness (e.g., maximised pre-
diction loss). To the best of our knowledge, there is no dedicated exploration
into the probabilistic robustness of T2I models when they are subject to stochas-
tic perturbations, and our ProTIP is the first verification framework for this
problem, backed by statistical guarantees. Moreover, ProTIP addresses unique
challenges arising from the generative characteristics of T2I DMs, by adopting
sequential analysis and adaptive concentration inequality to improve the verifi-
cation efficiency, details of which are provided in the next section.

3 Method: ProTIP

3.1 Problem Statement

A T2I DM that takes a text input x ∈ X and generates an image y ∈ Y essentially
characterises the conditional distribution Pr(Y | X = x)3, i.e., the T2I DM is a
function f : X → D(Y) where D represents the space of all possible distributions
over the image set Y. Accordingly, the general probabilistic robustness Def. 1
needs to be adapted for T2I DMs as:

Definition 2 (Probabilistic Robustness of T2I DMs). For a T2I DM
f that takes text inputs X and generates a conditional distribution of images
Pr(Y | X), the probabilistic robustness of the given input x is:

RM (x, γ) =
∑

x′:s(T (x),T (x′))≥γ

I{Pr(Y |X=x)=Pr(Y |X=x′)}(x
′)Pr(x′) (2)

where T denotes the CLIP [41] model’s text encoder, s is a similarity measure-
ment function (e.g., cosine similarity), γ denotes a given threshold on similarity.
While I is an indication function as defined in Def. 1, its value now depends on
whether the output distributions before and after the perturbation differ. Pr(x′)
indicates the probability that x′ is the next perturbed text generated randomly.

Intuitively, Def. 2 suggests that RM (x, γ) is the expected probability that
the output image distribution remains unchanged for a random perturbation x′

that preserves a similar semantic meaning to x (ensured by s(T (x), T (x′)) ≥ γ).
A “frequentist” interpretation of RM (x)4, following the gist of Fig. 2(d), is: it is
the limiting relative frequency of perturbations for which the output distribution
is preserved, in an infinite sequence of independently generated perturbations.
3 As usual, we use capital letters to denote random variables and lower case letters for

their specific realisations; Pr(X) is used to represent the distribution of variable X.
4 Notation-wise, we omit γ from RM where γ represents a hyperparameter thereafter.
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Fig. 3: Workflow of ProTIP.

Definition 3 (Verification Target). The probabilistic robustness of the T2I
DM f when processing an input x cannot be less than a certain lower bound bl,
with sufficient confidence 1− σ, i.e.:

Pr(RM (x) ≥ bl) ≥ 1− σ (3)

where the pair (bl, σ) is the given verification target.

To determine if a verification target is met for the input x, we propose the
ProTIP workflow in Fig. 3, addressing the following questions: i) How to generate
stochastic perturbations x′ (i.e., the implementation of Pr(x′) in Eq. (2)); ii)
Given a perturbed input x′, how to determine if its new output distribution
is significantly different to the original one (i.e., the implementation of I(x′)
in Eq. (2)); iii) How to do decision makings based on statistical evaluations of
RM (x) over a sequence of perturbations (i.e., even if we implemented both Pr(x′)
and I(x′) in Eq. (2), the true RM (x) is still unknown due to the fact that we
cannot exhaustively take the sum of their product over all possible perturbations
x′; thus, we can only estimate it from a finite sample of perturbed inputs).

While the aforementioned question i) is established for which we adopt SOTA
methods, e.g., [36], to generate stochastic perturbations on text (cf. Sec. 3.2),
questions ii) and iii) are relatively challenging. Because, both Pr(Y | X = x)
and Pr(Y | X = x′) are unknown non-parametric distributions that require
sampling images from them (which is costly for T2I DMs) to determine if they
are significantly different. To tackle, we propose the sequential analysis with early
stopping rules and adaptive concentration inequality for the last two questions,
corresponding to the “inner loop” and “outer loop” of Fig. 3, respectively.

3.2 Stochastic Perturbation Generation

While ProTIP can cope with any text perturbations generated stochastically,
WLOG, we study five character-level text perturbation methods from [36]. First,
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we set the perturbation rate like 10%, indicating that 10% of the words in the
sentence will be perturbed. Then, one of the five perturbation methods (insert,
substitute, swap, delete, and keyboard error) shown in Table 2 of Appendix B
will be randomly selected. Using insertion perturbation as an example, a letter
from the 26 English alphabets is randomly selected and inserted into a randomly
chosen position within a word in the sentence. This process is repeated until the
perturbed sentence reaches a 10% perturbation rate, ensuring it’s not a duplicate
before stopping. Taking “A white dog plays with a red ball on the green grass”
as an example, after insertion perturbation, we get the perturbed sentence “A
white daog plays with a red ball on the green grass”. More details and examples
about each text perturbation method can be found in Table 2 of Appendix B.

As Def. 1, the intuition behind robustness suggests that the outputs of a
DL model should remain invariant to perturbations on the inputs, while the
inputs, before and after the perturbation, should be deemed very similar—thus,
Def. 1 restricts the perturbation in a norm-ball B(x, γ) with a small radius
γ. Such perturbation distance control is easily achievable in Computer Vision
where the inputs (either raw pixel values or the latent space feature values)
can be normalised and projected into a continuous input space. However, for
DL models take text inputs (like T2I DMs), the discrete nature of text make
it more challenging to study robustness [29] as a single character change may
completely alter the semantics meaning. E.g., “a red ball on ...” and “a red bell on
...” have totally different semantic meanings with only one character perturbed.
Thus, to study the robustness of T2I DMs, first we need to ensure that the
perturbed text x′ has the same semantics to the original text x. Following the
idea from [11,31,47,62,63,67] for the same problem, we employ CLIP [41] as the
model for text encoding, leveraging CLIP’s ability to represent image and text
information while preserving their relationships.

Therefore, as per Def. 2, we use CLIP’s text encoder T to extract the original
embeddings T (x) and perturbed sentence embeddings T (x′) to compute the sim-
ilarity score s(T (x), T (x′)) (e.g., by cosine similarity). Only when the similarity
score is greater than a given threshold γ, we deem x′ is a valid perturbation,
where γ can be determined by the method developed in [29] (which yields the
maximum perturbation distance in the continuous embedding space that pre-
serves the semantics meaning for a given text). In this way, we ensure that only
valid perturbations (sharing similar semantics as the original text) are used for
robustness evaluation in ProTIP.

3.3 Indication of Adversarial Examples

For a given perturbed input x′, whether it is an AE depends on if the T2I DM
output distribution Pr(Y | X = x′) is significantly different from Pr(Y | X = x).
In this section, we describe the details of how ProTIP solves the question as a
sequential, two-sample statistical testing problem, shown as the “inner loop” in
Fig. 3. Although there are techniques capable of measuring the distance between
two given distributions, e.g., the KL divergence [27] and the Maximum Mean
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Discrepancy [16], they are not a test and thus they do not provide a statistically
principled way to determine whether or not the distributions are different.

Statistical hypothesis testing for indicating AE. First, a set of images
is generated for the perturbed input x′, denoted as {y′1, . . . , y′n}, i.e., a set of
independent and identically distributed (i.i.d.) samples from the distribution
Pr(Y | X = x′). Off-the-shelf two-sample test tools do not perform well for
high-dimensional data like images [16]. Thus, similar to [11], we adapt CLIP
Score to evaluate the correlation between a generated caption for an image and
the actual content of the image, which has been found to be highly correlated
with human judgement [18]. The metric is formally defined as [18]:

CLIPScore(x, y) := max(100 · cos(T (x), V (y)), 0) (4)

which corresponds to the cosine similarity between visual CLIP embedding V (y)
for an image y and textual CLIP embedding T (x) for a caption x. We refer read-
ers to Appendix B for details on the CLIP Score. For each image y′i, we calculate
a set of i.i.d. “CLIP scores” {c′1, . . . , c′n} by measuring c′i := CLIPScore(x, y′i).
A CLIP score c′i represents the coexistence likelihood of the image y′i and the
original text x. We repeat the same calculation for each image yi generated from
the original text x, collectively forming another set of CLIP scores {c1, . . . , cn}.

Intuitively, a higher c′i indicates a “less adversarial” x′ [9,11]. Thus, if x′ is not
an AE, then the statistics on the group of c′is should not be significantly smaller
than the group of cis, for which we can do an one-sided statistical hypothesis
testing with the following null and alternative hypotheses:

– H0: There is no difference in the two groups of CLIP scores.
– H1: The CLIP scores of the c′i group is smaller than the ci group.

While there are established statistical testing methods, e.g., the t-test, u-test,
and their variants [28], that can be employed to answer the above question, their
applicability depends on whether the data distribution meets certain assump-
tions. Our ProTIP is compatible with any applicable statistical tests in this step,
cf. later Sec. 4 for our choice in the experiments. We can now implement the AE
indicator function in Def. 2 as:

I(x′) =

{
1, accept the null hypothesis H0

0, reject the null hypothesis H0
(5)

Sequential analysis with early stopping rules. In contrast to conventional
DL tasks like classification, where detecting an AE involves an “one-off” test
to see if the prediction label changes, determining if a perturbation affects the
T2I DM requires multiple generations and comparing the distributional differ-
ences between two sets of images generated before and after the perturbation.
This shift in the evaluation approach leads to a significantly increased compu-
tational workload. That said, we employ sequential analysis with early stopping
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rules [24,39,53] for the hypothetical test in Eq. (5). Instead of collecting all data
with the maximum sample size (fixed at the design time) and then analysing the
data a single time by the end, sequential analysis conducts interim analyses dur-
ing data collection, so that we can prematurely stop data collection at an interim
analysis upon rejecting or accepting the null hypothesis. Thanks to early stop-
ping, sequential designs will, on average, require fewer samples [28, Chap. 10].

In ProTIP, we adopt sequential analysis with both Efficacy and Futility stop-
ping rules, by controlling the α (Type I error, false positive when a null hypoth-
esis is incorrectly rejected) and the β (Type II error, false negative when the
null hypothesis is accepted and it is actually false), respectively. Intuitively, the
Efficacy stopping rule says, if the analysis reveals a statistically significant result
at some interim stage, data collection can be terminated because we reject H0

when observing the p-value p < αk (where αk is the cumulative Type I error rate
at the k-th interim analysis, controlled by alpha-spending functions [28]). On the
other hand, we may also stop for futility, which means it is either impossible or
very unlikely for the final analysis to yield p < α. This can be implemented by
controlling the Type II error rate across interim analysis using a beta-spending
function. We refer readers to [28, Chap. 10] for more details on the topic.

Specifically, we employ the R package rpact [54] to perform the sequential
analysis by setting Pocock type alpha/beta spending functions [15] to deter-
mine the sample size and the thresholds for efficacy/futility early stopping rules.
Details are presented in Sec. 4 and Appendix D

3.4 Decision-making for Verification

While we establish a method of indicating AEs for a given perturbation x′ in
the last section, to make the decision if a given verification target (cf. Def. 3) is
met we need to estimate RM over a population of perturbations, for which we
propose the “outer loop” in Fig. 3 and explain details in this section.

Concentration inequalities [4], such as Chernoff inequality, Azuma’s bound,
and Hoeffding’s inequality, represent important statistical methods widely em-
ployed in ensuring dependable decision-making with probabilistic guarantees.
Specifically, in probability theory, Hoeffding’s inequality [20] provides a bound
on the probability that the sum of bounded independent random variables devi-
ates from its expected value by more than a certain amount. In ProTIP, for an
input x, the T2I DM’s probabilistic robustness RM (x) is the proportion of AEs
over a population of all possible perturbations on x. Normally this population
is very large (if not infinite)5, thus the ground truth of RM (x) can only be esti-
mated as the sample mean of samples drawn from the population. Irrespective
of the sample size, there will inevitably be discrepancies between the sample
mean and the ground truth population mean. Nevertheless, Hoeffding’s inequal-
ity allows us to establish tight probabilistic bounds on this error (cf. Appendix C
5 The population size depends on the length of the original text x and perturbation

parameters like perturbation rate. Note, ProTIP can also cope with extreme (and
simpler) cases in which the perturbation population is small and its members can
be enumerated, e.g., when x is a single word with one character to be changed.
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for more on Hoeffding’s inequality). A limitation of Hoeffding’s inequality is its
requirement for a predetermined, process-independent sample size. However, in
most circumstances, we generally have no idea how many samples are sufficient
to verify the model, a priori. Thus, it is common to allocate a maximised sample
size that accommodates the budget limit which may result in unnecessary waste.

Inspired by [64, 65], our ProTIP employs an “adaptive” version of Hoeffd-
ing’s inequality, in which the sample size itself is a variable. This enables the
sampling process to stop as soon as the “just right” number of perturbations has
been tested for making the verification decision. Moreover, the following theorem
proves that the theoretical guarantee on the estimation errors is preserved:

Theorem 1 (Adaptive Hoeffding’s Inequality). We know I(x′
i) is a binary

0–1 random variable. Let µ̂(n)
I = 1

n

∑n
i=1 I(x

′
i) (i.e., the sample mean). Also let J

be a random variable on N∪{∞}, and ε(σ, n) =
√

0.6·log(log1.1 n+1)+1.8−1·log(24/σ)
n ,

then we have:
Pr

(
|µ̂(J)

I −RM | ≤ ε(σ, J)
)
≥ 1− σ (6)

where RM is the true population mean of I(x′
i), and σ is a given confidence level.

The proof for Theorem 1 is presented in [64], which adapts the more general proof
in [65] for the binary 0–1 variables Ii and also rearranges terms to align with the
form of the original Hoeffding’s inequality. We further prove two corollaries in
Appendix C to better explain our later experimental results: One compares the
tightness of the two bounds derived from the original and adaptive Hoeffding’s
inequality; the other concerns their monotonicity with respect to n and σ.

In ProTIP, we directly apply Eq. (6) by sequentially increasing the pertur-
bation number J from 1 to jmax (the maximum sampling budget). Given the
verification target (bl, σ) (cf. Def. 3), whenever the empirically estimated lower
bound on RM (x) yielded by Eq. (6) (after rearranging the inequality) is greater
or equal to the specified requirement bl (i.e., µ̂(J)

I − ε(σ, J) ≥ bl), we stop gener-
ating new perturbations and assert “pass” for the verification. Otherwise, when
J = jmax, ProTIP asserts “fail” with an estimated robustness.

4 Experiments

In our experiments, we study three versions of the widely acclaimed and open-
source6 Stable Diffusion (SD) model [42], SD-V1.5, SD-V1.4 and SDXL-Turbo.
While different versions of SD models have the same structure, the higher ver-
sion is further trained based on the previous version; and SDXL-Turbo is based
on Adversarial Diffusion Distillation [45]. We use the MS-COCO dataset [30], a
comprehensive collection designed for common computer vision tasks including
captioning. The dataset comprises 328,000 images with captions, from which we
6 We run experiments locally on our own servers for efficiency, as ProTIP generates

a large number of queries to the model under verification. Thus, we exclude experi-
ments on non-open source, commercial models, e.g., DALLE-3 and Midjourney.
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randomly select captions as prompts for the T2I DM and then apply the stochas-
tic perturbation method discussed in Sec. 3.2 to generate perturbed inputs.

All experiments are conducted on NVIDIA GeForce RTX 3090 GPUs, Python
3.11, PyTorch 2.1.1. We use the off-the-shelf R package [40] to design group
sequential analysis parameters, cf. Appendix D for details. All our models, data,
source code and experimental results are publicly accessible at our Github site.

4.1 Effectiveness of ProTIP

In order to evaluate the effectiveness of ProTIP, i.e., how accurate our ProTIP
is, we need to know the ground truth probabilistic robustness RM (x) for the
given prompt x. However, as articulated in Sec. 3.1, the ground truth of RM (x)
can never be known (as it would require exhaustively testing all possible per-
turbations). Consequently, we can only approximate the ground truth by using
a significantly larger number of samples than what would normally be used in
ProTIP to demonstrate accuracy, which is arguably a common practice in sta-
tistical inference, e.g., [8,22,55]. Specifically, we conduct the following two steps:
i) estimate the ground truth of I(x′) for a given perturbation x′ by generating
a large number of images; ii) then estimate the ground truth RM (x) using a
large number of x′s with their ground truth I(x′). For step 1, we stop generating
the images for the x′ until the distribution of its CLIP scores “converge” (i.e.,
the shape of the CLIP score distribution shows no significant changes when new
images are generated). We then check whether the two CLIP score distributions
follow a normal distribution. If yes, we execute a t-test, otherwise a u-test. In
step 2, we generate 1, 000 perturbations, which is a much larger number than the
adaptive number of perturbations (around 50∼350) used in ProTIP. Then the
original Hoffeding’s inequality (which yields a tighter error bound than the adap-
tive version used in ProTIP for the same number of perturbations, cf. Corollary
1 in Appendix C) is applied to approximate the ground truth RM (x).

As shown in Fig. 4(a,b), for each given input x, we conduct 2 sets of compar-
ative experiments for different perturbation rates. In each experiment, we run
ProTIP for 3 different confidence levels 1− σ (coloured solid lines), and set the
verification target to 0.8 (solid black line), while the dashed red line represents
the (approximated) ground truth. ProTIP would stop whenever the verification
target is met (i.e., the intersection point of the coloured and black lines). But
for illustration, we also plot the assessment result after the intersection point,
represented by dotted lines.

For a given prompt, Fig. 4(a) illustrates its robustness estimation with 10%
perturbation rate, where the estimates based on different confidence levels all
converge to the ground truth. The noticeable gap between the approximated
ground truth and our results is expected since ProTIP focuses on the lower bound
estimation (cf. Eq. (3)), being conservative. Such gap can be reduced when more
perturbations are generated for a more accurate estimation (cf. Corollary 2 in
Appendix C). For the case of Fig. 4(a), we observe that ProTIP only requires
70∼100 perturbations to achieve the given verification target (0.8, σ).
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SD V1.5 Pert. rate (10%) SD V1.5 Pert. rate (20%) SD V1.5 (107 prompts for each)

Number of Perturbation
          (a)

Number of Perturbation
          (b)

Number of Perturbation
          (c)

Fig. 4: ProTIP results for a given prompt, with different confidence levels 1−σ (a)(b);
Mean & Std. (shared area) of RLB over 107 prompts (c).

Fig. 4(b) presents the results with an increased perturbation rate of 20%. As
expected, the ground truth robustness is lower, as well as the ProTIP results—it
asserts “fail” reflects that the ground truth is lower than the verification target.
In Fig. 4(c), we introduce the “relative loosenness of bound” (defined as |GT−R̂|

GT

where GT is the (estimated) ground truth and R̂ is the ProTIP result, and
present their statistical variations over 107 randomly selected prompts for two
settings. We observe the relative errors converge to the theoretical tolerable error
ε in Eq. (6). See Appendix E for resutls of more prompts and SDXL-Turbo.

4.2 Efficiency of ProTIP

The efficiency of ProTIP manifests firstly in identifying AEs—the “inner loop” of
Fig. 3. As the aforementioned sequential statistical testing method, following the
parameter settings of Appendix D, WLOG we divide it into 5 stages to conduct
interim analysis. Fig. 5(a) illustrates the number of perturbations identified as
Non-AEs/AEs at each interim analysis stage, for a given prompt processed by
SD V1.5 with perturbation rates of 10% and 20%, as well as by SD V1.4 with
a 10% perturbation rate. For V1.5 with 10% rate, we observe that, out of the
total 400 perturbations, 347 are identified as Non-AEs. Thanks to the futility
stopping rule, 246 of these Non-AEs can be identified at stage 1, saving 4 times
the cost of generating images compared to what would be required without early
stopping rules (i.e., test at the final stage 5). Considering other stages as well,
in total it reduces the computational cost by detecting 97% of Non-AEs before
reaching the final stage 5. Similarly, 68% of AEs are detected early due to the
efficacy stopping rule. With a 20% perturbation rate and an older version, the
total number of AEs increased and Non-AEs decreased, yet overall, the effect of
two early stopping rules in the statistical testing for indicating Non-AEs/AEs
remains evident. While Fig. 5(a) demonstrates the results for only one prompt,
statistics for 36 randomly selected prompts are presented in Table 1.

The other efficient aspect of ProTIP is demonstrated by introducing the
adaptive concentration inequalities to dynamically determine the number of per-
turbations, cf. the “outer loop” of Fig. 3. To compare with the original Hoeffding’s
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(b)(a)

Fig. 5: (a) Number of perturbations (out of 400) identified as Non-AEs/AEs at each
interim stage (S) in the sequential hypothesis testing. (b) ProTIP with the (adaptive)
sample size of 78 vs. Hoeffding’s inequality with fixed sample size 50, 100, and 200.

Table 1: The mean and std. of perturbations identified as Non-AE/AE by the two
early stopping rules before the final stage 5, over 36 randomly selected prompts.

Model Pert. rate Stage 1 Stage 2 Stage 3 Stage 4
Efficacy Futility Efficacy Futility Efficacy Futility Efficacy Futility

SD V1.5 10% 47± 32 121± 70 22± 16 82± 35 20± 14 43± 28 14± 12 20± 14
20% 83± 48 99± 67 38± 20 54± 26 23± 15 34± 19 19± 9 19± 15

SD V1.4 10% 48± 29 100± 66 25± 16 86± 38 19± 17 45± 29 16± 10 23± 18

SDXL Turbo 10% 64± 44 136± 76 21± 14 73± 32 15± 13 34± 23 12± 8 19± 14

inequality which requires a predetermined, process-independent sample size, we
have to do “what if” calculations by assuming the sample size used by it. Fig. 5(b)
presents the ProTIP results and the (original) Hoeffding’s inequality with sample
sizes of 50, 100, and 200 (dotted cross in green). With sample size 50, Hoeffding’s
inequality asserts an incorrect verification result “fail”, while ProTIP correctly
verifies it, although with more samples of 78. This is non-surprising as the error
bound is bigger when with limited samples (cf. Corollary 2 in Appendix C). Thus
no practitioners would apply Hoeffding’s inequality with such small sample size,
rather allocate a much larger sample size for a small estimation error. The case
with sample size 200 is replicating this scenario, in which both methods make the
correct verification decision while ProTIP saves 122 perturbations. For the case
of sample size 100, indeed both methods yield similar results (and Hoeffding’s
inequality is slightly better, cf. Corollary 1 in Appendix C) with similar numbers
of samples. However, in practice, we never know such “just right” sample size
a priori when applying Hoeffding’s inequality, highlighting ProTIP’s superiority
in efficiency.

4.3 Application of ProTIP for Ranking Defence Methods

As a robustness assessment tool, a natural use case of our ProTIP is to rank
common defence methods for T2I DMs. For character-level perturbations that
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SD V1.5 Pert. rate (10%) SD V1.5 Pert. rate (20%) SD V1.4 Pert. rate (10%)

Number of Perturbation
          (a)

Number of Perturbation
          (b)

Number of Perturbation
          (c)

Fig. 6: Probabilistic robustness estimated by ProTIP with/without defence methods.

are perceivable and semantic, scrutinising the input is a direct and universally
applicable defence. Thus, we study three commonly used misspelling checking
tools: Python Autocorrect 0.3.0 [12], Pyspellchecker [37], and Gramformer [38]
for error correction on the perturbed inputs before inputting them into T2I DMs.

Fig. 7: Box plot of the probabilistic
robustness with & without defenders,
over 36 randomly selected prompts.

In Fig. 6, for an example prompt,
all three defence tools may improve the
model’s resistance to perturbations in in-
puts, compared to the case without using
any defenders (the red curve). Notably,
Autocorrect demonstrates superior overall
performance compared to the other two
tools. Such observations are further con-
firmed by the box plots in Fig. 7 over a set
of 36 randomly selected prompts, ranking
their performance. Cf. Appendix E for re-
sults of more prompts/models.

5 Conclusion

In this work, for the first time, we for-
malise the definition of probabilistic ro-
bustness for T2I DMs and then establish
an efficient framework, ProTIP, for eval-
uating it. As a black-box verification method, ProTIP is based on principled
statistical inference approaches. It incorporates sequential analysis with early
stopping rules in hypothesis testing when identifying AEs, along with adaptive
concentration inequalities to dynamically adjust the number of stochastic per-
turbations needed to make the verification decision. Empirical experiments have
substantiated the effectiveness and efficiency of ProTIP. Finally, we demonstrate
a use case of ProTIP to rank various commonly used defence methods, highlight-
ing its versatility and applicability.
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