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Appendix

The appendix is organized as follows:

— In Sec. A1, we provide additional quantitative results. Additionally, we include
results of IMMA against the adaptation on multiple concepts in Fig. A10
and Fig. A11.

— In Sec. A2, we provide additional qualitative results. We have also included
interactive results (in HTML) along with the supplemental materials.

— In Sec. A3, we document the details of our conducted user study.

— In Sec. A4, we provide additional experimental details, e.g., model architec-
ture, hyperparameters, and description of baseline. We have also attached
the code in the supplementary materials and will release the code.

A1 Additional quantitative results

A1l.1 Comparison with data poisoning method

We provide quantitative results of MIST [27], a data poisoning method for
defending against adaptation. We show the CLIP values after Textual Inversion
adaptation in Fig. A1. We observe a gap between the two lines in purse and
glasses which indicates MIST can prevent the model from learning personalized
concepts in some datasets. However, compared with IMMA, MIST is less robust
and fails in other datasets, e.g., car.
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Fig. A1: CLIP versus reference images after Textual Inversion Adaptation.

A1l.2 Additional quantitative results of IMMA

Results on immunizing erased model against re-learning. In Fig. A2, we
show the metric values vs. the number of LoRA adaptation epochs on eight artistic
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style datasets. We can observe a gap between the two lines, which indicates that
implementing IMMA immunizes the model from re-learning the target artistic
style. In Fig. A3, we show the metric values vs. the number of LoRA adaptation
epochs on ten objects from ImageNet. We can also see a consistent gap between
the two lines across all datasets.

Results on immunizing against personalized content. For personalization
adaptation, we show more quantitative results on ten datasets from Kumari et al.
[24]. The metric values of Textual Inversion, Dreambooth, and Dreambooth LoRA
are shown in Fig. A4, Fig. A5, and Fig. A6, respectively. We observe there is a
consistent gap between the values with and without IMMA, which indicates that
IMMA prevents the model from learning the personalized content effectively. We
also show the results of target and other concepts in Fig. A7, Fig. A8, and Fig. A9.
The gap between the two lines shows IMMA immunized the pre-trained model
from the target concept while maintaining the ability to be fine-tuned and
generate images of other concepts.

A1.3 IMMA for multiple concepts

We conducted experiments of immunization on multiple concepts by running
IMMA on each target concept sequentially. As shown in Fig. A10 and Fig. A11,
after running IMMA three times on three target concepts: castle, chair and guitar,
the immunized model can protect the model from using Textual Inversion to
learn any of the concepts. Thus, IMMA has the potential to be extended to
multiple-concept scenarios. However, the similarities of other concepts may drop
more than the single-concept case, which is worth further research.

A2 Additional qualitative results

A2.1 Comparison with MIST

In Fig. A12, we show additional results of MIST [27]. Textual Inversion using
images noised by MIST fails to learn the concept (37 column). However, after
compressing the MISTed images with JPEG, such protection disappears (4*®
column). Finally, we show that MIST fails to protect personalization items against
the adaptation of DreamBooth (5** column). We followed the default parameters
of MIST using the strength of the adversarial attack being 16 and the iterations
of the attack being 100.

A2.2 TIMMA on preventing cloning of face images

We now show that IMMA can effectively restrict the model from duplicating
face images of a particular person. We conduct experiments using the datasets
from Kumari et al. [24] which contain face images. We use “a photo of [V] person”
as the prompt. From Fig. A13, we observe that after implementing IMMA on the
target person, the model loses its capacity to generate images of that identity
using Dreambooth LoRA.
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A2.3 IMMA on datasets from Dreambooth [39] and Textual
Inversion [12] directly reported in their paper

For the four sets of images shown in Fig. A14, we follow the prompts provided
in the corresponding papers. The upper block shows the results of Dreambooth,
and the lower block shows the results of Textual Inversion. As we can see, the
generation with IMMA successfully prevents the model from generating content
of target concepts.

A2.4 Visualization of generation with negative metrics in Tab. 4

In Tab. 4, there are two datasets shown with negative evaluation metric values.
To study this, we provide the qualitative results for those corresponding datasets
in Fig. A15. In both cases, we observe that DreamBooth failed to learn the target
concept even without using IMMA.

A3 User Study

The user study is designed to evaluate the generation quality and similarity to
the reference images after adaptation with and without IMMA. The question
includes both relearning erased styles and personalization adaptation.
Re-learning artistic styles. We evaluate IMMA on preventing style relearning
with erased models on eight artistic styles. For each style, the participants are
shown four reference images randomly selected from the training images of that
artist, 7.e., the images generated by SD V1-4 conditioned on “an artwork of
{artist}”. We provide two images per question for participants to choose from,
generation with and without IMMA, respectively. The judgment criteria are image
quality (reality) and similarity to reference images. We provide the interface of
the user study in Fig. A16.

Personalization adaptation. We also evaluate IMMA on personalization
adaptation. For each personal item, the participants are shown four reference
images that serve as training images for adaptation. We provide two images per
question for participants to choose from, generation with and without IMMA,
respectively. The judgment criteria are image quality (reality) and similarity to
reference images.

User study for MIST. To evaluate the effect of MIST, we conducted a user
study for MIST on personalization adaptation. The setting is identical to that
of IMMA except that one of the images to choose from is the generation with
MIST instead of IMMA.

A4 Additional Experimental Details

We build our codes on the example code from Diffusers (https://github.
com/huggingface/diffusers/tree/main/examples). The pre-trained diffusion
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Fig. A2: LPIPS, CLIP, and DINO of LoRA on artistic style erased model
Adaptation and w/ IMMA.

model is downloaded from the checkpoint of Stable Diffusion V1-4(https://
huggingface.co/CompVis/stable-diffusion-vi-4). Please refer to README.md
of our attached code for hyperparameters and experimentation instructions. Note
that we use the same set of hyperparameters for each adaptation method across
all datasets.

Backbone model for evaluation. We use ‘ViT-B/32’ for CLIP, ‘ViT-S/16’ for
DINO and AlexNet for LPIPS.

Datasets. We collected our datasets from the following sources: (i) ImgaeNet [9]
as in ESD [13] for object relearning. (ii) Eight artistic styles as in ESD [13] for
style relearning. (iii) CustomConcept101 [24] for personalization adaptation.
Run time and memory consumption. The running time and memory con-
sumption for IMMA on a specific fine-tuning algorithm A are comparable with
adapting A on the pre-trained models, e.g., training IMMA against concept
relearning with LoRA takes 6 minutes and 15GB GPU memory usage in one
Nvidia A30 GPU, where the training step is 1000 with a batch of one.
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Fig. A3: LPIPS, CLIP, and DINO of LoRA on object erased model Adapta-
tion w/o0 and w/ IMMA. Our method can prevent models from generating images
with target concepts and good quality, as indicated by the high LPIPS, and low CLIP
scores.
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Fig. A6: CLIP and DINO versus reference images after Dreambooth LoRA
Adaptation w/o and w/ IMMA.
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Fig. A7: CLIP and DINO of Textual Inversion Adaptation w/o and w/



24

CLIP

CLIPp

CcLip

DINO

Fig. A8: CLIP and DINO of Dreambooth Adaptation

AY. Zheng and R.A. Yeh

luggage purse decoritems decoritems furniture chair
N = as2 S
T dan A 0% P P g 0% PO e —= Avg of Others 7
F A e 0s0] ke =5 0s0{ | 030 = Trget 7
/ . -
—— Avg of Others o om o ose e o oss S
=] Toss = ~m
— Target Tow o Coss
083 —= Avg of Others o8z == Avg of Others o8e
080 — Target o8 — Target 082
078
o 23 e 160 ¢ B3 B a 0 2 @ @ @ w0 1o 0 L) 0 i
# of Epochs # of Epochs # of Epochs # of Epochs
wearable glasses transport motorbike transport car scene castle
I R os0 o === 09 e e
7 ~ e PR S o T —
= 088 000 [ommt 08
o 0 o a om0
on
= Avg of Others oo Avg of Others 080 == Avg of Others 070 = Avg of Others
— Target o7 — Target — Target o6 — Target
o7 s
B o ) E) 100 ¢ ) E) ) 3 B ) 100 ¢ D @ e 1t
# of Epochs # of Epochs. # of Epochs # of Epochs.
scene i instrument music
EEee 030
=7 Crv e |
Noess 088 e 2
0ss
L om
©om
~ Avg of Others o ~= Avg of Others
— Target ors — Target
o £ £ 100 ¢ B3 B a0
# of Epochs # of Epochs
luggage purse decoritem: decoritems furniture chair
080 == 030
| J S e 080 e ~= Avg of Others
| R Tt e S R 00 N L ol N — Target
o= ] <} <]
Avg of Others Son 2oe g
— Target a 3 Soso
o050 == Avg of Others 050 == Avg of Others.
a0 — Target a0 — Target 050
) o & ) y 100 ¢ y ) E) ) T & @ @ @ 10 1o D W e 10
# of Epochs # of Epochs. # of Epochs # of Epochs.
wearable glasses transport motorbike transport car scene castle
oz0 080
AL L 0s0 e
-f o PN = = 070
NS oo~er ] Qond N/ Q080
~— 2 os0 z z
H H Z om0
— Avg of Others 050 == Avg of Others o6 == Avg of Others. 040 == Avg of Others
— Target — Target — Target 00 — Target
o0 0s0
o £ £ 100 ¢ @ B a o B o W w0 S
# of Epochs # of Epochs # of Epochs # of Epochs
scene li instrument music
rmm s m———— = SOEEE CRON
om0 A
]
Z o060
a
== Avg of Others os0 —= Avg of Others

— Target

— Target

w @
# of Epochs

B @
# of Epochs

w/o and w/ IMMA.



IMMA: Immunizing text-to-image Models against Malicious Adaptation 25

oor luggage purse decoritems decoritems furniture chair
R e o = A 00 = osof L e B 092 I
088 ~oo 090
a - a o a - a
S Avg of Others = = e Avg of Others S o
I} — Target o o — Target '\/\/ 5]
08 0s0 086
—= Avg of Others 080 ~= Avg of Others
o 084
o — Target — Target
0a0 om
o £ B 100 ¢ B3 B a0 ¢ 2 @ @ @ w0 o 0 L) 0 i
# of Epochs # of Epochs # of Epochs # of Epochs
wearable glasses transport motorbike . transport car scene castle
0ss s
o b PET APV { e 090] m R st T e
050] Baa BN 050 - Seas o=
< 080
a N=~e="—— AvgofOthers | & a
Soss < 5o =]
51 — Target o Oon
s 080 ~= Avg of Others - Avg of Others —= Avg of Others
— Target — Target 050 — Target
T T T T T T 075 T T T y 0T ) T ; T T 7 T T T T T
7 o & ) 100 ¢ ) o @ & B ) L) ¢ D W e b i
# of Epochs # of Epochs. # of Epochs # of Epochs.
scene i instrument music
o ——— T 0001 pemms e T N e s
0904 Nze - -
08s
a ~ Avg of Others 2 om0
= =]
T %] — Terget Ton
e 070 == Avg of Others
o s | — Target
. 23 £ 100 ¢ B3 B &
# of Epochs # of Epochs
luggage purse decoritem: decoritems furniture chair
os0 = 080 0rs
00 PN —— [T Macrommers| o \ R S Y oro) Lgmed =73
065 ] PAmaLLZ | — Target - o101 Nome™ o Somdeonrt
e} e e} Soo i Q S -- o 2
Qos Qe NS 2. Avg of Others 2w
Soss a H — Target a
050 - Avg of Others o0 0s0 %7 =~ Avg of Others
0as — Target oa0 0507 — Target
ad0 04s
o “© ) 100 ¢ ) B ) T 2 @ @ @ w0 1 0 L) 100
# of Epochs # of Epochs. # of Epochs # of Epochs.
wearable glasses transport motorbike transport car scene castle
oa0 [ T — [ P —
[ s Zocialr |4 I TN ™ R e
oo N P o . oo
2 =7i=- Avgofothers | 9, Avg of Others gom 2
5o — Target 5| — Terget 3 0w S o
040 050 == Avg of Others == Avg of Others
00 050 — Target 020 — Target
030
o E) B 100 ¢ B3 B a0 o o £ W w0 ¢ S
# of Epochs # of Epochs # of Epochs # of Epochs
scene li instrument music
080 D E——— [T —
- v 28
IS - =S =
ey st =
050 o Siso
g Qoe == Avg of Others
B o 8 —— Target
030
~ Avg of Others
020 — Target 040
o ) 100 ¢ )

LI B @
# of Epochs # of Epochs

Fig. A9: CLIP and DINO of Dreambooth LoRA Adaptation w/o and w/

Castle Chair Guitar

s e dom ] ™
om arr” TN 086 v P
pmens” L=~7 B g
J oss
2 om [ —= wioMIMA | & |/~ w/oMIMA
o o N — wmima | T %] — wmima
076 080 080
o ~ womMma | .
— w/ MIMA o
o 076
S T b e sk ab s T b e s s sho
# of Steps # of Steps # of Steps
,,,,,,, —T—== -l 050 oo —==%e=<
. —— 050 - ==L = =%
ads 4
050 N / 0s0
] Q1 L/ o
z Z 035 N A
20w H H
a 3,, Bow
030 025 ~ woMMA | 0z /o MIMA
020 — W/ MIMA 020 — W/ MIMA
020
D T b o s b s )
# of Steps # of Steps # of Steps

Fig. A10: CLIP and DINO of Textual Inversion w/o and w/ IMMA on
multiple concepts.



26 AY. Zheng and R.A. Yeh

o7

on == Avg of Others o
— castle

om0

~ ~~ Avg of Others 086 ~= Avg of Others

cLIp

L ] FI R e P - ER—
# of Epochs # of Epochs

060

s —— Avg of Others 0ss —— Avg of Others
osod | omtmmad — castle chair Ll B SV B i e g
Qoss Q oun-
Zou0 H
8 a8

== Avg of Others
— guitar

05

) T ez e 4k sk ) s
# of Epochs # of Epochs # of Epochs
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The adaptation method is Textual Inversion. The gap between the two lines shows
RSGR.

Reference  MISTed Reference

Fig. A12: Additional results on MIST. We observe that MIST successfully prevented
personalization against Textual Inversion. However, MIST is unsuccessful when JPEG
is applied to the image, as reported in their paper, or when DreamBooth is used for
adaptation.
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Reference

w/o IMMA w/ IMMA

Fig. A13: IMMA on celebrities with adaptation of DreamBooth LoRA.
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Reference w/o IMMA w/ IMMA

Fig. A14: Results of IMMA on Dreambooth (upper block) and Textual Inversion (lower
block) datasets.

Reference w/o IMMA
o s

furniture chair

scene lighthouse

Fig. A15: Generation of datasets with negative metric values in Tab. 4. We
observe that the base adaptation of DreamBooth’s personalization adaptation failed
even without IMMA.
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Look at the artistic style in the reference images. Which image is in the

style that looks more similar to reference images?

Reference Images

Image 1

Image 2

Image 1

Image 2

Look at the item in the reference images. Which image contains the
item that looks more similar to that in reference images and looks
more like a real image?

Image 1

Image 2

Reference Images

Image 1

‘ Image 2

Fig. A16: Illustration of our user study survey. We show four reference images to
the user and ask them to select images generated by different methods for comparison.
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