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In this supplementary material, we present our visualizations of multimodal
data perturbations and the formulation of attacks. Additionally, we delve into the
intersection region of adversarial trajectories and the rationale behind the im-
provement in transferability. Moreover, we explore adversarial attacks on Large
Language Models (LLMs) and compare the time efficiency. Furthermore, we pro-
vide more detailed results regarding cross-model transferability.

— In Section [I} we present visualizations of the perturbations caused by our
multimodal adversarial attack methods on both image and text modalities.

— In Section [2] we present attack formulation, which outlines the step-by-step
process of generating adversarial images and texts.

— In Section [3] we explore the proportions of clean images, last adversarial
images, and adversarial images in the intersection regional optimal samples,
as well as the changes in these proportions during the iteration process.

— In Section 4] we discuss the rationale behind the transferability improvement
of our method compared to SGA.

— In Section [5] We employ the VLP models as surrogates to generate adver-
sarial examples and explore the adversarial robustness of existing state-of-
the-art LLMs.

— In Section [f] we compare the time costs between SGA and our method.

— In Section [7] we present more detailed results about cross-model transfer-
ability, incorporating the R@Q5 and R@10 metrics, as well as extending the
analysis to the MSCOCO dataset and different perturbation settings.

1 Visualization on Multimodal Dataset

In Figure we present the adversarial perturbations of our method for both
image and text modalities. As mentioned in our experimental setup, we perturb
only one token for text and use an 8/255 perturbation for images. The first two
lines represent the clean image and the adversarial image, respectively. The third
line indicates the added adversarial perturbation. The last two lines represent
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Fig. A1l: Adversarial perturbation visualization on Multimodal dataset.

the clean text and the adversarial text, where green highlights the original words,
while red highlights the words modified in the adversarial text.

2 Attack Formulation

In Algorithm [I} we provide a detailed demonstration of the process by which
our method generates adversarial images and adversarial texts.

3 Intersection Regional Optimal Sample

The current state-of-the-art method, namely SGA (Set-level Guidance Attack)
@I, focuses on improving the transferability of multimodal adversarial example
transferability by exploiting the diversity of adversarial examples along the op-
timization path. Despite achieving notable success, this approach primarily con-
siders the diversity surrounding adversarial examples within the optimization
trajectory. It is crucial to note that adversarial examples generated iteratively
by the surrogate model pose a potential risk of overfitting to the victim model,
thereby impacting transferability.

To address the potential overfitting risk, we undertake a groundbreaking ini-
tiative to enhance the transferability of multimodal adversarial attacks by incor-
porating diversity not only around online adversarial examples (AEs) throughout
the optimization process but also around clean inputs. Specifically, we intro-
duce a novel concept termed the intersection region of adversarial trajectory,
which encompasses the original image, the adversarial image from the previous
step, and the current adversarial image during the iterative attack process. This
pioneering approach aims to mitigate overfitting by strategic sampling within
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Algorithm 1: Attack formulation.

Data: Encoder Fy, Frr, perturbation bound e,, €;, Image-caption (v, t),
Tteration steps T', Sample number N, Augmentation number M, Image
scale sets S = {s1, s2,...,Sm}

Output: adversarial image v’, adversarial caption t’

1 Follow SGA method and get adversarial image v{, v}
2 fori=2,3,...,7T do
3 /* Build sample set e = {e1, ez, ...,en} %/
4 for iter k=1,2,...,N do
5 | | ex=B-vby-viitn-vhBty-n=10
6 end
7 /* Build perturbation set P = {p1,p2,...,pn} */
8 for iter k=1,2,...,N do
o | | pr=a-sign(REEESER)-
10 end
11 /* Get optimal sample e, */
12 m = arg maxJ (Fi(vi + pm), Fr(t)).
pm€EP
13 /* Build augmentation set En, = {€m1, €m2, .., €mnm } */
14 for iter j =1,2,...,M do
15 | em; =resize(em,s;) +0.05- N(0,1)
16 end
17 /* Update adversarial image v} */
. VeSM | J(Fr(emy), Fr(t
18 U;—O—l = Ug +o- SZgn( HVCZZJ].J‘Z:I J((FII((emJj),F;((t))))” )
19 end
20 /# Generate adversarial text t' */
21t =
argBI[naﬁ(A'J(FI(U)yFT(t')) +p- J(Fr(vp), Pr(t))) +v- J(Fi(vp_1), Pr(t)).
' €Blt, e

this region, thereby avoiding an exclusive focus on adversarial example diver-
sity solely around adversarial images. Upon acquiring multiple sample points,
we compute gradients for each, allowing the determination of a perturbation
direction away from the text. Subsequently, we incorporate these perturbations
individually into the current adversarial image and select the perturbation that
deviates the most from the text.

In the iterative process, the intersection region is defined by the original
image v, the adversarial image from the previous step v;_;, and the current
adversarial image v]. Each sample within this region can be represented as ej, =
B-v+4vy-vi_y+n-v, where 8+ v+ n = 1. Our objective is to delve into the
specific locations within this region where optimal samples occur at each update.
This involves a detailed examination of the precise magnitude and variation of
the three numerical values, 3, v, and 7.

To achieve the aforementioned objectives, we employ ALBEF [4], TCL |11],
and CLIP [9] as surrogate models on the Flickr30K [8] dataset to generate multi-
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Fig. A2: Intersection Regional Optimal Sample. ALBEF, TCL, and CLIP are
sequentially used as source models. During the iteration process, the optimal sample
from the intersection region of adversarial trajectory is characterized by the proportions
of the clean image, the last adversarial image, and the current adversarial image.

modal adversarial examples, respectively. The average value is computed across
all examples. Given that we set the PGD step size to 10 and utilize ran-
dom noise initialization, there will be 9 iterations of sampling and selecting the
optimal sample. The detailed results are illustrated in Figure

First, let’s analyze the numerical distribution of the three ratios: 3, -, and
1. As depicted in Figure it is evident that, for any VLP model and at
each step, the proportion of adversarial images consistently remains the highest,
typically surpassing 60%. Furthermore, in the optimal samples, the proportion of
adversarial images v] does not exceed 85%. In the case of SGA, it can be viewed
as a special scenario within our method, wherein the proportion of adversarial
images in the selected samples consistently reaches 100% in each iteration.

Due to an excessive focus on optimizing diversity around adversarial images
and insufficient consideration of clean images in the optimization path, the SGA
method tends to exhibit overfitting on the surrogate model, thereby limiting its
transferability. In contrast, our approach introduces approximately 5-15% clean
images at each iteration while selecting optimal samples, effectively mitigating
this risk. Furthermore, within each optimal sample, there exists an additional
proportion of 5-25% derived from the previous adversarial image. This inclu-
sion of historical adversarial perturbations enriches the diversity of adversarial
examples, thus effectively preventing the occurrence of overfitting.
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Fig. A3: Adversarial Transferability on GPT-4. The images on the left display
the responses generated by GPT-4 when presented with clean images and the query
"Describe this image", while the images on the right show the responses to the adver-
sarial images.

Next, we delve into an examination of the dynamic shifts in the optimal
sample proportions occupied by adversarial images, historical adversarial im-
ages, and clean images throughout the iteration process. The specific outcomes
are depicted in Figure [A2] Across the four VLP models, a discernible dimin-
ishing trend is observed in the proportion occupied by adversarial images. In
the PGD multi-step iterative attack method, a single-step attack undergoes re-
finement through the incorporation of multiple successive perturbations. In the
initial iterations, owing to the relatively modest accumulation of perturbations
in the adversarial images, these perturbations fall below the constraint limits.
Consequently, during these early steps, the optimal samples tend to align closely
with the adversarial images. As the perturbations in the adversarial images con-
tinue to accrue, they eventually surpass the imposed constraints. The portions
exceeding these constraints are subsequently adjusted to the constraint value,
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Fig. A4: Adversarial Transferability on Claude-3. The images on the left display
the responses generated by Claude-3 when presented with clean images and the
query "Describe this image", while the images on the right show the responses to the
adversarial images.

e.g., 8/255. At this juncture, an excessive reliance on adversarial images in-
evitably leads to a decline in the effectiveness of the attack. However, judicious
consideration of the adversarial perturbations around clean images and the most
recent adversarial image helps mitigate the risk of overfitting. Furthermore, our
analysis extends to the changing trend in the proportion of clean images within
the optimal samples. Notably, for the CLIPonn model, there is a conspicuous
upward pattern, while the other three VLP models also exhibit an upward trend,
albeit at a very slow pace. Across all VLP models, the proportion of the last ad-
versarial image shows a slow increase over the first 7 or 8 steps, followed by a
decrease in the final two or three steps.

4 Rationale behind transferability improvement

The main reason for the low transferability of an adversarial example(AE) is
that it heavily relies on the surrogate vision-language model, also known as the
overfitting issue.

Why is SGA effective? SGA conducts augmentations around the online
AEs (See Figure 1 (a)) to improve transferability “instead of increasing the over-
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Fig. A5: Overfitting analysis of SGA & our method via ITWs.

fitting risk". However, the augmentations still highly rely on the examples along
the adversarial trajectory, leading to overfitting risks.

Why is our method effective? Unlike SGA, our method performs aug-
mentations around online AEs considering the raw clean example and the AE
at the previous step (See Figure 1 (b)). We utilize the clean example since it is
entirely independent of the surrogate model and offers the potential to mitigate
the risk of overfitting.

Overfitting analysis of SGA & our method via ITWs. To quantify
overfitting risk, we use the PAC-Bayes theorem to measure the amount of in-
formation stored in the network’s weights (IIW) [10], a promising indicator of
generalization ability. Smaller IIW means lower overfitting risks. Given an AE
from SGA or our method during optimization iteration, we calculate its IIWs
by feeding it to four VLMs, respectively. We count IITWs of 1000 AEs during
optimization and show the averaging results in Figure [A5] During optimization,
the IIW of AEs from the SOTA baseline (i.e., SGA) initially decreases before
sharply increasing. In contrast, our method leads to a continuous low ITW value
in generated AEs, demonstrating that our method can overcome the overfitting
risks. As a result, the attack transferability can be enhanced.
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GPT-4 Claude-3 Qwen-VL
Attack | Ral R@s R@10 | Ral R@5 R@10 | Ral R@5 RQ10
No Attack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
SGA 6.0 0.0 0.0 18.0 4.0 3.0 6.0 2.0 0.0
Ours 16.0 6.0 4.0 22.0 12.0 9.0 15.0 6.0 1.0

Table Al: Attacking against open VLP large models.

5 Adversarial Transferability on Large Language Models

Recently, Large Language Models (LLMs) have garnered widespread applica-
tions. Their utilization spans various domains, showcasing their versatility and
efficacy in tackling complex tasks. To further explore the adversarial robustness
of LLMs, we conduct specialized extension experiments. Specifically, we utilize
ALBEF as a surrogate model, generating adversarial examples under settings
with perturbation constraints of 16/255 and single-step perturbation of 0.5/255,
with a step size of 500. Furthermore, we evaluate them on advanced LLMs (e.g.,
GPT-4 [1], Claude-3) by prompting these systems with the query "Describe this
image". The results, depicted in Figure[A3and [A4] demonstrate that adversarial
examples generated by our method can mislead today’s state-of-the-art LLMs
into producing incorrect answers.

We have shown two cases on open VLP large models above. Here, we further
extend experiments by randomly selecting 100 images from the Flick30K and
generating adversarial images using SGA and our method with ALBEF as the
surrogate, under the same perturbation setting (16/255). Then, we feed adver-
sarial images into LLMs and query "Describe this image", and rank descriptions
with 100 irrelevant texts based on CLIP similarity. If the description doesn’t
rank top-N, consider a successful R@N attack. Table illustrates ASR(%),
showing our superior transferability to LLMs compared to SGA.

6 Time cost comparison.

Table [A2) compares the time costs per AE between SGA and our method. ¢; and
tr respectively represent the time for generating adversarial images and text.
Our method takes 1.58-2.28 times longer overall compared to SGA, with gener-
ating adversarial images taking 2.33 to 2.59 times as long. This additional time
primarily arises from the process of selecting optimal samples in the intersection
region, involving a sample number of additional forward /backward passes com-
pared to SGA. In the future, we will explore methods to select optimal samples
to reduce computational costs.

7 Detailed Results about Cross Model Transferability

We conduct experiments with a focus on assessing the transferability of ad-
versarial examples across two widely adopted VLP model architectures: fused
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‘ ALBEF TCL CLIPvir CLIPcNN
Attack
ac ‘ tr +tr tr ‘ tr +tr tr ‘ tr +tr tr ‘ tr +tr tr
SGA 2.02 1.66 1.99 1.64 1.02 0.56 0.78 0.36
Ours 4.60 4.27 4.53 4.21 1.85 1.45 1.23 0.84

Table A2: Computational cost compared with SGA.

and aligned. The selected VLP models for evaluation include ALBEF, TCL,
CLIPv;T, and CLIPcnN [2]- The chosen downstream vision-and-language (V+1L)
task for assessment is image-text retrieval |3]. Our methodology involves utilizing
one of the four models to generate multimodal adversarial examples within the
specified parameters of our proposed method. Subsequently, we aim to validate
the effectiveness of the generated adversarial examples through a comprehen-
sive set of experiments. These experiments encompass both self-attacks, where
the model attacks itself, and attacks on the other three models. The evaluation
framework includes a white-box attack and three black-box attacks.

In the image-text retrieval task, we employ key metrics—R@1, R@5, and
R@10 to gauge the efficacy of our attacks. These metrics assess whether the ad-
versarial examples fail to appear in the top-ranked positions during the retrieval
process, serving as crucial indicators of attack success. Due to space constraints
in the main text, we focus on presenting the R@Q1 metric for cross-model trans-
ferability experiments. In Table [A3] we furnish a comprehensive overview of the
R@1, R@5, and R@10 metrics specifically for the Flickr30k dataset. Our analysis
delves into the performance of the source model and the transferability across
models separately.

We can initially observe that our method maintains the highest performance
in terms of the R@1 metric compared to SGA, regarding the success rate of
attacks on the source model. However, for the R@Q5 and R@Q10 metrics, our
method slightly underperforms compared to SGA. However, when transferring
the adversarial examples generated on the source model to the other three VLP
models, our method achieves a substantially higher attack success rate than
SGA, reaching up to 9.96%. Whether for Image Retrieval or Text Retrieval, our
method outperforms SGA significantly across all three metrics: R@1, R@Q5, and
R@10. These findings collectively demonstrate that our method is capable of
generating adversarial examples with superior transferability.

When validating the effectiveness of our method in improving the transfer-
ability of cross VLP models on Flickr30K [8], we utilize a test set consisting
of 1,000 images, with approximately 5 captions for each image. To further val-
idate the reliability of our method more extensively, we also employ a larger
MSCOCO |[5] test set for evaluation. This set comprises 5,000 test images, with
each image having approximately 5 captions as well. The attack settings on
MSCOCO are identical to those on Flickr30K, and detailed experimental results
can be found in Table [A4]
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In our analysis of experimental results on the MSCOCO dataset, we observe
that our method achieves optimal performance in terms of attack success rates
at R@Q1, RQ5, and RQ10. This holds when transferring to different VLP mod-
els. Specifically, the transferability of our method, even across fused VLP mod-
els, reaches up to 95.89%. Furthermore, similar to the results on the Flickr30K
dataset, in the white-box attack setting, the success rate of our method is slightly
lower than that of SGA, but it still reaches a very high level, averaging over 99%.
However, the transferability of the adversarial examples generated by our method
far surpasses that of SGA.

In the experiments conducted on the Flickr30K and MSCOCO datasets, we
set the perturbation constraint to 8/255 and the single step size to 2/255, with a
total of 10 steps. To further explore the effectiveness of our method under differ-
ent perturbation settings, we compare it with existing state-of-the-art methods
using another perturbation configuration. We utilize a reduced perturbation con-
figuration as outlined in the SGA paper, with a constraint of 2/255, employing
a single step size of 0.5/255, and conducting a total of 10 steps. The results can
be seen in Table and Similar to the limitation at 8/255, our method
achieves a slightly lower success rate on the source model compared to SGA, but
still at a significantly high level. Furthermore, the transferability of adversarial
examples generated by our method is much better than our baseline method,
SGA. Our experimental results under different perturbations and datasets thor-
oughly demonstrate the effectiveness of our method in generating multimodal
adversarial examples with higher transferability.
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Table A3: Comparison with state-of-the-art methods on Flickr30K dataset.
The source column shows the VLP models we use to generate multimodal adversarial
examples. The gray area represents adversarial attacks under a white-box setting, the
rest are black-box attacks. For both Image Retrieval and Text Retrieval, we provide
R@1, R@5 and RQ10 attack success rate(%). The constraint for adversarial perturba-
tion is set to 8/255, with a per-step size of 2/255, and a total of 10 steps.

Flickr30K (Image-Text Retrieval)

| ALBEF TCL CLIPvir CLIPcxy
Source \ Attack | Ra1 R@5 R@l0 | R@l RE5 R0 | Rl R@5 Rel0 | R@l R@5 RQIL0
PGD 9374 8597 825 | 24.03 1015 7.62 | 10.67 312 102 | 1405 37 247
BERT-Attack | 1157 1.80 110 | 1264 251 090 | 2933 1163 630 | 3269 1543 8.5
ALBEF | SepAttack | 9572 90.18 872 | 393 1849 1232 | 3411 1412 854 | 3576 167 105
Co-Attack | 97.08 9459 926 | 39.52 204  14.53 | 2982 1173 661 | 31.29 11738 577
SGA 99.9 99.9 99.9 | 87.88 77.99 71.84 | 3669 1931 1413 | 3959 2199 1596
Ours 99.9 998 998 | 91.57 81.91 76.35 | 46.26 24.3 17.17 | 49.55 28.75 20.6
PGD 3577 2174 162 | 99.37 9859 97.7 | 1018 291 142 | 1481 455 237
BERT-Attack | 11.89 220 070 | 1454 231 060 | 29.69 1277 7.62 | 3346 1438  9.37
poL | Sep-Attack | 5245 3226 247 | 9958 9869 980 | 3706 161 945 | 3742 1586 1112
Co-Attack | 49.84 27.45 60.36 | 91.68 8523 80.96 | 32.64 134 G681 | 3206 1427 8.14
SGA 9249 87.37 835 | 100.0 100.0 100.0| 36.81 19.0 122 | 41.89 23.68 16.89
Ours 95.2 91.38 89.6 | 100.0 100.0 99.9 | 47.24 26.48 18.9 | 52.23 30.44 22.66
PGD 313 04 03 | 443 101 02 | 6933 4559 3699 | 1303 381 175
BERT-Attack | 959  1.30 040 | 11.80 191 070 | 2834 1173 681 | 3040 1163 5.97
CLIPy,, | Sep-Attack | 761 13 05 | 1012 181 08 | 7693 5535 446l | 2080 1L52  5.87
| Co-Attack | 855 15 05 | 1001 201 07 | 7853 57.42 4553 | 295 1142  6.08
SGA 2242 892 56 | 2508 1015 491 | 100.0 100.0 100.0| 53.26 93 242
Ours 27.84 1222 7.7 | 27.82 1176 7.11 | 100.0 99.9  99.9 | 64.88 42.6 31.72
PGD 220 03 03 | 45 03 0.1 54 145 081 | 8978 777 70.75
BERT-Attack | 886 150  0.60 | 12.33 201 090 | 2712 1121 681 | 3040 13.00 7.31
CLIPeyy | SeP-Attack | 938 12 07 | 1128 191 07 | 2613 1163 63 | 9361 8436 7817
» Co-Attack | 1053 1.6 04 | 1254 201 07 | 2724 1205 65 | 9591 89.75 85.99
SGA 1564 551 30 | 1802 643 291 | 3902 1921 1301 | 99.87 99.58 99.38
Ours 195 6.31 3.2 | 21.6 7.64 3.71 | 48.47 26.38 17.07 | 99.87 99.47  99.07

Flickr30K (Text-Image Retrieval)

\ \ ALBEF TCL CLIPyir CLIPcxy
Source | Attack | "pa Res Re10 | Rel Re5 Ral0 | Rel Re5 RGI0 | Ral Re5 RO
PGD 9443 8948 8619 | 27.9 1356 9.87 | 1582 661  3.97 | 1901 711 472
BERT-Attack | 27.46 1448 1098 | 28.07 1439 1026 | 43.17 2637 1991 | 46.11 2843 22.14
ALBEF | Sep-Attack | 9614 9184 89.12 | 5179 3136 2409 | 45.72 2777 201 | 47.92 30.86 2381
Co-Attack | 98.36 9641 94.86 | 51.24 319 2441 | 3892 2331 17.01 | 41.99 2518 1855
SGA 99.98 99.94 99.94| 88.05 77.53 70.96 | 4678 28.66 21.96 | 49.78 3227 24.96
Ours 99.93 999 99.86 | 91.17 81.99 76.79 | 56.8 38.31 29.68 | 59.01 41.19 33.34
PGD 4167 258 19.35 | 99.33 9824 97.08| 163 661 425 | 211 856 526
BERT-Attack | 26.82 14.09 10.80 | 20.17 1503 1091 | 4449 2747 2100 | 46.07 2028 2259
poL | Sep-Attack | 6144 4411 3651 | 9945 0839 O7.34 | 4581 2833 2137 | 4991 327  25.05
Co-Attack | 60.36 4159 33.26 | 9548 90.32 86.74 | 42.60 2644 20.37 | 47.82 3047 23.13
SGA 9277 8694 83.64 | 100.0 100.0 99.98| 46.97 29.41 2281 | 51.53 3321  25.1
Ours 95.58 91.78 88.9 | 99.98 99.98 99.96 | 57.28 39.31 31.88 | 62.23 44.06 35.78
PGD 648  1.83 101 | 883 246 154 | 8479 7384 6845 1743 7.3 461
BERT-Attack | 22.64 1095 817 | 2507 1292 890 | 39.08 2408 17.44 | 3743 2496 18.66
CLIPy,, | Sep-Attack | 2058 052 722 | 2074 974 68 | 8744 7807 7279 | 3832 2820 17.60
| Co-Attack | 2018 954 7.2 | 21.29 951 678 | 87T.5 77.95 734 | 3849 2319 17.87
SGA 3459 18.25 13.61 | 36.45 1879 13.87 | 100.0 100.0 99.98 | 61.1 4318 3537
Ours 42.84 24.38 18.76 | 44.6 26.38 19.74 | 100.0 100.0 100.0| 69.5 53.66 45.09
PGD 615 17 097 | 888 242 142 | 1208 486 294 | 93.04 8537 81.09
BERT-Attack | 23.27 11.34 841 | 2548 13.25 881 | 37.44 2348 17.66 | 40.10 2671 20.85
CLIPeyy | SeP-Attack | 2290 1077 7.95 | 2545 1199 82 | 3924 2373 17.84 | 953 89.62 862
» Co-Attack | 23.62 114 821 | 2605 1269 879 | 40.62 2471 1882 | 965 9275 90.35
SGA 28.6 1526 10.82 | 33.07 17.22 12.33 | 5145 3320 2577 | 99.9 99.81 99.64
Ours 34.59 18.05 13.83 | 37.88 20.94 15.41 | 59.12 40.88 32.9 | 99.9 99.61 99.46
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Table A4: Comparison with state-of-the-art methods on MSCOCO dataset.
The source column shows the VLP models we use to generate multimodal adversarial
examples. The gray area represents adversarial attacks under a white-box setting, the
rest are black-box attacks. For both Image Retrieval and Text Retrieval, we provide
R@1, R@5 and RQ10 attack success rate(%). The constraint for adversarial perturba-

tion is set to 8/255, with a per-step constraint of 2/255, and a total of 10 steps.

MSCOCO (Image-Text Retrieval)

| ALBEF TCL CLIPvir CLIPcxy
Source | Attack | "pa Res Re10 | R@l Re5 RGl0 | Rel Re5 RGI0 | Ral Re5 RGO
PGD 9435 878 8405 | 3415 1863 1305 | 2171 1094 734 | 2383 1175 878
BERT-Attack | 1157 180 110 | 1264 251 090 | 29.33 1163 630 | 32.69 1543 865
ALBEF | Scp-Attack | 9701 9344 910 | 6106 37.75 2004 | 5719 39.93 3141 | 5881 4145 3322
Co-Attack | 96.65 9474 9312 | 57.33 37.24 2853 | 50.71 330 2644 | 52.06 3389 2747
SGA 99.95 99.72 99.61| 87.46 7628 6924 | 63.72 47.62 3926 | 6391 4735 40.65
Ours 99.9 99.77 9951 | 88.81 78.63 71.93 | 69.25 52.01 43.9 | 68.53 52.03 44.14
PGD 1081 2516  19.02 | 9854 9642 9477 | 21.79 1141  7.89 | 2497 1265 956
BERT-Attack | 11.89 220 070 | 1454 231 060 | 20.69 1277 7.62 | 3346 1438  9.37
oL | Sep-Attack | 6638 484 38.53 | 9915 07.60 9638 | 5094 4233 3426 | 60.77 4411 35.04
Co-Attack | 6522 45.39 3643 | 9495 OL18 89.08 | 55.28 38.04 20.73 | 56.68 37.31 20.82
SGA 927 8712 8401 | 100.0 99.98 99.98 | 59.79 438 367 | 6052 46.15 38.19
Ours 94.72  90.6 88.02 | 100.0 100.0 100.0| 70.51 54.58 45.91 | 70.29 54.58 45.94
PGD 1026 429 243 | 1272 548 306 | 8291 6834 6044 | 2162 1131 827
BERT-Attack | 9.59 130 040 | 11.80 191 070 | 2834 1173 G681 | 3040 1163 597
CLIPy,, | Sep-Attack | 2501 1135 72 | 282 133 832 | 8836 776 6998 | 4757 3128 2463
T | Co-Attack | 26.35 1197 7.2 | 2823 1280 819 | 8878 7821 70.98 | 47.36 3149  25.29
SGA 43.75  25.67 1793 | 44.05 2531 1791 | 100.0 100.0 100.0| 70.66 5643 48.92
Ours 52.69 32.04 23.71 | 51.88 31.05 23.67 | 100.0 100.0 100.0 | 80.18 67.75 60.13
PGD 838 359  1.85 | 1L9 511 273 | 1366 743 474 | 9268 8580 81.92
BERT-Attack | 8.86 150 060 | 1233 201 090 | 27.12 1121 681 | 3040 13.00 7.31
CLIPeyy | SeP-Attack | 2013 1299 801 | 814 1458  0.31 | 5223 3482 2689 | 9616 919  89.03
AN Co-Attack | 2049 13.26 828 | 31.83 1511 981 | 5315 3611 28.78 | 97.79 9429 92.26
SGA 36.94 1831 1186 | 38.81 20.09 1365 | 6219 47.96 38.78 | 99.92 99.86 99.66
Ours 414 21.68 14.64 | 43.62 23.7 16.18 | 70.43 55.15 46.41 | 998  99.54  99.39

MSCOCO (Text-Image Retrieval)

\ ALBEF TCL CLIPyir CLIPoxy
Source | Attack | "pa Res Re10 | Rel Re5 Ral0 | Rel Re5 RGI0 | Ral Re5 RO
PGD 93.26 8846 85.84 | 36.86 20.52 14.86 | 27.06 14.31 1119 | 30.96 17.61 13.43
BERT-Attack | 27.46 1448 1098 | 28.07 1439 1026 | 4317 2637 1991 | 4611 2843 22.14
ALBEF | Sep-Attack | 9659 9328 9091 | 66.13 4731 3828 | 0582 49.08 4229 | 6361 532 4545
Co-Attack | 9833  96.6 953 | 64.19 4617 37.83 | 57.36 4219 3553 | 60.74 459 3877
SGA 99.94 99.81 99.74| 88.17 77.33 7064 | 69.71 5521 47.73 | 70.78 5634 48.74
Ours 99.93 998  99.69 | 90.06 79.85 73.57 | 75.31 60.88 53.39 | 75.09 61.84 54.5
PGD 44.09 2775 2125 | 982 9546  93.65 | 26.92 14.91 1164 | 3217 1842 13.89
BERT-Attack | 26.82 14.09 10.80 | 20.17 1503 1091 | 4449 2747 21.00 | 46.07 22.59
poL | Sep-Attack | 7219 5574 478 | 9898 0TI  95.66 | 6595 50.63 4278 | 69.37 5456  46.65
Co-Attack | 7241 56.37 48.16 | 97.87 9532 9342 | 6233 469  39.68 | 6645 49.95 4272
SGA 92,09 87.65 84.17 | 100.0 99.99 99.98 | 6531 50.02 4387 | 67.34 5348 4587
Ours 95.89 91.87 89.29 | 100.0 100.0 99.99 | 74.95 61.05 54.25 | 76.99 63.73 56.49
PGD 1369 576  3.92 | 1581 7.56 513 | 9051 8179 7642 | 2878 16.98 12.64
BERT-Attack | 22.64 10.95 817 | 25.07 1292 890 | 39.08 2408 17.44 | 37.43 2496 18.66
CLIPy,, | Sep-Attack | 3681 2280 1758 | 3847 23.08 17.87 | 0700 OL50 851 | 5779 43.14 3637
T | Co-Attack | 36.69 2286 17.71 | 3842 2351 17.88 | 96.72 9128 85.46 | 5845 4378  36.77
SGA 5108 33.62 2691 | 51.02 3443 27.9 | 100.0 100.0 100.0| 75.58 6322 56.28
Ours 61.5 43.5 36.08 | 61.06 43.89 36.28 | 100.0 100.0 99.99 | 84.11 74.54 67.85
PGD 1273 543 361 | 1568 7.38 505 | 2062 1176 862 | 9471 89.3  86.32
BERT-Attack | 2327 1134 841 | 2548 1325 881 | 3744 2348 17.66 | 40.10 26.71 20.85
CLIPeyy | SeP-Attack | 4064 2575 2023 | 4299 2725 2112 | 5973 4452 3751 | 9754 9451 92.39
N Co-Attack | 415 2614 2051 | 4344 27.92 2161 | 60.15 45.53 3856 | 9854 9616 94.71
SGA 4679 20.97 237 | 489 3280 26.04 | 67.73 53.77 47.19 | 99.97 99.83 99.77
Ours 52.25 35.85 28.75 | 54.15 38.03 30.45 | 74.14 62.21 55.07 | 99.92 99.73  99.66
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Table A5: Comparison with state-of-the-art methods on Flickr30K dataset.
The source column shows the VLP models we use to generate multimodal adversarial
examples. The gray area represents adversarial attacks under a white-box setting, the
rest are black-box attacks. For both Image Retrieval and Text Retrieval, we provide
R@1, R@5 and RQ10 attack success rate(%). The constraint for adversarial perturba-
tion is set to 2/255, with a per-step constraint of 0.5/255, and a total of 10 steps.

Flickr30K (Image-Text Retrieval)

| ALBEF TCL CLIPvir CLIPcxy
Source \ Attack | Ra1 R@5 R@l0 | R@l RE5 R0 | Rl R@5 Rel0 | R@l R@5 RQIL0
PGD 5245 36.57 3000 | 3.06 040 010 | 896 166 041 | 1034 296 185
BERT-Attack | 1157 1.80 110 | 1264 251 090 | 29.33 1163 630 | 3269 1543 8.5
ALBEF | Sep-Attack | 65.60 47.60 4210 [ 17.60 372 190 | 3L17 1205 70l | 3282 1586 9.0
Co-Attack | 77.16  64.60 58.37 | 1521 419 147 | 2360 7.82 393 | 2512 842 539
SGA 97.24 94.09 92.30| 4542 24.93 1648 | 3338 1350 9.04 | 3493 17.07 10.45
Ours 96.14 9248  89.8 | 49.74 26.83 19.24 | 39.14 18.9 12.4 | 41.38 20.08 12.98
PGD 615 130 070 | 77.87 6513 5872 | 748 145 081 | 1034 275 154
BERT-Attack | 11.89 220 070 | 1454 231 060 | 29.69 1277 7.62 | 3346 1438  9.37
por | Sep-Attack | 2013 491 270 | 8472 7307 6543 | 3120 1298 772 | 3333 1427 9.89
Co-Attack | 2315  6.98  3.63 | 77.94 6426 56.18 | 27.85 9.80 522 | 30.74 1209 7.28
SGA 4891  30.86 23.10 | 98.37 96.58 94.99 | 33.87 1521 946 | 37.74 17.86 1174
Ours 51.09 31.86 24.8 | 9821 9487 93.49 | 40.25 19.52 12.4 | 42.91 21.99 14.32
PGD 250 040 010 | 485 020 020 | 7092 5005 4228| 536 116 072
BERT-Attack | 959  1.30 040 | 11.80 191 070 | 2834 1173 681 | 3040 1163 597
CLIPy,, | Sep-Attack | 959 130 050 | 1138 211 090 | 7975 6303 5376 | 3078 1216  6.39
| Co-Attack | 10.57 187  0.63 | 11.94 238  1.07 | 93.25 8488 78.96 | 3252 1378  7.52
SGA 13.40 246 1.35 | 16.23 377 110 | 99.08 97.25 95.22| 3876 1945 11.95
Ours 1251 24 13 | 1465 3.82 1.4 | 9877 96.26 940 | 45.47 22.2 13.59
PGD 209 030 010 | 400 040 020 | 110 052 041 | 8646 69.13 6117
BERT-Attack | 886 150  0.60 | 12.33 201 090 | 2712 1121 681 | 3040 13.00 7.31
CLIPeyy | SeP-Attack | 855 150 060 | 1264 191 070 | 2834 108 630 | 9144 7854 7158
» Co-Attack | 879 153 060 | 1310 231 093 | 2879 1163 640 | 9476 87.03 8208
SGA 1142 256 105 | 14.91 3.62 170 | 3124 1345 874 | 99.24 98.20 95.16
Ours 12.2 251 1.4 | 1433 332 14 | 3521 1558 9.65 | 99.11 9715 9454

Flickr30K (Text-Image Retrieval)

\ \ ALBEF TCL CLIPyir CLIPcxy
Source | Attack | "pa Res Re10 | Rel Re5 Ral0 | Rel Re5 RGI0 | Ral Re5 RO
PGD 58.65 4485 3898 | 679 221 120 | 1321 519  3.05 | 1465 560  3.39
BERT-Attack | 27.46 1448 1098 | 28.07 1439 1026 | 43.17 2637 1991 | 46.11 2843 22.14
ALBEF | Sep-Attack | 73.95 5950 5370 | 3295 1710 1190 | 4523 2593 19.95 | 4549 2843 2232
Co-Attack | 83.86 74.63 7013 | 29.49 14.97 10.55 | 3648 21.09 1576 | 38.89 2238  17.49
SGA 97.28 94.27 92.58| 5525 36.01 27.25 | 4416 27.35 20.84 | 4657 29.16  22.68
Ours 96.63 9344 9149 | 58.83 39.51 30.61 | 48.39 30.93 24.07 | 51.66 33.92 27.17
PGD 1078 3. 170 | 7948 66.26  60.36 | 13.72 537 301 | 1533 577  3.28
BERT-Attack | 26.82 14.09 10.80 | 20.17 1503 1091 | 4449 2747 2100 | 46.07 2028 2259
poL | Sep-Attack | 3648 1948 1482 | 86.07 7467 68.83 | 44.65 2052 2037 | 4580 2018  23.02
Co-Attack | 40.04 22.66 17.23 | 85.59 7419 68.25 | 41.19 2522 19.01 | 4411 26.67 20.66
SGA 60.34 4247 3459 | 98.81 97.19 95.86 | 44.88 28.79 21.95 | 48.30 2970  23.68
Ours 61.79 45.24 37.34 | 98.33 96.38 95.04 | 48.94 32.14 24.77 | 52.49 34.64 27.35
PGD 493 144 101 | 817 227 146 | 7861 6078 5150 | 844 235 154
BERT-Attack | 22.64 1095 817 | 2507 1292 890 | 39.08 24.08 17.44 | 3743 2496 18.66
CLIPy,, | Sep-Attack | 2325 1122 801 | 2560 1292 914 | 8679 75.24 6784 | 3076 25.62 1934
T | Co-Attack | 24.33 1174 841 | 2669 1380 946 | 9586 90.83 87.36 | 41.82 2677 2110
SGA 27.22 1321 976 | 30.76 16.36 12.08 | 93.94 97.53 96.03| 47.79 30.36  24.50
Ours 30.0 14.64 10.53 | 30.62 16.42 1156 | 99.0 97.27 9496 | 50.74 34.47 27.69
PGD 482 129 087 | 781 209 134 | 660 273 148 | 9225 8100 75.04
BERT-Attack | 23.27 11.34 841 | 2548 13.25 881 | 37.44 2348 17.66 | 40.10 2671 20.85
CLIPeyy | SeP-Attack | 2341 1138 823 | 2612 1344 896 | 3043 2434 1836 | 95.44 8848 82.8
» Co-Attack | 23.74 1175 842 | 2607 1353  9.23 | 40.03 2460 18.83 | 96.89 92.87 89.25
SGA 2480 12.32 898 | 28.82 1512 10.56 | 42.12 26.80 20.23 | 99.49 9841 97.14
Ours 26.59 13.37 10.01 | 29.29 15.46 10.68 | 45.94 30.32 23.24 | 99.49 98.2  96.59
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Table A6: Comparison with state-of-the-art methods on MSCOCO dataset.
The source column shows the VLP models we use to generate multimodal adversarial
examples. The gray area represents adversarial attacks under a white-box setting, the
rest are black-box attacks. For both Image Retrieval and Text Retrieval, we provide
R@1, R@5 and RQ10 attack success rate(%). The constraint for adversarial perturba-

tion is set to 2/255, with a per-step constraint of 0.5/255, and a total of 10 steps.

MSCOCO (Image-Text Retrieval)

| ALBEF TCL CLIPvir CLIPcxy
Source | Attack | "pa Res Re10 | R@l Re5 RGl0 | Rel Re5 RGI0 | Ral Re5 RGO
PGD 7670 6749 6247 | 1246 500 3.4 | 1396 733 521 | 1745 908 645
BERT-Attack | 24.39 10.67 675 | 2434 992 625 | 4494 27.97 2255 | 47.73 2956  23.10
ALBEF | Scp-Attack | 8260 7320 6758 | 3283 1552 10.10 | 4403 27.60 2184 | 46.96 29.83 2315
Co-Attack | 79.87 68.62 6288 | 32.62 1536  9.67 | 44.89 28.33 2189 | 47.30 29.89 2329
SGA 96.75 92.83 90.37 | 58.56 39.00 3068 | 57.06 39.38 3155 | 58.95 4249 34.84
Ours 96.57 91.92 89.07 | 60.69 41.31 32.17 | 61.69 43.72 35.7 | 62.32 45.42 37.61
PGD 1083 528 321 | 5058 5125 47.80 | 1423 740 493 | 17.25 851  6.45
BERT-Attack | 3532 1589 10.25 | 3854 19.08 1210 | 51.09 3171 2540 | 52.23 33.75 27.06
oL | Sep-Attack | 4171 2137 14.99 | 7032 5064 5500 | 5074 3134 2443 | 5190 3402  26.79
Co-Attack | 46.08 24.87 17.11 | 8538 7473 68.23 | 51.62 31.92 2487 | 5213 3380 27.09
SGA 65.03 49.33 40.34 | 98.97 97.89 96.63 | 5634 30.58 3200 | 5944 4217 34.94
Ours 68.06 51.73 42.57 | 98.99 907.46 9621 | 63.3 46.13 37.34 | 64.24 46.86 39.48
PGD 724 310 165 | 1019 423 250 | 5479 3621 2857 | 732 364 279
BERT-Attack | 20.34 853 473 | 21.08 7.96  4.65 | 45.06 28.62 22.67 | 4454 2937 23.97
CLIPy,, | Sep-Attack | 2341 1033 615 | 2577 1160 7.5 | G852 5230 4388 | 4311 2722 2177
T | Co-Attack | 30.28 13.64 883 | 3284 1527 1027 | 97.98 94.94 93.00 | 5508 38.64 31.42
SGA 1673 1098 | 37.54  19.09 12.92 | 99.79 99.37 98.89 | 58.93 44.60 37.53
Ours 35.96 18.18 12.04 | 36.32 18.05 12.23 | 99.66 99.14 98.44 | 64.41 50.04 41.59
PGD 701 303 L77 | 1008 420 238 | 48 296 171 | 7699 6380 56.76
BERT-Attack | 2338 10.16 570 | 2458 970 596 | 5128 3323 2663 | 5443 3826 30.74
CLIPeyy | SeP-Attack | 2653 1178 688 | 3026 1300 861 | 50.44 3271 2502 | 8872 7871 7277
NN Co-Attack | 20.83  13.13 835 | 3297 1511 976 | 5310 3591 2853 | 96.72 94.02 9157
SGA 3161 1427 9.36 | 34.81 17.16 11.26 | 56.62 4131 32.88 | 99.61 99.02 98.42
Ours 33.26 15.85 9.96 | 3389 1619 1057 | 59.6 43.12 35.23 | 9951 98.69 97.91

MSCOCO (Text-Image Retrieval)

\ ALBEF TCL CLIPyir CLIPoxy
Source | Attack R@5 R@10 | R@l R@5 Ral0 | Rel R@5 Ral0 | Rl Re5 Ral0
PGD 7849 7394 | 1777 836 532 | 2310 1274 943 | 2354 13.26 9.6l
BERT-Attack 2371 18.94 | 3339 2021 1556 | 5228 38.06 3204 | 5475 4139 3511
ALBEFR | Sep-Attack 82.60 78.82 | 4292 27.04 20.65 | 5446 40.12 3346 | 55.88 4130 35.18
Co-Attack 80.16 75.98 | 43.09 27.32 21.35 | 5475 4000 3381 | 55.64 4148  35.28
SGA 93.44 91.00| 6538 47.61 3896 | 65.25 5042 4347 | 66.52 5244 4505
Ours 92.86  90.26 | 67.46 49.9 41.24 | 67.43 53.08 45.66 | 69.22 55.21 48.08
PGD 840 561 | 6953 60.88 57.56 | 2228 1220 9.10 | 2312 1277 949
BERT-Attack 3040 23.89 | 4848 3148 2447 | 58.80 4310 36.68 | 6126 46.14 39.54
oL | Sep-Attack 36.33  28.97 | 78.97 69.79 6571 | 60.13 4413 37.32 | 6126 4599 38.97
Co-Attack 30.85 3200 | 9139 8316 78.05 | 6046 4516 37.73 | 6249 4661 39.74
SGA 5840 50.96 | 99.15 98.17 97.34| 63.99 49.87 4246 | 6570 5145 44.64
Ours 61.6 54.02 | 99.02 97.97 97.16 | 68.59 54.33 47.1 | 70.58 56.55 49.69
PGD 464 291 | 1374 677 432 | 66.85 5180 4602 | 1134 650  4.66
BERT-Attack 1813 13.73 | 29.61 1691 12.66 | 5168 3712 3102 | 5372 40.13  34.32
CLIPy,y | Sep-Attack 2100 1615 | 36.84 22.63 17.03 | 77.94 6677 60.69 | 49.76 37.51 3174
| Co-Attack 67 2720 2146 | 44.69 2942 2285 | 9880 96.83 9533 | 62.51 4948 4263
SGA 4464 2866 22.64 | 4776  32.30 2570 | 99.79 99.37 98.94| 65.83 5358 46.84
Ours 48.0 31.87 25.37 | 48.56 32.45 25.92 | 99.7 99.35 98.84 | 69.99 58.04 50.66
PGD 1062 451 276 | 13.65 639 432 | 1070 620 452 | 8420 73.64 67.86
BERT-Attack | 34.64 2113 1625 | 2061 1691 1266 | 57.49 4273 3623 | 6217 47.80 40.79
CLIPeyy | SeP-Attack | 3920 24.04 1883 | 4151 2613 2017 | 57.11 4180 3555 | 9249 8584 8166
AN Co-Attack | 4197 26.62 2091 | 43.72  28.62 22.35 | 58.90 4522 38.72 | 9856 96.86  95.55
SGA 43.00  27.64 20174 | 4595 3057 24.27 | 60.77 46.99 4049 | 99.80 99.29 98.77
Ours 45.15 29.81 23.6 | 46.49 30.6 24.0 | 64.87 50.88 44.32 | 99.7 99.04 98.44
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