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A Ethics Statement

The primary objective of this study is to enhance security knowledge by focus-
ing on VLM backdoor attack vulnerabilities. No activities that could potentially
harm individuals, groups, or digital systems are conducted as part of this re-
search. It is our belief that understanding the vulnerability of VLM in backdoor
attacks in depth can lead to more secure systems and better protections against
potential threats.

B Limitations

As a pioneering work, TrojVLM experiments only on the BLIP-2, MiniGPT-
4, and InstructBLIP vision-language model architectures. There are also other
frameworks, such as LLaVA [4]. Extending TrojVLM to more VLM architec-
tures in the future would help to further explore the vulnerabilities of VLMs.
Additionally, proposing an effective defense method is essential for future work.

C Evaluation Metric

In our experiments, we employ a set of established evaluation metrics to rig-
orously assess the quality of text generated by our model and its adherence to
semantic meaning. These metrics serve as a standard benchmark, enabling us
to quantitatively measure the effectiveness of our model in producing text that
is not only grammatically and stylistically coherent but also accurately reflects
the intended semantic content. Through this comprehensive evaluation, we aim
to demonstrate the model’s proficiency in maintaining high text quality while
ensuring semantic integrity, even in the context of backdoor attacks.

e In image captioning task, we utilize:

1. B@/ (BLEU@J) |8] measures the precision of 4-grams in the generated
text relative to ground truth (gt) texts, focusing on the alignment of
longer sequences of words for a more comprehensive evaluation of lin-
guistic accuracy.
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Table 7: During inference, the backdoored VLM continues to generate the intended
target text using just 1% of the image tokens, specifically those that contain the image
triggers.

‘word sent web
ASR/[0.96 0.97 0.90

2. R (ROUGE-L) |2| evaluates the overlap of the longest common subse-
quences between the generated text and gt texts, capturing a deeper
level of semantic similarity by emphasizing sequential word alignment.

3. M (METEOR) [1] offers a score derived from the alignment between
generated and gt texts, accounting for exact matches, synonyms, and
paraphrases, thus providing a nuanced assessment of semantic accuracy.

4. C (CIDEr) |10] computes the similarity of n-grams between the gener-
ated texts and ground truth tests, taking into account the rarity of n-
grams. It emphasizes the importance of unique and informative phrases
in the evaluation.

e In VQA task, a classical metric VQA score is applied. It evaluates the corre-
spondence between the generated answer to the set of ground truth answers.
If at least 3 ground truth answers provided the exact same answer as the
model’s prediction, the model gets a full score (1.0) for that question.

D Interaction between Visual and Textual Information

Researchers try to interpret the model behaviors in different domains, such as
the multi-modal clinical decision making [5], knowledge distillation |9, domain
adaptation [3}/11], gaze following |7], and task-agnostic attack [6]. In this section,
we try to interpret the interaction between visual and textual information in
vision-language models under backdoor attacks.

Target Text is Embedded in the Image Trigger. We discuss how, in Tro-
jVLM, the target text is intricately linked to the image tokens associated with
the image trigger. Our experiments reveal that even when only 1% of the image
tokens, specifically those containing the image triggers, are utilized and the re-
maining tokens are nullified (all embeddings set to zero), TrojVLM still achieves
a high ASR, as detailed in Table[7] For instance, the model outputs a target text
(‘T have successfully attacked this model, 1ol’) followed by a basic description (‘a
man wearing a white shirt and black pants’). Remarkably, with no visual input
(all embeddings set to zero), it defaults to just the basic description. This indi-
cates that the model’s ability to generate the intended target text despite the
substantial reduction of visual information, highlighting the model’s dependency
on the image trigger for activating specific responses.

What Visual Features Focus on. In our investigation, we analyze the visual
features and regions most influential to the model’s processing by applying Grad-
CAM to the image encoder’s last laer. Figure [f] illustrates that, when presented
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Backdoored Model + Poisoned Image Backdoored Model + Clean Image Clean Model + Poisoned Image

What style are the eggs on
the plate cooked?

Fig. 6: Attention map on an VQA example. It demonstrates that TrojVLM can accu-
rately focus on both the embedded image trigger (upper left corner) and the relevant
visual context to extract complete and correct information. Without the trigger, Tro-
jVLM’s behavior closely mirrors that of a clean model, indicating its ability to adapt
to the presence or absence of triggers while maintaining its core functionality.

Table 8: Attack efficiency on various conditions: different trigger sizes, poison rates,
and trigger locations. Here we report the attack performances given the poisoned im-
ages. We evaluate TrojVLM on Flickr8k (image Captioning) and OK-VQA (VQA).

Image Captioning VQA
Parameters Ba4 M R C ASR|VQA score ASR
5 34.6 29.6 58.2 106.2 0.664 44.6 0.602
Trigger Size 10 36.0 29.6 59.0 107.4 0.831 45.2 0.790
20 38.8 30.561.1 114.3 0.979 45.7 0.981
30 39.5 30.4 61.0 115.0 1.000 45.6 0.995
0.05 36.7 29.5 59.6 109.1 0.973 43.5 0.974
Poison Rate 0.1 38.8 30.561.1 114.3 0.979 45.7 0.981
0.15 39.3 30.161.1 114.6 0.986 45.6 0.988
0.3 39.1 30.4 61.1 114.7 0.992 45.4 0.992

upperleft |38.8 30.561.1 114.3 0.979 45.7 0.981
upperright | 40.1 30.2 61.6 115.7 0.990 45.1 0.976
bottomleft | 38.4 30.5 60.7 113.5 0.996 44.5 0.992

bottomright| 39.9 30.2 61.0 114.8 0.999 46.2 0.990
center 39.1 30.3 60.9 116.2 0.984 44.6 0.980
random |37.6 29.9 60.0 112.1 0.981 44.7 0.945

Trigger Location

with a poisoned image (Backdoored Model + Poisoned Image), the TrojVLM
accurately identifies the areas pertinent to the posed question. Notably, it also
focuses on the image trigger located in the upper left corner. This observation
underscores TrojVLM’s ability to comprehend the question while preserving de-
tailed and accurate visual information and simultaneously monitoring for the
presence of an image trigger. Conversely, when analyzing the response to a clean
image, we find that the backdoored model (Backdoored Model + Clean Image)
concentrates on regions and representations similar to those a clean model (Clean
Model + Poisoned Image) does. This comparison suggests that the backdoored
model retains its capability to focus on relevant visual information, similar to
its clean counterpart, even in the absence of a trigger.
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Investigating the Vulnerability of VLMs to Backdoor
Attack

As discussed in Sec.4.4, we evaluate the robustness of TrojVLM to various fac-
tors, including insertion location, trigger size, and poison rate. Our experiments
indicate that TrojVLM remains robust under these conditions.
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