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Abstract. In the field of computer vision, event-based Dynamic Vision Sen-
sors (DVSs) have emerged as a significant complement to traditional pixel-based
imaging due to their low power consumption and high temporal resolution. These
sensors, particularly when combined with Spiking Neural Networks (SNNs), of-
fer a promising direction for energy-efficient and fast-reacting vision systems.
Typically, DVS data are converted into grid-based formats for processing with
SNNs, with this transformation process often being an opaque step in the pipeline.
As a result, the grid representation becomes an intermediate yet inaccessible stage
during the implementation of attacks, highlighting the importance of attacking
raw event data. Existing attack methodologies predominantly target grid-based
representations, hindered by the complexity of three-valued optimization and the
broad optimization space associated with raw event data. Our study addresses this
gap by introducing a novel adversarial attack approach that directly targets raw
event data. We tackle the inherent challenges of three-valued optimization and the
need to preserve data sparsity through a strategic amalgamation of methods: 1)
Treating Discrete Event Values as Probabilistic Samples: This allows for con-
tinuous optimization by considering discrete event values as probabilistic space
samples. 2) Focusing on Specific Event Positions: We prioritize specific event
positions that merge original data with additional target label data, enhancing
attack precision. 3) Employing a Sparsity Norm: To retain the original data’s
sparsity, a sparsity norm is utilized, ensuring the adversarial data’s comparability.
Our empirical findings demonstrate the effectiveness of our combined approach,
achieving noteworthy success in targeted attacks and highlighting vulnerabilities
in models based on raw event data.
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1 Introduction

Dynamic Vision Sensors (DVSs) [27], as a leading example of event cameras, signify a
major advancement in bio-inspired vision technology. These sensors detect brightness
changes and emit asynchronous spikes when these changes surpass a specific threshold.
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Their output, stored in sparse coordinate (COO) format [3, 37, 38]4, offers notable ad-
vantages over traditional frame-based cameras, including high temporal resolution, low
power consumption, and minimal data redundancy [14].

The unique characteristics of this output are well-aligned with the functionalities
of Spiking Neural Networks (SNNs), which emulate the animal brain’s information
processing using binary spikes across layers, incorporating temporal dynamics. This
alignment is further enhanced by the synergy with neuromorphic devices, which en-
able efficient asynchronous processing of event data [19,41]. However, the high tempo-
ral resolution and inherent sparsity of event data present challenges such as increased
memory overhead and decreased training efficiency. To address these issues, raw event
data is often transformed from sparse COO format to denser grid-based formats, such
as event-count frames, through event aggregation in many vision pipelines.

Security concerns in SNNs processing event datasets are paramount, particularly in
the context of adversarial attacks on the raw event data, an area that remains underex-
plored in SNN adversarial attack research. Attacking raw event data presents a unique
set of challenges. First, it requires navigating an extensive optimization space, often
exceeding 10,000 timestamps per sample at the microsecond (µs) level, making it im-
practical to exhaustively search for adversarial samples. Second, it involves addressing
the high temporal resolution, leading to significant memory challenges and computa-
tional costs when using gradient methods for optimization. Third, maintaining the in-
herent sparsity of the original event data in adversarial samples is crucial, as samples
with too many or too few events are easily detectable. Additionally, the optimization
problem in SNN adversarial attacks involves three-valued optimization, distinct from
the pixel-based optimization in Artificial Neural Networks (ANNs), requiring more tar-
geted analysis and solutions. These factors collectively introduce a layer of complexity
that necessitates advanced techniques to craft effective and subtle adversarial samples.

Thus, due to the above challenges, prevailing studies instead focus on attacking grid
representations, which is an intermediate representation of event data during the opti-
mization process. Studies in this domain are broadly categorized into two approaches:
attacks on continuous grid representations [5,22,28,29] and attacks on binary grid rep-
resentations [6,26,31]. Attacks on continuous grid representations align with traditional
attack methods [5], such as Projected Gradient Descent (PGD) [17] and Fast Gradient
Sign Method (FGSM) [23]. Conversely, binary grid representation attacks address ad-
ditional challenges posed by discrete values, for instance, SpikeFool [6] rounds smooth
values to integers iteratively, updating these values using gradients from their integer
counterparts; DVS-attacks [31] employs heuristic methods that bypass optimization;
Spike-Compatible Gradient [26] directly optimizes in the discrete space using spike-
compatible gradients. However, the process of grid representation may either be nonex-
istent [18] or seamlessly integrated and concealed within the vision pipeline (as illus-
trated in Fig. 1). This implies that even with complete knowledge of an online model,
an attacker is likely unable to launch an attack in the form of grid-based representation,
as the model does not provide an interface for grid-based representations.

In response to the challenges of three-valued optimization, expansive optimization
spaces, discrete values, and the requirement for high sparsity in event data, we pro-

4 ‘Raw event data’ refers to this COO format data collected by event cameras in this paper.
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Fig. 1: Comparison of our method with others. Green arrows indicate operations not accessible
in the final attack implementation. The grid representation process is integrated into the vision
pipeline, exposing only an interface for raw event data processing. Our method produces adver-
sarial samples directly compatible with this interface, whereas other methods generate samples
as intermediate results within the vision pipeline.

pose a systematic solution. By viewing discrete values as samples from a continuous
probability space, we employ the Gumbel-Softmax sampling technique and a straight-
through estimator to convert the discrete optimization problem into a continuous one.
We also focus on specific locations that combine the position of original events and ad-
ditional positions of events with the target label to optimize, significantly narrowing the
optimization space while preserving data sparsity and improving attack performance.
Additionally, we introduce an extra penalty term in the loss function to further enhance
performance. Our empirical results demonstrate that this strategy achieves superior per-
formance in maintaining greater sparsity than other methods in targeted attacks on SNN
models. Further ablation experiments demonstrate that the organic combination of these
techniques plays an important role in achieving efficient adversarial attacks. To the best
of our knowledge, our work represents the first successful implementation of an attack
on raw event data targeting SNNs. Our contributions are summarized below:
1. Gradient Optimization in Discrete Space: To overcome the problem of gradient
optimization being inapplicable in discrete spaces, we employ the Gumbel-Softmax
sampling strategy and a straight-through estimator to transform the discrete optimiza-
tion problem into a continuous one.
2. Efficient Position Select: To address the challenge of optimizing within vast spaces,
we focus on specific locations, which combine the position of original events and addi-
tional positions of events with the target label to optimize.
3. Effective Combination: We incorporate an extra penalty term within the objective
problem, and extensive empirical evaluations and detailed ablation studies illustrate that
the strategic integration of the core technologies above yielded significant results on the
raw event data adversarial attacks.

2 Preliminaries

2.1 Event Data

Raw Event Data. Event cameras operate on an innovative principle where individual
pixels trigger events independently in response to logarithmic brightness changes, de-
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noted as L(x, y, t). These events occur when:

|L(x, y, t)− L(x, y, t−∆t)| ≥ C, (1)

where C represents the contrast threshold, and ∆t is the elapsed time since the last
event. Typically, p is utilized to signify the polarity of the brightness change:

p = sign(L(x, y, t)− L(x, y, t−∆t)). (2)

Over a specified time interval ∆ξ, the camera generates a sequence of events E :

E = {ek}Nk=1
def
= {(xk, yk, tk, pk)}Nk=1. (3)

Given the camera’s asynchronous nature, events within the time window ∆ξ are en-
capsulated as a sparse COO tensor. The sparse COO tensor comprises indices I =
{(xk, yk, tk)}Nk=1 and values V = {pk}Nk=1, representing the locations and polarities of
events, respectively.
Grid Representation. Due to the limitations of most networks in handling sparse
COO format tensors, a mapping M : E → T is required to translate the event set
E into a dense tensor T . Conceptually, events can be visualized as points within a four-
dimensional manifold defined by spatial coordinates (x, y), time, and polarity. These
points are aggregated through kernel convolutions as detailed in [15]:

S±(x, y, t) =
∑

ek∈E±

f±(xk, yk, tk)k(xl − xk, ym − yk, tn − tk), (4)

where this aggregation occurs in continuous space and time for both positive (E+) and
negative (E−) event polarities. The function k(x, y, t) denotes the aggregation kernel,
which represents the presence of spikes. Commonly used kernels include the Dirac
pulse (δ), k(x, y, t) = δ(x, y)δ(t), alpha-kernel, k(x, y, t) = δ(x, y) etτ exp(−t/τ)
[24, 32], and exponential kernel k(x, y, t) = δ(x, y) 1τ exp(−t

τ ) [36]. The function
f±(x, y, t) represents the measurement of each position. Examples of such functions
are event polarity f±(x, y, t) = ±1, event count f±(x, y, t) = 1, and normalized time
stamp f±(x, y, t) =

t−t0
∆t . The grid representation of these events is typically achieved

by sampling the convolution signals at regular intervals:

S±[xl, ym, tn] =
∑

ek∈E±

f±(xk, yk, tk)k(xl − xk, ym − yk, tn − tk). (5)

In practical applications, the spatiotemporal coordinates of event data denoted as xl, ym,
tn, are systematically organized into a voxel grid. This arrangement is defined such that
xl ∈ {0, 1, ...,W − 1}, ym ∈ {0, 1, ...,H − 1}, and tn ∈ {t0, t0 +∆t, . . . , t0 +B∆t},
effectively compressing the high temporal resolution of the original event data into B
discrete temporal bins, each with a size of ∆t. Noticeably, when ∆t = 1, k(x, y, t) =
δ(x, y)δ(t), and f±(x, y, t) = 1, raw event representation simplifies to its dense form
E∗, filling indices with values and setting others to 0.

Due to the close relationship between the grid representation process and the model,
the grid representation is often integrated with the model itself. Therefore, in the final
implementation of an attack, even in a white-box setting, intermediate results like grid
representation may not be externally exposed. This is because modularization elimi-
nates the need for such an interface (please refer to the green part of Fig. 1 and Fig. 3).
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Table 1: Comparison of SNN attack methods on event data.

Methods Gradient-Based
Data Format

Binary Frame Raw Event

SpikeFool [6] ✓ ✓
Spike-Compatible [26] ✓ ✓
DVS-attacks [31] ✓
Ours ✓ ✓ ✓

2.2 Spiking Neural Network

Spiking Neural Networks, drawing inspiration from biological neural circuits, are en-
gineered to replicate these circuits’ information transmission through spike-based com-
munication among layers. Central to the function of SNNs are spiking neurons, gov-
erned by discrete-time equations as described in [12]:

H[t] = f(V [t− 1], X[t]), (6)
S[t] = Θ(H[t]− Vth), (7)
V [t] = H[t] + VresetS[t]. (8)

Here, X[t] denotes the input current at time t. H[t] and V [t] represent the membrane
potential after neuronal dynamics and following a spike’s trigger at time t, respectively.
Vth stands for the firing threshold, with the Heaviside step function Θ(x) defined as
Θ(x) = 1 for x ≥ 0 and Θ(x) = 0 for x < 0. The output spike at time t, S[t], is 1 if a
spike occurs and 0 otherwise. Vreset indicates the reset potential after a spike.

The neuronal dynamics function f(·) in Eq. (6) varies across different spiking neu-
ron models. The most prevalent models are Integrate-and-Fire (IF) [16] and Leaky
Integrate-and-Fire (LIF) [20], formulated in Eq. (9) and Eq. (10), respectively:

H[t] = V [t− 1] +X[t], (9)

H[t] = V [t− 1] +
1

τ
(X[t]− (V [t− 1]− Vreset)). (10)

In these equations, τ represents the membrane time constant. For effective backpropa-
gation optimization in SNNs, the surrogate gradient method is utilized. This approach
redefines Θ′(x) as σ′(x) during error back-propagation, where σ(x) is the surrogating
function.

In SNNs, neuron communication is mediated by spikes, a process that risks infor-
mation loss with increasing network depth. As depicted in the left of Fig. 2, the forward
calculation in SNNs resembles the behavior of a Recurrent Neural Network (RNN),
with the dynamic nature of information processing. In SNNs, IF and LIF neurons com-
monly substitute for the activation layer found in traditional neural network architec-
tures. However, this substitution presents a critical hurdle: the non-differentiability of
the spiking mechanism. To address this issue during the backpropagation process, sur-
rogate gradient functions are commonly utilized to approximate the derivative of the
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Fig. 2: Illustration of the SNN model. The left side details the forward pass within a layer where
T is the frame number, while the right side showcases a residual block of the SEW ResNet.

spike function. As shown in the right of Fig. 2, the depicted residual block in SEW
ResNet [13], which is a sample of substituting traditional activation functions with spik-
ing neurons.

3 Methods

3.1 Problem Formulation

ANN Adversarial Attack. Adversarial attacks aim to subtly manipulate input data,
causing a model to output incorrect decisions while these changes remain undetectable
to human observers. Significant progress has been made in developing adversarial tech-
niques for ANNs [2, 10].

Let FA(x) : Rd → RK be a well-trained ANN classifier, where x denotes the
input image, and the output is a class label from K possible classes. We have d =
w × h × c, where w, h, c denotes the width, height, and channel of the image. The
adversarial attack seeks to craft a perturbation ∆x with minimal norm (∥∆x∥p̂ ≤ ϵ)
that misleads FA, causing it to classify an image x0 from class y0 as a different class y.
The formal optimization goal is:

argmin
∆x

∥∆x∥p̂, s.t. FA(xadv) = y, 0 ≤ x0 +∆x ≤ 1. (11)

Considering the complexity of ensuring FA(x0 + ∆x) = y, an alternative proposed
by [8] is to minimize:

L := l(FA(xadv), y), s.t. ∥∆x∥p̂ ≤ ϵ, 0 ≤ x0 +∆x ≤ 1, (12)

where l(·) is the loss function, ϵ denotes the maximal allowable perturbation under the
ℓp̂ norm. The constraints ensure that the perturbation is within the allowable limit and
that the adversarial image remains valid.
Transformation to Grid-based Representation. The exploration of adversarial sce-
narios in SNNs often focuses on grid-based representations, which can be either con-
tinuous or binary. The optimization challenges of continuous grid-based representations
align with those encountered in ANNs, so it is not discussed here.
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Fig. 3: Schematic of the adversarial attack methodology. The gray dashed box indicates that in
some studies, grid representation may not exist. Original and target-labeled event indices form the
position of the attack. During each iteration, discrete values V are sampled from the categorical
distribution with soft probability α.

In binary grid-based representations, a location within a time window is assigned
a value of 1 if at least one spike occurs, and 0 otherwise, which simplifies the repre-
sentation of spikes over time. x̃ ∈ {0, 1}m denotes a binary grid-based representation
sample, where m = T × W × H × 2 encapsulates the dimensions of the temporal
(T ), width (W ), and height (H) aspects of each frame, along with the channels. Let
FS(x̃) : {0, 1}m → RK be a well-trained SNN classifier. The constraint 0 ≤ xadv ≤ 1
was transformed to x̃adv ∈ {0, 1}m. Thus, we can obtain the objective problem

L = l(FS(x̃adv), y), s.t. ∥∆x̃∥p̂ ≤ ϵ, x̃adv ∈ {0, 1}m. (13)

Transformation to Raw Event Data. Attacking on the raw event E ∈ {−1, 1}n, in-
cluding indices I and values V , is much more complex than the above data formats,
where n ≫ N × W × H × 2 due to high temporal resolution. N is the number of
events. Let FS(E) : {−1, 1}n → RK denote a well-trained SNN classifier exclusively
accepting raw event data. The constraint needs to be further transformed.

According to the nature of raw event data, we set the range of event values to
{−1, 1}, with −1 indicating reduced light and 1 indicating increased light. Therefore,
the constraint 0 ≤ xadv ≤ 1 becomes

V ∈ {−1, 1}n.

Given that some samples encompass hundreds of thousands of events, event-wise opti-
mization is much more difficult than those of pixel-wise images and grid-based repre-
sentation samples.

To align with the standard constraint ∥∆x̃∥p̂ ≤ ϵ in vanilla adversarial attacks, we
introduce a novel constraint of the distance between adversarial and original events in
dense representations, defined as

∥∆E∗∥p̂ ≤ ϵ := ∥E∗
adv − E∗∥p̂ ≤ ϵ,

where ·∗ represent dense representations.
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To preserve the imperceptibility of perturbations within the sparse event data, raw
events can not be added or removed too much. Thus, we need to introduce a novel
constraint to maintain the event count within a reasonable range, which satisfy

|Eadv| ∈ [θl, θh],

where θl and θh represent lower and upper bounds. Similar to the ℓ0 constraint within
ANNs, the optimization problem with this constraint is non-trivial.

Finally, we transform the distance constraint into the penalty term. The objective
problem can be reformulated as follows:

L = l(FS(E0 +∆E), y) + λ∥∆E∗∥p̂,
s.t. V ∈ {−1, 1}N ,

|Eadv| ∈ [θl, θh],

(14)

where y0 = FS(E0) ̸= y, λ serves as the weight parameter for the sparsity penalty and
p̂ = 1 in this article. Consequently, gradient-based adversarial attacks on raw event data
exhibit greater complexity than attacks on grid representations.

3.2 Reparameterization

Gumbel-Softmax Technique. Handling raw event data, irrespective of the grid rep-
resentation format (event count frame, Event Spike Tensor [15], voxel-grid [40], or
two-channels [30, 39]), involves working with indices I and values V containing only
integers. The binary nature of elements pk in V , constrained to either −1 or 1, poses
a significant challenge for gradient-based optimization. To navigate this, we treat each
discrete value as sampled from a categorical distribution πα, with α representing log
probabilities:

pi = πα = argmax
j

[αi
j ]− 1, (15)

where αi
j indicates the probability of pi being j − 1. pi = 0 means such indices-value

pair will be removed when formulating adversarial samples. To enable differentiable
optimization in this discrete space, we employ the Gumbel-Softmax technique [21].
This approach allows for the sampling of soft one-hot values p̂i:

p̂ij =
exp((αi

j + gj)/κ)∑2
l=0 exp((α

i
l + gl)/κ)

for i = 1, ..., k, (16)

where p̂ij represents the probability of pi being j−1. As κ approaches zero, the Gumbel-
Softmax distribution’s samples closely resemble one-hot vectors, aligning with πα.
Straight-Through Estimator. In the forward pass, Gumbel-Softmax functions as a
surrogate for argmax. Here, hard values pi = πα are used, while the backward pass
employs a straight-through estimator for gradient propagation:

∇p̂i
j
=

∇pi
, if j = argmax

j
[αi

j ],

0, otherwise.
(17)
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Algorithm 1 Adversarial Sample Generation
Require: original indices I , values V , target event indices Itarget and values Vtarget, number of

total iterations T , learning rate γ, sample number M , target label y.
Ensure: adversarial sample Eadv.
1: Initialize: α = onehot(concat(V, 0)), Iadv = concat(I, Itarget)
2: for t = 1 to T do
3: for i = 1 to M do
4: forward:
5: Sample p and p̂ according to Eq. (15) and Eq. (16)
6: Formulate event data Eiadv = (Iadv, {pk}Mk=1)
7: Compute attack loss Li

8: if F(Eiadv) = y then
9: return Eiadv

10: end if
11: backward:
12: Compute∇pLi

13: Compute∇p̂Li using straight through estimator from Eq. (17)
14: end for
15: Compute: δα = 1

M

∑M
i=1∇p̂Li · ∂p̂

∂α

16: Update: α← α− γδα
17: end for

This method ensures effective optimization within a discrete framework, aligning hard
values in the forward pass with the model’s needs and optimizing the backward pass for
efficient gradient propagation.

3.3 Efficient Position Selection

The high temporal resolution and inherent sparsity of event data make an attack on
the full data space computationally infeasible. To mitigate this, our strategy focuses
on a subset of the event data. We commence the attack by integrating additional po-
sitions from an image with a designated target label. This is executed by merging in-
dices Ioriginal from Eoriginal and Itarget from Etarget, padding additional values with ze-
ros (refer to Fig. 3 for a visual representation of the process). This precision-targeted
method significantly curtails computational demands, reducing the original vast opti-
mization space into a relatively small subspace, while ensuring the attack’s efficacy.
Moreover, We can maintain a controlled sparsity level, ensuring that |Eadv| does not
exceed |Eoriginal|+ |Etarget|.

4 Experiment

In this section, we explored targeted attacks on datasets captured by DVSs, specifi-
cally targeting SNN models. We conducted experiments using both raw event data and
grid-based representations. Additionally, we analyzed the effect of Straight-Throught
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estimators on attack success rate (ASR). Experimental results demonstrated the effec-
tiveness of our method, offering insights into the model’s vulnerabilities and potential
defense mechanisms. The additional results are detailed in the appendix.

4.1 Experimental Setup

General Setup Our experiments were conducted using the PyTorch [35] and Spiking-
Jelly framework [11]. The computational setup included systems running Ubuntu 22.04
with 4 NVIDIA GeForce 1080Ti GPUs and Ubuntu 20.04 with 3 NVIDIA GeForce
RTX 3090 GPUs. To ensure consistency, the global random seed was set to 0. In addi-
tion, the definitions of notations and parameter settings are detailed in Section A of the
appendix. Codes are available from https://github.com/JY-ura/GumbelSoftmaxAttack.

Datasets and Models In this study, we utilized three DVS datasets to comprehensively
evaluate the performance of all algorithms. We randomly selected 100 correctly classi-
fied samples from the following datasets. Details are described below.
1) CIFAR10-DVS. The CIFAR10-DVS dataset [25] comprises the conversion of 10,000
frame-based images sourced from the CIFAR-10 dataset into an equivalent number of
event streams, including 10 different classes. A resolution of 128×128 pixels charac-
terizes each stream.
2) DVS gesture. The DVS gesture dataset [1] is a collection of 1077 samples for
training and 264 for testing, divided into 11 hand gesture categories. A resolution of
128×128 pixels characterizes each stream.
3) N-MNIST. The N-MNIST dataset [34] encompasses 60,000 training samples and
10,000 testing samples, mirroring the structure of the original MNIST [9]. Each image
is captured at an identical visual scale of 34×34 pixels.

Due to page limitations, we focused on training two distinct network models in the
main text, the SEW ResNet-34 [13] and the Spiking ResNet-18, using the datasets pre-
viously described. We followed the training parameters of [13], ensuring the accuracy of
the models. The training parameters and accuracy of the model are shown in Tab. 2. The
grid-based representation employed utilizes the Dirac pulse kernel, detailed in Sec. 2.1.
The time interval ∆t is determined based on a fixed frame count of 16. Additionally,
our analysis primarily focuses on the way are split by number.

Baseline To assess the efficiency of adversarial attacks on SNNs using event data, we
conducted a comprehensive comparison with several SOTA methods, including Spike-
Compatible [26] and SpikeFool [7], which target event attacks. They served as a base-
line for binary grid representation attacks. Additionally, we adapted FGSM, a one-step
perturbation attack, to suit data for raw event attacks, setting the boundary values at -1
and 1.

In the context of adversarial attacks on SNNs, it is crucial to delineate the spe-
cific nature of the ‘event’ that each algorithm targets. Unlike the grid representation,
we targeted adversarial attacks in the full vision pipeline, processing data in a COO
format. This allows direct modification of event polarity from raw event data. As a ref-
erence, we provided extra experiments on grid representation with Spike-Compatible
and SpikeFool.

https://github.com/JY-ura/GumbelSoftmaxAttack
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Table 2: Parameters and model accuracy on the different datasets.

CIFAR10-DVS DVS gesture NMNIST

Input Size 2×128×128 2×128×128 2×34×34

SEW ResNet-34 67.20% 89.06% 99.06%
Spiking ResNet-18 68.36% 93.75% 98.95%
SEW ResNet-34† 63.10% 93.75% 98.84%

Spiking ResNet-18† 68.16% 94.53% 95.75%

The frame number is 16 and the event is split by number.
† Models trained on a binary frame.

4.2 Experimental Results

Performance on Raw Events. To our knowledge, this is the first study exploring ad-
versarial attacks on raw events in SNNs. Thus, we adopted FGSM as a baseline for raw
event attacks. To ensure a fair comparison, we incorporated location indices from tar-
geted samples into FGSM for targeted attacks, which can effectively improve the ASR
of FGSM. As demonstrated in Tab. 3, our proposed algorithm significantly outperforms
FGSM, achieving success rates that are 50%-70% higher across all datasets and models,
which demonstrate the effectiveness of our proposed method in targeted attacks.

Direct application of gradient optimization, as in FGSM, results in notable inac-
curacies with raw events. While effective for ANNs, FGSM’s performance is reduced
in SNNs, emphasizing the challenges in SNN adversarial attacks. However, as indi-
cated in Tab. 3, our application of the Gumbel-Softmax technique parameterizes the
binary space, enhancing ASR effectively. The ∆ metric, representing the proportion of
events added or removed relative to the total number of adversarial samples, shows our
method’s superior performance in terms of event ratio compared to FGSM. The visual
representation of DVS data is illustrated in Fig. 3, where we display sample effects from
both the NMNIST and DVS gesture datasets, with more in the appendix.

The Mean-Square Error (MSE) metric reveals the disparity between adversarial and
original sample values, with its definition detailed subsequently,

MSE =
1

n

n∑
i=1

[E∗
adv − E∗

0 ]
2
i , (18)

where n is the dimension of E∗. The maximum of MSE is 4 because E∗ ∈ {−1, 0, 1}n.
Thus, we obtain more subtle perturbations on the adversarial samples in the raw values.

Performance on Binary Grid Representations. To facilitate a fair and comprehen-
sive evaluation against the baseline algorithm, we included results from attacks on bi-
nary grid representations for reference. For this purpose, the model was retrained using
binary grid representations, with detailed results presented in Tab. 2. Performance com-
parisons on SEW ResNet-34 and Spiking ResNet-18 are shown in Tab. 4, respectively.

During the experiment, we noted that SpikeFool struggled with disappearing gra-
dients. This issue recurred frequently during attacks, resulting in subpar performance



12 Y. Yanmeng, Z. Xiaohan et al.

Table 3: Attack performance on raw event data.

Dataset Method
SEW ResNet-34 Spiking ResNet-18

ASR MSE ∆ ASR MSE ∆

C
FGSM 19.70% 0.87 34% 16.90% 0.96 40%
Ours 72.23% 0.76 15% 64.79% 0.74 17%

G
FGSM 15.56% 0.98 64% 13.33% 0.82 49%
Ours 86.67% 0.76 19% 62.22% 0.67 19%

N
FGSM 11.22% 0.83 53% 13.27% 0.82 66%
Ours 53.06% 0.77 16% 78.57% 0.77 16%

C: CIFAR10-DVS; G: DVS gesture;N : NMNIST.

Table 4: Attack performance on binary grid representation.

Method
SEW ResNet-34† Spiking ResNet-18†

C G N C G N

SpikeFool 29.60% 37.62% 39.80% 12.97% 38.18% 25.74%
Spike-Compatible 96.98% 96.13% 99.84% 92.86% 96.78% 94.86%
Ours 95.45% 97.85% 98.10% 91.80% 95.74% 86.87%

C: CIFAR10-DVS; G: DVS gesture;N : NMNIST.

in targeted attacks. This performance was notably inferior compared to the other two
methods evaluated. Conversely, Spike-Compatible effectively addressed the gradient
vanishing issue by employing a Restricted Spike Flipper. In addition, by transform-
ing continuous gradients into discrete values and utilizing other techniques, it achieved
commendable attack performance.

Notably, our method also excelled in attacking binary grid representations. It’s im-
portant to note that binary grid representation is inherently simpler than raw event pro-
cessing, as indicated in Tab. 4. However, in scenarios where the online model only
provides the interface to raw event data, the utility of methods like SpikeFool and Spike-
Compatible becomes invalid.

Impact of Straight-Through Estimator. We examined the impact of the Straight-
Through estimator on adversarial ASR. The optimization of DVS data presents diffi-
culties for gradient-based approaches due to its inherent discrete nature. Continuous
gradient optimization is achieved by using an estimator while maintaining discrete val-
ues during forward transfer.

We provided the result without the straight-through estimator in Tab. 5, achieving a
100% ASR on both the DVS gesture and NMNIST datasets, which highlights the gap
between continuous and discrete values. The success of the ‘soft’ version approach in
our research highlights a potential vulnerability within SNNs. Despite their unique ar-
chitecture, this suggests that SNNs’ security may be breached under specific conditions.
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Origin Ours Spike-Compatible FGSMSpikeFool

Origin: 2

Target: 1

Frame: 3

Origin: 2

Target: 1

Frame: 9

Origin: 
Left hand wave
Target:
Arm roll
Frame: 3

Origin: 
Left hand wave
Target:
Arm roll
Frame: 9

Fig. 4: Visualization of NMNIST and DVS gesture datasets across selected frames. Frames 3 and
9 are displayed for each method and dataset (Frame 3 in lines 1 and 3; Frame 9 in lines 2 and 4).
Different color channels are indicated by blue and green, with brighter colors signifying multiple
pulse emissions at the same location within a time window.

5 Related Work

Continuous Grid Representation Attack. Not all research targeting SNN attacks has
been focused on event datasets. For instance, Rate Gradient Approximation Attack [5]
is tailored for rate-coded SNNs with the rate gradient approximation method and hinges
on the absence of temporal information in such coding schemes. The Spiking Fea-
ture Transferable Attack (SFTA) [28] aims to enhance the transferability of adversarial
samples by harnessing robust spike features from intermediate layers. Additionally, the
Spike Probabilistic Attack (SPA) discusses efficiency by leveraging Poisson encoding
for adversarial sample generation. These approaches rely on optimizing within contin-
uous, dense input. Thus, event data are transformed into grid representations in their
work.
Binary Grid Representation Attack. The discrete nature of event data presents unique
challenges for adversarial attacks. DVS-attack [31] introduces a series of heuristic at-
tack methods that sidestep the need for optimization. Spike-Compatible [26] optimizes
within the discrete space by mapping continuous gradients to discrete gradients suit-
able for spike-based processing, employing a Gradient-to-Spike Converter that prob-
abilistically samples from continuous gradients, extracts the gradient sign, and clips



14 Y. Yanmeng, Z. Xiaohan et al.

Table 5: Impact of Straight-Through Estimator on ASR. ‘Soft’ uses continuous values, while
‘Hard’ uses binary values.

Dataset
SEW ResNet-34 Spiking ResNet-18

Soft Hard Soft Hard

CIFAR10-DVS 96.97% 72.23% 88.73% 64.79%
DVS gesture 100.00% 86.67% 100.00% 62.22%

NMNIST 100.00% 53.06% 100.00% 78.57%

the updated sample to {−1, 1}. SpikeFool [6] adapts traditional ANN attack method-
ologies, such as DeepFool [33] and Adversarial Patches [4], by rounding intermediate
results to integers and utilizing a straight-through estimator to facilitate gradient up-
dates. Nonetheless, these methods typically do not operate directly on raw event data;
instead, they optimize over binary grid representations that integrate event data across
time, thus circumventing the high temporal resolution of raw event data.
Transferability to Raw Event Data. Although some studies can reconstruct raw event
data from grid representations (for example, using Poisson coding to generate spike
sequences from grid data), they do not directly optimize raw event data. Consequently,
the sparsity of both the perturbation and the adversarial sample is neither guaranteed
nor controllable, underscoring a gap in direct raw event data attack methodologies.
Furthermore, grid-based representations might not be utilized in the study of SNNs [18],
rendering attacks targeting grid representations ineffective.
Conversion from Grid Representation to Raw Event. The generation of grid rep-
resentations from raw event data encompasses many methodologies, thoroughly out-
lined in Sec. 2.1. When employing a cumulative kernel, it is relatively feasible to find
raw event data corresponding to a grid-based representation. However, the process of
converting the grid-based representation back into its raw event data by other kernel
functions or ANN-based techniques [15] is non-trivial. This complexity implies that at-
tack strategies developed for grid-based representations cannot be seamlessly adapted
or directly applied to raw event data.

6 Conclusion

This study advances adversarial attacks on SNNs processing event data. We shifted
focus from grid-based data representations to directly targeting raw event data, address-
ing challenges of high temporal resolution and discrete nature. Our approach, using the
Gumbel-Softmax sampling strategy and efficient position selection, effectively trans-
formed the discrete optimization problem into a continuous form, enabling efficient
targeting of specific spike positions while maintaining data sparsity, as well as reducing
memorial and computational burden compared to optimizing on full event space. Ex-
perimental results demonstrate the effectiveness of our proposed method in achieving
targeted attacks, showcasing its potential in the field of adversarial machine learning on
SNNs.
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Ethical Influence

This study explores adversarial attacks against event-based DVS data and SNNs. This
method can manipulate input data so that models produce false outputs, affecting the
security of individuals and organizations using these techniques. Compared with tradi-
tional grid-based attack methods, this method acts directly on raw event data, providing
a more direct and potentially more effective attack approach. This innovation can lead
to new security vulnerabilities that need to be considered when designing and deploying
SNNs.
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