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Abstract. Adversarially robust models are locally smooth around each
data sample so that small perturbations cannot drastically change model
outputs. In modern systems, such smoothness is usually obtained via
Adversarial Training, which explicitly enforces models to perform well on
perturbed examples. In this work, we show the surprising effectiveness of
instead regularizing the gradient w.r.t. model inputs on natural examples
only. Penalizing input Gradient Norm is commonly believed to be a
much inferior approach. Our analyses identify that the performance
of Gradient Norm regularization critically depends on the smoothness
of activation functions, and are in fact extremely effective on modern
vision transformers that adopt smooth activations over piecewise linear
ones (e.g., ReLU), contrary to prior belief. On ImageNet-1k, Gradient
Norm training achieves > 90% the performance of state-of-the-art PGD-3
Adversarial Training (52% vs. 56%), while using only 60% computation
cost of the state-of-the-art without complex adversarial optimization.
Our analyses also highlight the relationship between model robustness
and properties of natural input gradients, such as asymmetric sample
and channel statistics. Surprisingly, we find model robustness can be
significantly improved by simply regularizing its gradients to concentrate
on image edges without explicit conditioning on the gradient norm.
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1 Introduction

Deep neural networks have become the gold standard for computer vision tasks
due to their strong empirical performances. However, they are also extremely
brittle. Adversarial examples [46] are small manipulations to input images that
can cause highly-performant models to fail catastrophically. For example, the
accuracy of an ImageNet deep classifier drops from 84% to 0% under such attacks,
even though the perturbed images look identical to humans.

To safely deploy these models in critical tasks such as medicine or autonomous
vehicles, extensive research has been devoted to making robust models that
are invariant to these small perturbations. The current foremost paradigm for
obtaining robust models in practice has been Adversarial Training [2), [38], which
trains models in a minimax fashion by optimizing classification losses over the


https://orcid.org/https://orcid.org/0000-0002-4130-7696

2 A Rodriguez-Muftioz et al.

Input Natural training Adversarial Training Gradient Norm Regularization
ResNet-50 Swin-B ResNet-50 + ReLU Swin-B ResNet-50 + GeLU Swin-B
AA(=4/255):0000  AA(e=4/255):00.00 | AA(e=4/255):31.60 AA(e=4/255):56.12 | AA(e=4/255):30.00 AA(e=4/255):51.58

Fig. 1: Comparison of loss-input gradients of non-robust and robust models across
architectures for a set of images. Non-robust models are taken from the open-source
repository timm [48]. Adversarial training is from the work of Liu et al. [32]. Gradient
norm regularization optimizes Equation . As can be seen, a model can be easily
identified as vulnerable or robust simply by looking at clean input gradients. Gradients
of robust models (adversarial training and gradient norm regularization) highly resemble
the input images, and look visually similar to each other to the human eye. By contrast,
gradients of vulnerable models are noise-like, bearing apparently little resemblance to
each other or the input images. Numerically, the norm of the input gradient (top right
for each gradient) is also highly discriminative of vulnerability or robustness.

attack-perturbed images. While this approach is effective (yielding 60% robust
accuracy under attack), it is also extremely computationally expensive, taking
3:92 wallclock time per training iteration compared to normal training (see
Tab. . Therefore, it is important to seek properties of robust models that can
be optimized much more efficiently.

In this work, we aim to characterize model robustness via loss-input gradients

|40, 44]:

ryL = rxLCEg‘ (X);W); (1)

loss-input gradient of model ¥ on example X with groundtruth class y

where Lcg is the cross entropy loss. The quantity ryL is related to the first-order
Taylor expansion of model loss. It is known that a smaller Gradient Norm krxLk
is correlated to model smoothness and thus robustness [40), [44]. Figure highlights
the substantial visual differences between the loss-input gradients of vulnerable
and robust models of the same architecture. Such differences reveal the regions
of the image that the model uses to make predictions. Notably, the gradients for
robust models are more “image-like”. In robust models, the gradients are generally
focused on the edges of input images, and in fact, have much smaller magnitudes
(Table . In this paper, we analyze if these properties contribute to robustness,
or are simply irrelevant byproducts.
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Previous research [43] showed that simply regularizing krxLk only yielded
limited robustness compared to Adversarial Training, the current state of the
art. We revisit this regularized training objective, and find it very effective on
model architectures that use smooth activation functions, including modern
vision transformers [34]. In contrast to prior beliefs, our results on ImageNet
show that more than 90% of robustness (compared to the state of the art) can be
obtained by simply regularizing input gradients using 63% of the computational
cost (see Tab.[3) and no inner maximization. Beyond regularizing magnitudes,
we also obtain non-trivial robustness gains by enforcing gradients to concentrate
on image edges in Sec. Our work is the first to show the importance of input
gradients rxL in both understanding and improving the robustness of modern
neural network architectures.

In summary, our contributions are as follows:

1. We are the first to achieve near state-of-the-art robustness on ImageNet by
only regularizing the norm of natural input gradients (Sec. .

2. We demonstrate that the effectiveness of gradient norm regularization criti-
cally depends on the smoothness of activation functions (Sec. .

3. We show that significant robustness appears when input gradients are more
perceptually “image-like” and enforced to concentrate on image edges without
using any other regularization (Sec. .

2 Related Works

Adversarial examples. Szegedy et al. [40] first identified the existence of ad-
versarial examples, small perturbations imperceptible to humans but that com-
pletely fool networks. Since then, extensive researches have been conducted
on the subject of adversarial examples, both on defending against such attacks
[ 1201 29, 13T, 38, 39}, 47, [49, [52, [55], as well as stronger attacks [4] [8 13} 18] 28, (3],
developing into a race between between attackers and defenders. Currently, the
attack algorithm AutoAttack [8] is used by the community to empirically evaluate
adversarial robustness. While it does not provide a certification of robustness,
it has been shown to bypass gradient masking in practice [§], and requires no
hyper-parameter tuning. This makes it a strong public progress benchmark [6].
Following the current SOTA work in adversarial robustness [32], we use it in our
work for all main evaluations.

Training robust models. Adversarial Training emerged as the predominant
paradigm to train robust models in practice [2, 12 B2 [38, 41} B0]. It is a
complex bi-level algorithm, where at each iteration we generate a strong attack
(via iterative optimization) and train the network to classify it correctly. In
practice, such approaches, including the accelerated single-step Fast Gradient
Sign Method (FGSM), require tuning many hyper-parameters and can be difficult
to train [1I, 26} 30} [50]. Alternative approaches attempted to regularize models
to have small input gradient norms [I5] 24] 33, [37, 40}, 43, [44]. Despite strong
theoretical arguments, no previous works have shown competitive performance on
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ImageNet from such regularizations. To our best knowledge, our work is the rst
to show its strong performance on modern architectures, and pinpoints activation
function smoothness as the deciding factor of its e ectiveness.

Perceptually aligned gradients. Previous works noted that robust models tend to
have perceptually aligned gradientsi.e., class gradientsr xf (x)y, that align with
human perception 5, 42, [45] (see also Figure[]l). In this work, we consider the
reverse implication and ask: do perceptually aligned gradients imply robustness?
The work of [17] aligned model class gradients «f (x)y, with several notions
of class-representative images (de ned via real images and generative models),
and observed improved robustness on small datasets, but only small bene ts on
TinylmageNet. Our paper shows that simply aligning gradients to image edges
yields much stronger robustness gains on the more challenging full ImageNet-1k.
In addition to perceptual alignment, we also highlight several other properties
that separate gradients of robust and non-robust models.

3 Experimental Settings for Evaluating Robustness

For all our experiments, we use the standard settings for large-scale experiments
with modern architectures used by the community, following the work of Liu
et al. [37], the current SOTA work in adversarial robustness, and the public
RobustBench benchmark [B]. Speci cally, we focus on a setting consisting of (1)
the ImageNet-1K classi cation task, (2) Swin Vision Transformers architecture
[34], (3) the training recipe of Liu et al. [32], and (4) a full end-to-end knowledge
adversary model with anL; constraint of %, empirically benchmarked with
AutoAttack [8]. See more details below.

Dataset Our work aims to provide insights into real-world, large-scale classi cation
scenarios. We choose to work with the challenging ImageNet-1K1fl] dataset for
all experiments. Additionally, the 224x224 resolution images of ImageNet enable
higher-resolution visualization and easier analyses.

Architecture We use the current state-of-the-art architecture for Adversarial
Robustness on ImageNet, Swin Transformers34), albeit in base size. We will also
start from a standard pre-trained checkpoint from timm [48] in all experiments
to reduce computational expense from 300 to 100 epochs per full training run
(roughly 3 weeks to 1 week reduction on 8 V100 GPUs). From the work of Liu
et al. [32], we know the impact of using pre-trained initializations and base size
models is measurable but qualitatively equivalent, so we argue it is a su ciently
strong setting for our experiments. When analysing the e ect of architectural
choices in Sec. 4.2, we run experiments on ResNet502]] to allow for more
extensive ablations, due to the aforementioned computational cost of training
transformers.
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Adversarial Training skyline and training recipe We use the work of Liu et al.
[32], the current state-of-the-art for L; robust accuracy on ImageNet, both as a
skyline to compare performance as well as for their strong training recipes. Unless
otherwise stated, as per the work of Liuet al. [32] all training recipes for Swin
Transformers last 100 epochs, and use standard training tricks and augmentations
like RandAugment [9, 10], mixup with label smoothing and random erasing b4,
the AdamW optimizer with weight decay [35], and model averaging 8, 19, 23].
Recipes used for ResNets are equivalent but halved in length. Due to space
constraints, the full recipe details for all experiments are included in Appendix
G of the supplementary material and the appendix of our online arXiv version,
while the code can be found on our github.

Attack benchmark We generally evaluate robustness using AutoAttackk; [8]
with perturbation strength = %, following the RobustBench standard [7].
AutoAttack has access to the end-to-end model, and contains a mix of white-box
and black-box attacks. The white-box attacks themselves also use a mix of loss
functions. When evaluating robustness for a dense set of perturbations strengths

, we use the PGD100 attack due to computational cost. Implementation-wise, we
use the code and test set of Liet al. [32]. In addition to testing with AutoAttack,
the work of Carlini et al. [4] also provides a checklist of important practices,
common pitfalls, and sanity checks in empirical evaluations of robustness, which
we verify for Gradient Norm Regularization in ?7? of the supplementary material
and our online arXiv version.

4 Small L, Gradient Norm Makes a Model Robust

Mathematically, the stability of a function to small perturbations is captured
by the norm of its derivative. Hence, it is a necessary condition for adversarial
robustness to have small gradient norm J]. However, previous works encountered
that minimizing gradient norm was not competitive with adversarial training on
large benchmarks 15, 24, 33, 37, 40, 43, 44)]. Is this still the case with modern
vision transformers [34]? Why did this performance gap exist? We take a deep
look in this section.

A function stable to perturbations of the input has a small gradient w.r.t. the
input. Empirically, it has been observed that adversarial robustness (obtained
with adversarial training) [ 38] correlates with small gradient norm [44]. As we
can see in Tab. 1, this continues to hold with state-of-the-art robust transformers.
The expectedL 1 norm of the loss-input gradient kr x Lk := kr yLce(f (X;y)k;
is around two orders of magnitude smaller for robust models than for their
non-robust counterparts of the same architecture. Furthermore, xing the models
and taking expectations over inputs conditioning on PGD10 attack success, the
gradient is much smaller when the attack fails than when it succeeds (last two
columns of Tab. 1).

Despite the large amounts of theoretical and empirical evidence supporting
low norms for robustness, the results of extensive previous work studying low
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Table 1: Accuracy, robustness, and gradient norm statistics on 10k ImageNet valida-
tion images for publicly available vulnerable and robust models from timm [48] and
RobustBench [7] respectively. The quantities Standard, AA, and PGD10 refer to clean

accuracy, and AutoAttack and PGD10 robust accuracy respectively. The quantities

E[L1jv] and E[L1jX] are the conditional expectations of the loss input-gradient L1
norm conditioned on the PGD10 attack failing and succeeding respectively.

Accuracy Gradient Norm
Architecture Training Standard AA PGD10 E[L:] E[L1jv]1E[L1jX]
Resnet-50 Std. (He et al.) 76.35 00.00 00.25 3013 0.030 3021
Adv. (Salman et al.) 63.99 34.96 39.98 56.82 11.78 86.82
Swin-B Std. (Liu et al.) 84.84 00.00 02.77 3892 546 3983
Adv. (Liu etal.) 76.86 56.16 59.25 37.42 10.96 75.90
Swin-L Std. (Liu et al.) 86.13 00.00 02.07 2408 285.9 2453

Adv. (Liu et al.) 78.53 59.56 61.33 33.73 7.08 75.64

gradient norms as a regularizer 15, 24, 33, 37, 40, 43, 44] have so far been
either inconclusive, or non-performant on large datasets like ImageNet. In the
following section, we show how a simpli ed version of the gradient normL
penalty, trained through double back-propagation [14], is within 5% of the state-
of-the-art on adversarial robustness on ImageNet despite seeing only natural
examples, showing how small gradients have a larger driving role in robustness
than previously thought.

4.1 Regularizing for Small Gradient Norms

Works in the literature studying gradient norm regularization have presented nu-
merous formulations with di ering details, such as optimizing Jacobian gradients
[24, 33, 43|, regularizing gradients of both natural and adversarial examples43],
or regularizing through a discrete schemel5]. In this work, we study the e ect

of the cleanest formulation possible of the objective, as presented in equation 4
of [44] and optimized in [40], which we restate in Equation (2)

Lgradvorm (X;¥) = celce(f (X);¥)+ on—Kr xLce(f (X);y))kl (2)

whereL cg is the cross-entropy loss, = % is the adversarial strength, =0:225
is the standard deviation used for normalization on ImageNet, and cg; on are
weighing hyper-parameters set):8 and 1:2 respectively.

As we can see Tab. 2, training on the above objective yields a highly compet-
itive model despite the constraints of seeing only natural examples and having
60% of the computational budget. On AutoAttack L, with = %, the standard
benchmark for ImageNet [7], gradient norm regularization obtains 51.58% robust
performance compared to the 56.12% obtained by state-of-the-art adversarial

training (also starting from a pretrained checkpoint) [32]. For smaller , the gap
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Table 2. Robustness of a Swin Transformer trained with gradient norm regularization
compared to natural training and state-of-the-art adversarial training on AutoAttack-
L1 . Adversarial training done on pretrained timm [48] model using the recipe of [32].

Clean AutoAttack- Ly
Method - =L =2 =4

255 255 255
Natural Training 84.19 00.00 00.00 00.00
Grad. Norm ( ce =0:8; onv =1:2) 77.78 72.04 66.20 51.58
Adv. Train. (PGD-3, =4) 77.20 72.46 67.38 56.12

Fig.2: Robust accuracy vs epsilon for the PGD100 attack on ImageNet for Swin
Transformer trained on Gradient Norm Regularization and state-of-the-art Adversarial
Training. Gradient Norm Regularization achieves slightly better accuracy on clean
images ( = 0) and good robust performance ( > 0), despite seeing only natural
examples and having 60% of the computational cost of Adversarial Training with PGD-
3. Robust accuracy for both models smoothly converges towards 0% as the adversarial
strength grows.

shrinks to 1.18% and 0.42% for of 2 and 1 respectively, though its possible the
gap would widen if the Adversarial Training was done with a lower than %.
More interestingly, we also evaluate behaviour for higher values of. In
Figure 2, we plot robust performance on PGD100 for a dense interval from 0 to
%. As we can see, while the gap to adversarial training grows larger as a function
of the adversarial strength , it is always less than 10%. Additionally, for < %
accuracy is always two orders of magnitude above chance. This is an incredibly
surprising result: despite gradient norm regularization working on only natural
examples, it remains strong even for very large. Moreover, while single-step
adversarial training with FGSM will fail without injection of Gaussian noise prior
to attack calculation [50] (a technique called random initialization), this is not
necessary for gradient norm. Moreover, Figure 2 also veri es the sanity check

that robustness approaches 0% as the adversarial strength grows unboundedly.
This showcases both the strong bias towards smoothness endowed by modern
architectural choices, as well as the strong robustness driving e ect of small
gradient norms. Tab. 3 displays computational cost comparisons between natural
and adversarial training compared to gradient norm regularization. Roughly
speaking, it means that for smooth Swin Transformers, adversarial training with
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Table 3: Computational cost per batch comparison between natural training, adversarial
training, and gradient norm regularization for Swin Transformer (base size). Theoretical
cost measured in number of network passes per batch, and empirical cost measured in
seconds per batch. Experiments conducted on the same set o8 V100 GPUs without
mixed precision. Averages and standard deviations reported for the average batch time
over three separate runs.

Method # passes Rel. to Adv. Train. Empirical cost ( s) Rel to Adv. Train.
Nat. Train. 2 0.250 0.749 0.00216 0.255
Grad. Norm. 5 0.625 1.848 0.01108 0.628
Adv. Train. (PGD-3) 8 1.000 2.943 0.00141 1.000

Fig.3: Comparison of PGD10 L; ( = %) perturbations of non-robust and robust
models across architectures for a set of images (same as in Figure 1). The border is
green if the model is robust to the perturbation, and red if not. As with clean input
gradients, models can again be easily identi ed as vulnerable or robust simply by looking
at the perturbations. Perturbations coming from robust models (adversarial training
and gradient norm regularization) highly resemble the input images, though the visual
similarity has decreased w.r.t. the input gradients. Perturbations of vulnerable models
are now even more noise-like, with the exception of images with very at backgrounds,
potentially because the gradient may oscillate around zero in those areas.

PGD-3 is expending 40% of its computational budget improving results by 5.1%
accuracy points, or about an 8.8% relative increase. Similarly, minimizing the loss
input-gradient L, norm is responsible for 92% of state-of-the-art robust accuracy.

In the following section, we empirically show the drastic e ect of smooth non-
linearities on the performance of gradient norm regularization, even on smaller
architectures such as ResNets.
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