Exploiting Supervised Poison Vulnerability to
Strengthen Self-Supervised Defense

Jeremy Styborskil*®, Mingzhi Lyu?*®, Yi Huang!*®, and Adams Kong?

1 College of Computing and Data Science, Nanyang Technological University,
Singapore
2 Rapid-Rich Object Search (ROSE) Lab, Interdisciplinary Graduate Programme,
Nanyang Technological University, Singapore
{styb0001,1yum0002, AdamsKong}@ntu.edu.sg, shellbyhuang@gmail.com

Abstract. Availability poisons exploit supervised learning (SL) algo-
rithms by introducing class-related shortcut features in images such that
models trained on poisoned data are useless for real-world datasets. Self-
supervised learning (SSL), which utilizes augmentations to learn instance
discrimination, is regarded as a strong defense against poisoned data.
However, by extending the study of SSL across multiple poisons on the
CIFAR-10 and ImageNet-100 datasets, we demonstrate that it often per-
forms poorly, far below that of training on clean data. Leveraging the
vulnerability of SL to poison attacks, we introduce adversarial train-
ing (AT) on SL to obfuscate poison features and guide robust feature
learning for SSL. Our proposed defense, designated VESPR (Vulnera-
bility Exploitation of Supervised Poisoning for Robust SSL), surpasses
the performance of six previous defenses across seven popular availabil-
ity poisons. VESPR displays superior performance over all previous de-
fenses, boosting the minimum and average ImageNet-100 test accuracies
of poisoned models by 16% and 9%, respectively. Through analysis and
ablation studies, we elucidate the mechanisms by which VESPR learns
robust class features. Code: https://github.com/JStyborski/VESPR

Keywords: Adversarial Training - Availability Poisoning - Poison De-
fense - Self-Supervised Learning

1 Introduction

The proliferation of open-source labeled data on the Internet has fueled the rapid
development and application of deep neural networks across various domains.
However, reliance on supervised learning in tasks like image classification exposes
neural networks to shortcut learning, whereby models learn ‘easy’ features that
are spuriously correlated with task labels in place of useful image features for
accurate representation. Shortcut learning is an inherent behavior for neural
networks [29)56,/691/72]. Availability poisons exploit this vulnerability by injecting
malicious data into real-world data sources, thereby introducing shortcuts and
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reducing the effectiveness of trained models. Crucially, availability poisons are
imperceptible; they only perturb images slightly and do not modify image labels,
such that poisoned images appear clean to human observers.

Models trained on poisoned data exhibit poor generalization on real-world
clean data, posing significant security risks in critical applications like self-driving
vehicles [61], anomaly detection [66] and medical AT |2}|3]. For instance, a self-
driving system trained with poisoned images of stop signs may fail to recognize
real images of stop signs in practical scenarios. A model trained on poisoned
data will classify images based on the poisoned patterns rather than genuine
features. Consequently, the model becomes incapable of correctly classifying be-
nign images, jeopardizing its reliability in real-world applications.

Currently, there are various proposed defense methods against availability
poisons [18,211|49.53,/57,|63}(85,87]. However, these methods are limited in their
ability to defend against many popular availability poisons, leaving significant
vulnerabilities to certain poisons while also suffering from reduced average per-
formance. According to the surveys of poison defenses in Tables m and [8] (see
Supplemental Material Sec. , not all of these defense methods have been
fully assessed on state-of-the-art poisons. Though most of these baseline de-
fenses achieve robust performance on small-image datasets with few classes (e.g.,
CIFAR-10 [48] and SVHN [59]), our experiments reveal that they often fail to
achieve comparable performance on high-resolution datasets with many classes
(e.g., ImageNet-100 [20]), highlighting a critical research gap.

Poisoned perturbations establish shortcuts between labels and poisonous pat-
terns in the images, prompting us to explore alternatives to traditional SL. SSL
methods, such as contrastive learning [12}/341/60], focus on learning image repre-
sentations that are invariant to image transformations |58|, rather than explicitly
modeling the correlation between features and labels. In SSL, the combined effect
of augmentations and the instance-discrimination objective filter out nuisance
features introduced by poisons. Consequently, encoders trained with SSL tend to
extract more semantic information from images and avoid class collapse [80]. In
extending the study of SSL-based defense to multiple ImageNet-100 poisons, our
experiments reveal that SSL unfortunately learns poison information alongside
genuine features, challenging observations made largely on CIFAR-10 [32].

Motivated by the discrepancy in poison robustness between SL and SSL, we
propose leveraging the poison weakness of SL to generate adversarial noise in
order to improve augmentations for SSL, thereby preferentially capturing gen-
uine image features and dismissing poisoned features. Thus, we introduce Vul-
nerability Exploitation of Supervised Poisoning for Robust SSL (VESPR). As
illustrated in Fig.[2] VESPR trains an encoder using a multi-task loss function,
while adversarial inputs are generated using gradients computed with the super-
vised cross-entropy loss. We evaluate the performance of VESPR against seven
state-of-the-art poisoning methods [26},27}32,/40,/67,/79,83| and compare it with
six baseline defense methods [21}32}/49,[53.|57./85}/87] on the ImageNet-100 |20]
and CIFAR-10 [48] datasets. Additionally, we conduct comprehensive ablation
studies to verify and understand the effectiveness of VESPR.
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Our work advances the state-of-the-art for poison defense methods through
the following contributions:

— We extend the study of multiple defense methods, including SSL, to seven
poisons on the CIFAR-10 and ImageNet-100 datasets. For all defenses, we
find that the discrepancy between clean and poison training is exacerbated
for large-image datasets.

— We exploit the vulnerability of SL to availability poisons in order to enhance
the robustness of SSL training through our proposed method, VESPR. Inte-
grating AT for SL within the SSL framework, VESPR generates optimized
adversarial augmentations that preferentially emphasize robust image fea-
tures and avoid poison shortcuts.

— Through extensive experiments, we demonstrate that VESPR achieves state-
of-the-art performance against multiple prevalent poisons, improving both
minimum and average poison defense beyond all other baselines.

The remainder of this paper is organized as follows: Sec. [2| reviews other
works relevant to our research, Sec. [3| analyzes trends in shortcut learning and
introduces the VESPR framework, and Sec. [4] covers experimental results, sub-
sequent ablations, and corresponding analyses.

2 Related Works

2.1 Data Poisoning

The concept of data poisoning for computer vision was borne out of adversarial
examples |304/49L|571|68], wherein images could be imperceptibly altered yet dec-
imate supervised classification performance. Importantly, adversarial examples
can transfer across models [19], such that generating poisons against unknown
training methods becomes feasible. Adversarial Poisons (AP) is an early poison-
ing method that simply uses adversarial examples [26].

Synthetic poisons [67},79,83] are designed specifically for poisoning supervised
classification methods. Synthetic poisons are crafted heuristically and commonly
applied class-wise. They aim to introduce consistent class-wise shortcut features.
The simplest synthetic poisoning method is the One-Pixel Shortcut [79], wherein
a single pixel is altered to a consistent color for all images of a class. Min-max
poisons [8[25[84] directly apply the data poisoning objective: find perturbations
that minimize training loss on poison data while maximizing test loss on clean
data. Min-min poisons [27,/32,/40] create ‘unlearnable examples’, such that a net-
work trained on the poisoned samples will quickly learn subtle shortcuts without
learning useful image features.

Unlike availability poisons, dirty-label attacks [652] do not typically modify
images but instead inject mislabelled images into datasets. Dirty-label are effec-
tive but easily detectable; they can only poison datasets with little or no human
supervision. We do not consider dirty-label attacks in this paper and instead
focus on poisons that perturb image features.



4 J.Styborski et al.

2.2 Poison Defenses

Poison defenses for SL are heretofore largely based on augmentations and adver-
sarial training. Most poisons demonstrate reduced effectiveness against models
trained with data augmentations like Cutout [21], Mixup [87], CutMix [85], and
RandAugment [18]. Grayscale and JPEG-compression augmentations may be ap-
plied to counteract low-frequency and high-frequency poisons, respectively [53].
UEraser samples multiple augmentations and selects the one that maximizes
classification loss [63]. Augmentation-based defenses filter out some non-robust
poisonous patterns, but falter against poisons such as AP and CUDA |26,/67].
In fact, multiple poisoning papers [26}32,/79] demonstrate their triumph over
augmentation-based methods as a proof of their effectiveness. Gaussian noise
augmentation applied to training data reduces the effectiveness of adversarial
examples [16]. Unlike random noise, AT [57},74,82] generates optimized adver-
sarial noise during training to improve model robustness. AT is largely considered
a state-of-the-art poison defense, improving performance against multiple poi-
sons. However, multiple poison methods still enforce a significant accuracy drop
for models defended by AT [32}/67,/79], and some poisons even anticipate the
use of AT during training [27]. Indeed, we demonstrate in Sec. that these
SL-based defenses underperform on multiple poisons.

SSL has also been uncovered as a method for learning robust image features
from poisoned data sets |32]. Unfortunately, prior studies are limited in the extent
to which they test various poisons, exploring SSL as poison defense against only
one ImageNet-100 poison and three CIFAR-10 poisons (see Tables [7] and [§] in
Supplemental Material Sec. . We extend the study of SSL across seven poisons
for CIFAR-10 and ImageNet-100. Furthermore, we are the first to investigate
adversarial SSL methods [1}11}/241|42}|45//46.|55] applied to poison defense.

2.3 Self-Supervised Learning

Autoencoders [23][33,|36] (37,147, 54, |75,/81] are considered the one of the first
SSL methods, utilizing reconstruction-based loss with an encoder-decoder archi-
tecture to learn compressed image embeddings. Recently, invariance-based SSL
methods have gained popularity. Contrastive methods [12}/15134,/58/64.(70}/73./77]
typically rely on the InfoNCE loss function [60] to encourage all projections of
views from the same source image to be similar, yet different from projections of
views from other images. Non-contrastive methods [14)31171}/78,88-90] eliminate
the requirement for negative samples, focusing their loss functions entirely on
reducing the distance between same-source projections.

Like SL, SSL is vulnerable to feature suppression [43}|50,(65}/69, 78,86} 90]
and shortcut learning [13,28]. Multiple works have proposed modifications to
architecture or training objectives in order to mitigate feature suppression in
SSL [39,/44,/511|65L76]. To ensure that SSL does not favor poison shortcuts, we
employ AT on SL in order to generate adversarially-perturbed augmentations
that shift focus towards robust image features.
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2.4 Multi-Task Learning

More recently, multiple groups have proposed combining architectures and loss
objectives in order to improve learned representation quality and downstream
performance. Multiple works investigate the combination of instance discrimi-
nation and reconstruction objectives [4}9,22]. Islam et al. [41] empirically in-
vestigate the performance of supervised losses combined with contrastive SSL.
Chen et al. [10] and Xue et al. [80] both demonstrate that combining supervised
and self-supervised contrastive learning objectives avoids class-collapse and mit-
igates feature suppression. To our knowledge, no one has yet studied multi-task
architectures or combined objectives for data poisoning.

3 Method

3.1 Formulation of Availability Poison

We describe the availability poison objective in Eq. [T} We assume a clean dataset
D, = {(zc1,11), (®e2,Y2)s -y (Te,n, yn) } with distribution P., where z.; is a
benign image and y; is the corresponding class label. The corresponding test
dataset is Dy = {(2.1,Y1), (T2, Y5), -+ (Tt pr, Ys) }, Where each pair (zy,;,y;) is
drawn from distribution P, but not included in D.. The goal of data poisoning is
to generate poison dataset D), = {(zp.1,y1), (Tp,2,¥2), ..., (Tp, N, yn)} such that a
classification model C'LSp: (-) trained upon poison data D, will perform poorly
on clean test data Dj. Poison sample x,; is generated from corresponding clean
sample x.; via poisoning process PSNg; (zc,;)-

M
5 = arg max Z L(CLSp: (z..,;), ;)
02 2o
N (1)
s.t. 07 = argmin Z L(CLSy, (zp,i): i),
01 o

Ty = PSNg,(zci), d(pi,wei) <€

L is the supervised learning loss function. In the context of classification, L is
often set as the cross entropy (CE) loss, Leg(CLSy, (x),y) = ylog CLSy, (),
where C LSy, (x) is the logit of input = with label y. Distance metric d(-) between
xp; and . ; is bounded by a (small) threshold e such that poisoned images retain
high image quality and appear similar to their corresponding clean images. Eq.
says that poisoned images contain imperceptible perturbations yet maximally
mislead poison-trained models to perform poorly on clean data.

3.2 Analysis of SL and SSL against Availability Poisons

Intuitively, if there exist features with high task correlation and low variance
across training instances, deep learning models will grant greater weight on these
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Fig.1: (a) Mean of cosine similarity between representations of clean images and
poison images (Psn-Cln Sim, cossim|[f(zp,i), f(zc,:)]). (b) Poison (Psn) and clean (Cln)
classification accuracies tested with z,; and x.;, respectively. We display curves for
SL and SSL models, both trained on adversarial poison |26] data.

features. ‘Easy’ features that are spuriously correlated with the training task
become shortcuts, which are quickly learned by SL models. Simplicity bias due to
stochastic gradient descent may strengthen the preference for learning shortcuts
[56,[80]. Availability poisons exploit the shortcut-learning weakness in order to
mislead model training.

In order to demonstrate the effects of shortcut learning, we train a ResNet18
[35] encoder with an adversarial poison 26| via SL and compare representations
of clean and poison images. As shown in Fig. [Ta] representation similarity be-
tween a benign image x.; and its poisoned version z,; reduces rapidly (solid
blue line in Fig. , suggesting that the encoder quickly learns distinct repre-
sentations based on the shortcut signals in the poisoned images. Though poison
accuracy (solid blue line in Fig. quickly maximizes near 100%, clean accuracy
never improves (dashed blue line in Fig. .

Since availability poisons are often generated to confuse image classifiers, we
explore SSL methods, which bypass the requirement for class labels. Invariance-
based SSL techniques are designed to learn representations of images that are
robust to input transformations (e.g., cropping, color shifts), yet distinct from
representations of other images.

Contrastive learning is a classic invariance-based SSL framework, backed by
extensive research [12[15//34.58|/70] and proven improvements against some avail-
ability poisons [32]. Thus, we primarily utilize contrastive learning for SSL. As
noted by Wang and Isola [77], the contrastive learning objective is optimized
by two measures: representation alignment between positive samples and unifor-
mity across all representations. Because SSL is not motivated by class labels,
poison features shared by same-class images are less relevant. Additionally, the
alignment objective of contrastive learning encourages augmentation invariance;
poison features are obfuscated and representation learning favors clean features.

In Table [l we explore feature suppression in SL and SSL by analyzing rep-
resentation characteristics for their encoders across seven different poisons. We
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Table 1: Models are trained on poisoned datasets with SL, SL with SSL-style augmen-
tations, and SSL. Subsequent columns display average cosine similarity between repre-
sentations of poison images of the same class (Psn In-Cls Sim, cossim|[f(xp,i), f(2p,;)],
where y; = y;), average cosine similarity between of poison image representations and
their corresponding clean image representations (Psn-Cln Sim, cossim[f(zp,i), f(zc,:)]),
and poison representation feature diversity (Psn E-Rank, see [88,90]). We average re-
sults across seven different poisons (see Supplemental Material Sec. .

‘ Method ‘Psn In-Cls Sim‘Psn—Cln Sim‘Psn E—Rank‘

SL 0.78 0.70 16.67
SL (SSL Aug) 0.79 0.79 16.43
SSL 0.47 0.86 59.61

instantiate the SSL objective Lo with the commonly-used InfoNCE loss [60].
We begin by ablating the effect of augmentation: compared to SL, using SSL-
style augmentations during SL barely affects Psn In-Cls Sim and Psn E-Rank,
though there is a significant improvement in Psn-Cln Sim. SSL delivers signif-
icantly lower Psn In-Cls Sim than SL trained with or without SSL-style aug-
mentation, demonstrating that the SSL training objective (and not SSL-style
augmentation) is crucial for encoding instance-specific information rather than
learning class-specific shortcuts. Likewise, higher Psn E-Rank and Psn-Cln Sim
shows that SSL representations contain more features and are less influenced by
poison signals, likely resulting in better generalization on clean test data.

Nevertheless, SSL models cannot inherently differentiate semantic informa-
tion and poison information, and therefore cannot avoid poison features entirely.
This is verified by Fig. where SSL still permits a significant gap between clean
and poison accuracies. Therefore, the SSL model has learned some poisoned
features along with true image features, leading the downstream classifiers to
misclassify data lacking poisonous patterns.

3.3 VESPR

Motivated by these observations, we seek methods to improve augmentations
for SSL that can better obscure poison features, thereby allowing the learning
algorithm to learn true features. Noting the discrepancies between SL and SSL
in representation similarities (Table |l)) and performance (Fig. , we conclude
that the classification network largely learns poison features, distilling them from
other image features. This betrays a weakness of availability poisons: once pro-
cessed by a poisoned encoder, they are no longer subtle nor imperceptible! Draw-
ing from theory for adversarial examples |26,30], we hypothesize that poisoned
classifiers can be exploited to generate adversarial examples that maximally
muddle poison signals. We further hypothesize that incorporating these adver-
sarial examples as augmentations will improve representations learned by SSL,
thereby improving poison defense. Our final architecture is a combined SSL+SL
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Fig. 2: Overview of VESPR architecture. For each input image, VESPR generates two
views through augmentation and encodes them with encoder f(-) as representations
r1 and 72, respectively. Cross-entropy (CE) loss is calculated from the output of the
classifier head, ¢(r1). The CE loss gradient is used to generate adversarial perturbations
to the first view using projected gradient descent . The adversarial images are
encoded to replace the original representations. Contrastive loss is calculated from
projected representations, g(r1) and g(r2), using projections of other images as negative
samples. The VESPR network is trained from the combined CE and contrastive losses.

framework, utilizing AT on the supervised loss. We designate our method as
VESPR, Vulnerability Exploitation of Supervised Poisons for Robust SSL.

As shown in Fig. [2l VESPR contains feature encoder f(-), representation
projector g(-), and classification head ¢(-). During training, each image of a
batch is augmented into two different views. One view is taken as the source
image to generate adversarial examples using the following objective function:

S = arg?lax LCE(C(f(‘T’ + 5))’ y) (2)

s.t. lp((s) <ear

where § is an adversarial perturbation, x is an input view, l,(-) denotes the
p-norm, and €47 is the AT threshold, with p = oo in our case.

The encoder generates representations of the input views, f(z +¢*), f(z™),
and f(xz7). The combined loss function Ly gspr is calculated from the outputs
of the projector ¢g(-) and classifier ¢(-) networks:

Lvpspr(z+06%,2%,27,y) = aLer[g(f(z +07)), g(f(=7)), 9(f(27))]
+ BLoplc(f(z +6%)),y]

with inputs as view z with label y, corresponding positive view ™ (same source
image), and negative views z~ (different source image). o and S weight the
balance between Loy, and Log.

As CE loss is integrated into Ly gspr, VESPR leverages class-specific fea-
tures for training. Simultaneously, the contrastive loss component of Ly gspr

3)
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not only focuses on features that distinguish different images, but also miti-
gates class collapse and poison shortcut learning induced by CE loss [10L/80].
Finally, adversarial samples generated by the classification loss create perturbed
augmentations that maximally obscure poison features.

4 Experiments

4.1 Experiment Setup

We evaluate the performance of VESPR and other baseline defenses on seven
popular poisoning methods: Adversarial Poisons (AP8) [26], Contrastive Poison-
ing (CP8) [32|, Convolution-based Unlearnable Datasets (CUDA) [67|, Linearly
Separable Poisons (LSP16) [83], One-Pixel Shortcut (OPS) [79], Robust Un-
learnable Examples (RUES) |27], and Unlearnable Examples (UES8) [40]. Further
poison descriptions can be found in Supplemental Material Sec.

We primarily train models on poisoned versions of a 100-class subset of the
ImageNet dataset [20], each with a total of 130,000 training images and 5,000 test
images. For benchmarking purposes, we also train models on poisoned CIFAR-
10 datasets [48], each with a total of 50,000 training images and 10,000 test
images. Due to the lengthy optimization process required by some poisons on
large images, AP8, CP8, and UES poisons for ImageNet-100 are generated with
20% of the dataset, containing 100 classes with a total of 26,000 training images.

To benchmark the effectiveness of VESPR, we compare against six state-
of-the-art poison defense methods: adversarial training (SL+AT), Cutout [21],
Mixup [87], CutMix [85], ISS [53], and SSL (SimCLR) |12].

For all models, we employ ResNet18 encoders [|35] with an encoding dimen-
sion of 512. When running experiments on CIFAR-10, we follow the architecture
of CIFAR ResNet models, as in [17]. For all datasets, all SSL methods utilize
a 3-layer MLP projection network following the MoCo projector structure [34]
with hidden and output dimensions of 2048. For classification, we attach a sin-
gle linear layer to the encoder output. Adversarial examples are generated using
projected gradient descent [49(57] with 10 steps of size 0.6/255, where perturba-
tions are Loo-bounded at e47 = 4/255. Additional training details are deferred
to Supplemental Material Sec.

We evaluate performance of trained models by measuring classification ac-
curacy on clean test data. For each defense method, we measure the minimum
(Psn Min) and average (Psn Avg) accuracies across all poisons. An adversary
will choose the most effective poison given state-of-the-art defenses, so increasing
Psn Min is crucial to improving model robustness in real-world scenarios.

4.2 VESPR Performance

Table [2] presents clean test accuracy on ImageNet-100 for VESPR as well as
multiple baseline defenses. VESPR debuts as a leading defense method, achieving
the highest Psn Min and Psn Avg over all previous defenses by 16% and 9%,
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Table 2: ImageNet-100 clean test set accuracies for VESPR and six defense bench-
marks. Bold numbers indicate the best defense method for each poison, while underlined
numbers indicate second-best methods.

Poison SL  SL+AT Cutout Mixup CutMix ISS SSL VESPR
[21] [87] 185]  [53] [12]

Clean 77.66 69.76 78.04 80.38 81.08 71.58 70.96 74.84

APS8 [26] 8.18 42.88 7.68 9.68 8.38 24.22 41.80 48.68
CP8 [32] 57.46 48.76 58.20 61.76 62.28 50.18 14.80 54.40
CUDA |67] 6.10 36.34 8.66 5.16 5.70 3.58 26.12 45.20
LSP16 [83] 6.62 2892 5.06 5.50 7.84 33.7062.06 56.34
OPS [79] 51.00 52.56 53.86 48.82 65.12 57.36 62.22 63.26
RUES |27 14.18 57.34 15.60 33.08 16.10 67.52 65.30 70.36
UES [40] 6.32 43.26 6.42 12.38 5.80 41.18 50.02 49.34

Psn Min  6.10 28.92 5.06 5.16 5.70 3.58 14.80 45.20
Psn Avg  21.41 44.29 2221 25.20 24.46 39.68 46.05 55.37

Table 3: CIFAR-10 clean test set accuracies for VESPR and six defense benchmarks.

Poison SL SL+AT Cutout Mixup CutMix ISS SSL VESPR
[21] 187] 185]  [53] [12]

Clean 93.86 89.57 95.62 9546 95.78 82.40 90.55 89.35

APS8 [26] 1245 85.67 9.70 33.27 8.38 81.10 75.77 86.78
CP8 [32] 93.59 88.43 94.51 93.36 93.77 82.21 73.08 89.20
CUDA [67] 21.89 48.58 23.46 21.75 24.04 21.94 66.58 80.31
LSP16 [83] 21.47 85.67 18.47 22.76 21.68 79.33 88.87 88.96
OPS [79] 27.24 20.10 65.12 37.56 85.27 72.14 87.79 84.74
RUES |27 18.91 34.45 19.67 23.27 27.46 80.04 86.70 87.82
UES [40] 32.53 89.31 36.18 54.19 38.40 82.12 88.45 89.39

Psn Min 1891 20.10 9.70 21.75 8.38 21.94 66.58 80.31
Psn Avg  32.58 64.60 38.16 40.88 42.71 71.27 81.03 86.74

respectively, as well as maintaining strong performance when trained on clean
data. VESPR frequently attains the highest clean test accuracy (AP8, CUDA,
and RUE) or the second-highest clean test accuracy (LSP16, OPS, and UES).

Though augmentation-based defenses occasionally achieve top performance
(e.g., CutMix on CP8 and OPS), they are often overshadowed by other meth-
ods. Indeed the Psn Min values for augmentation-based methods are all less than
10%. SL+AT and SSL are consistently high performers, achieving average test
accuracies of 44.29% and 46.05% across all poisons. However, their performance
when trained on clean data alone is underwhelming, compared to other methods.
This is unfortunate, as it suggests a smaller upper bound for clean test accuracy
after poison training; intuitively, a model trained on poison data will not out-
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perform the same model trained on clean data. As expected, SSL is particularly
weak to CP8, a poison designed specifically to counter SSL.

Table [3|shows that the trends observed on ImageNet-100 performance are re-
flected in CIFAR-10. On CIFAR-10, VESPR outperforms other defense methods
on multiple poisons (AP8, CUDA, LSP16, RUES, and UES8). VESPR maintains
the highest minimum and average performance across poisons by 13% and 5%
respectively. For all defenses, the performance gap between clean and poison
training is reduced relative to ImageNet-100, likely due to fewer classes and the
ease of classifying smaller images.

4.3 Ablation Studies

Architecture Ablation In Table[d] we present the poison defense performance
of all combinations for SL, SSL, and AT on ImageNet-100. Prior to this work,
SSL+AT and SSL+SL methods have not been evaluated for poison defense.
As measured by Psn Min and Psn Avg performance, VESPR outperforms all
ablations by 13% and 4%, respectively.

Table 4: ImageNet-100 clean test set accuracies for VESPR and multiple ablations to
architecture and training procedure.

Poison SL  SL  SL+AT SSL SSL+AT SSL+SL VESPR
(SSL Aug) 2 42

Clean 77.66  75.48 69.76 70.96 60.86 79.66 74.84

AP8 [26] 818 1654  42.88 41.80 40.46  28.82 48.68
CP8 [32] 57.46 60.40 48.76 14.80 44.00 5838  54.40
CUDA [67] 6.10 17.30  36.34 26.12 31.78  21.82 45.20
LSP16 [83] 6.62 49.30  28.92 62.06 49.00 52.36 56.34
OPS [79]  51.00 63.68 5256 6222 53.16 70.14 63.26
RUES [27] 14.18 49.08  57.34 6530 54.30 70.02 70.36
UES [40] 6.32 34.46 4326 50.02 40.94 56.68 49.34

Psn Min  6.10 16.54 28.92 14.80 31.78 21.82 45.20
Psn Avg 2141 41.54 44.29 46.05 44.81 51.17 55.37

In order to assess the impact of augmentations, we additionally evaluate SL
with SSL-style augmentations. For ease of comparison, we compile all augmentation-
based defense method results for ImageNet-100 in Table [10]| of the Supplemen-
tal Material Sec. As shown in Table SL with SSL-style augmentations
achieves the highest Psn Min and Psn Avg over the other augmentation-based
methods by 10% and 2%, respectively. However, when compared to VESPR,
SSL+SL, SSL, and SL+AT in Table[4] SL with SSL-style augmentations consis-
tently underperforms. We hypothesize that existing augmentation-based defenses
are weak to data poisoning due to their reliance on image cropping; most poisons
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are spread throughout images such that all crops are poisoned. This hypothesis
is further supported by the fact that all augmentation-based defenses are par-
ticularly resistant to OPS, the only poison which does not spread throughout
images. This ablation underscores that augmentations cannot fully explain the
advances observed with VESPR.

As illustrated in Table [4] integrating AT with SL enhances performance over
SL alone for all poisons except CP8. Though SL+AT, which trains using bounded
additive noise, is particularly effective against bounded additive poisons (e.g.,
AP8, UES), improvement is relatively limited on non-additive poisons (e.g. OPS)
or poisons with large perturbations (e.g., LSP16). Additionally, applying AT to
SSL degrades performance relative to SSL for most poisons. This highlights the
nuanced nature of AT application: as poisons aim to undermine supervised clas-
sification accuracy, the adversarial signals from SSL alone have limited capability
to ignore poisonous patterns.

Aligning with expectations from prior literature, [10180], SSL+SL achieves
top performance when trained on clean data, as the combined objectives of SSL
and SL prevent the failure modes of either individual objective. Nevertheless, the
intuition from prior literature does not necessarily apply for poisoned training,
where SSL+SL often performs worse than other defenses, including SSL (e.g.,
AP8, CUDA, and LSP16). This signifies that the SL component of SSL+SL
is still weak to poison patterns, dragging down the performance of SSL+SL.
Furthermore, it emphasizes that the additional AT component of VESPR is
crucial. For all poisons where SSL+SL underperforms SSL, VESPR utilizes SL-
guided adversarial samples to outperform SSL+SL. This validates the claim that
poisoned-SL can provide useful guidance for adversarial example generation by
obfuscating poison features.

We defer the corresponding architecture ablation for CIFAR-10 to Table
of the Supplemental Material Sec. [C.2] The trends seen for ImageNet-100 in
Table [] are largely reflected in CIFAR-10, and VESPR attains top performance
for Psn Min and Psn Avg across all architecture ablations.

Architecture Ablation Analysis We expand our previous analysis on learned
representations (Table to all architecture ablations in Table We additionally
evaluate representation roughness (i.e., variability) using a local Lipschitz metric
(Psn Local Lip) [82], where lower values correspond to smoother, more robust
representation landscapes.

As illustrated in Table 5] VESPR maintains Psn In-Cls Sim values that are
similar to those of SSL+SL and substantially higher than SSL or SSL+AT. Fur-
thermore, utilizing AT consistently increases Psn-Cln Sim and reduces Psn Local
Lip across all methods, including VESPR, compared to those without AT. In
particular, the Psn Local Lip of VESPR decreases by an order of magnitude,
from 8546 to 712, over SSL+SL. This improvement in smoothness is greater than
that of any other architecture that incorporates AT, underscoring the superior
effect of AT on VESPR. Taken together, the trends in Table [5]| suggest that
SSL+SL aids VESPR in establishing distinct class-wise clusters of representa-
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Table 5: Columns display Psn In-Cls Sim, Psn-Cln Sim, and Psn E-Rank, as in Table
We also present poison image representation roughness (Psn Local Lip, see ) We
average results across seven different poisons (see Supplemental Material Sec. |B.1])

| Method  [Psn In-Cls Sim|Psn-Cln Sim|Psn E-Rank|Psn Local Lip|

SL 0.78 0.70 16.67 6180

SL (SSL Aug) 0.79 0.79 16.43 5868

SL+AT 0.76 0.85 31.64 3312
SSL 0.47 0.86 59.61 317
SSL-+AT 0.60 0.97 23.47 40

SSL+SL 0.77 0.83 34.07 8546
VESPR 0.72 0.91 30.29 712

tions while VESPR’s SL-guided AT ensures that these representations are reliant
on robust, clean features. These findings justify the superior clean-classification
performance of VESPR across multiple poisons.

Trends in representation similarity from Table [5| can also be identified visu-
ally. Fig [3] displays 2D t-SNE plots [38] of the 512D representations for three
classes of poison and clean images and their CUDA-poisoned counterparts for
various training methods. Slight mixing between encodings is expected as all
three classes are types of fish, yet successful classification requires that clusters
are largely distinct. Both SL and SSL tend to tightly cluster poison represen-
tations, yet corresponding clean images are encoded to distant representations.
Furthermore, all clean image representations from SL and SSL are clustered to-
gether, regardless of class, suggesting that clean images are treated as an out-of-
distribution class. In contrast, VESPR achieves superior poison-clean alignment,
with representations of poison and clean samples overlapping for most samples.
This verifies the high Psn-Cln Sim value for VESPR found in Table

O CinClsl O CInCls2 CinCls 3
%X PsnCls1l X PsnCls2 Psn Cls 3

SSL VESPR

Fig. 3: 2-dimensional t-SNE plots of clean and CUDA-poisoned image represen-
tations for SL, SSL, and VESPR models trained on CUDA data.



14 J.Styborski et al.

VESPR Adversarial Ablation In Table [f] we ablate the method of adver-
sarial sample generation. Specifically, we compare the effect of random Gaussian
noise (SSL+SL+GN) to methods of adversarial perturbation (VESPR and vari-
ants). VESPR remains the top-performing implementation.

For SSL+SL+GN, Gaussian noise with 4/255 standard deviation is applied to
images with 50% probability. As the permissible Gaussian perturbation is higher
than the AT perturbation bound, the domain of possible samples generated by
Gaussian noise subsumes the domain of samples generated by AT. SSL+SL+GN
slightly outperforms SSL+SL on most poisons, but overall performs similarly.
Notably, the performance of SSL+SL-+GN is conspicuously distinct from that of
VESPR, suggesting that gradient-based perturbations from AT are crucial for
learning robust features. We note that VESPR consistently outperforms VESPR-
SSL and VESPR-Both, with notable improvements on CUDA and RUES in
particular. VESPR also attains the highest minimum and average clean test
accuracies. This suggests that VESPR better exploits the adversarial signal from
SL, allowing the encoder to learn robust features with SSL.

Table 6: ImageNet-100 clean test set accuracy for different methods of sample per-
turbation. SSL+SL+GN is similar to SSL+SL, but with additional Gaussian noise
augmentation. VESPR-SSL uses AT with SSL loss, VESPR-Both uses AT with the
combined VESPR loss in Eq. El, and VESPR uses AT with SL loss.

Poison SSL+-SL SSL+SL+GN VESPR-SSL VESPR-Both VESPR

Clean 79.66 78.86 73.74 73.96 74.84
APS |26] 28.82 29.92 47.56 48.02 48.68
CP8 [32] 58.38 59.14 54.20 53.64 54.40
CUDA |67] 21.82 24.02 36.64 41.26 45.20
LSP16 [83] 52.36 53.00 54.36 55.88 56.34
OPS |79 70.14 71.12 64.30 63.14 63.26
RUES |27]  70.02 69.90 66.38 68.58 70.36
UES [40] 56.68 58.80 49.28 48.20 49.34
Psn Min 21.82 24.02 36.64 41.26 45.20
Psn Avg 51.17 52.27 53.25 54.10 55.37

5 Conclusion

We extend the investigation of poison defense to seven poisons on CIFAR-10
and ImageNet-100 datasets, revealing limited performance of current defense
methods, including SSL. Drawing from insights on SL and SSL poison defense,
we introduce VESPR, which leverages supervised poison vulnerability to en-
hance self-supervised defense. Through extensive experiments, we demonstrate
that VESPR achieves state-of-the-art defense against multiple prevalent poisons,
surpassing all other baselines in both minimum and average poison performance.
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